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OPTIMIZATION IN A SECURE WINDOWS ENVIRONMENT

Introduction

This guide is designed to help the reader create a plan and prepare for all the steps required to configure Riverbed® Steelhead®
appliances to optimize in an environment where there are;
- Microsoft Windows Fileservers using Signed SMB, Signed SMB2 and Signed or Encrypted SMB3 for file sharing to
Microsoft Windows clients
- Microsoft Exchange Servers providing an Encrypted MAPI communication to Microsoft Outlook clients
- Microsoft Web Servers requiring “per request” Kerberos authentication

Even though the majority of the configuration for these requirements need only be performed on the server-side Steelhead
appliance, there are some settings which must also be performed on the client-side Steelhead appliance(s). It is therefore strongly
advised to have all the Steelhead appliances operating with a minimum of Riverbed® Optimization System (RiIOS®) v6.1.x but
preferably RiOS v6.5.x or later. For any environment where there is a requirement for Kerberos authentication between the client
and server, a minimum of RiOS v7.0 is needed. For any requirement where there is Signed SMB3 optimization, a minimum of
RIOS v8.5 is needed.

As part of your preparation, reference should also be made to the most recent versions of the Riverbed Deployment Guide (both
the “Appliance” and “Protocols” editions) and the Riverbed Steelhead Management Console User’s Guide. These manuals contain
sections giving further detail and advice on design and configuration for Windows Domain Authentication as well as further
explanation of Windows Domain architectures, trust relationships and the reasons for the use of Delegate User and Replication
User accounts. These manuals are available for download via the Riverbed Technology support website (support.riverbed.com).

This document does not cover the settings required for optimization of Outlook Anywhere.

Structure of this Guide

This guide begins with a brief overview of the possible configuration options and is then organized into four main sections which
explain the steps for configuration.

Section 1 is designed to cover all the configuration tasks needed when client-server authentication can be performed via
delegation using a Delegate User account.

Section 2 covers all the configuration tasks, when the client-server authentication requires Kerberos from end to end.

Section 3 covers all the configuration tasks that enable the server-side Steelhead appliance to integrate with the Windows Active
Directory (AD) environment and provide NTLM pass-through authentication.

The final section is a series of appendices that contain additional information which may be of use generally.

Therefore it is strongly recommended to read through the entire document including the appendices before starting the overall
configuration.

Please note that this document includes screenshots of example configuration steps. While every attempt has been made to
ensure accuracy, different versions of RiOS may have slightly different page layouts in the Management Console Graphical User
Interface (GUI) to those shown in this guide.

What configuration options are available and how do | choose?

There are several components within a secure Windows environment and the combinations of these components often dictate
what configuration options are available.
The main components that need to be considered are;

- Windows client operating system — for example: WinXP, Vista, Windows 7, Windows 8

- Windows domain level - for example: 2003, 2008, 2008-R2 native, mixed-mode

- Authentication mechanism — for example; NTLM only, Kerberos only, auto-negotiation NTLM or Kerberos

- RIOS version of client-side and server-side Steelhead

While the permutations of these components, and others, can lead to a number of configuration options, it is quite often the case
that one of three basic configurations will stand out as the better choice.
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Kerberos Constrained Delegation

Historically, the first option is to use a Delegate User account and authenticate using Kerberos Constrained Delegation. This
option requires the most administrative effort on behalf of both the Steelhead appliance and Windows AD administrators. In the
past, this option has been the most frequently used because it is suitable for a wide variety and combination of client and server
0S versions. But following the release of RiOS v7.0 one or both of the next two options are recommended due to their simplicity.

Replication User

If the authentication mechanism is required to be Kerberos end to end between the clients and servers then the only option
available is to configure the server-side Steelhead appliance to use a Replication User account. End to end Kerberos
authentication is the default choice for Windows 7 or Windows 8 clients and Windows 2008 servers or later. But for backwards
compatibility, it is quite often the case that clients and servers automatically negotiate to use either NTLM or Kerberos. Because of
this reason, it is usually a good idea to configure a replication user and also have the server-side Steelhead appliance join the
domain and integrate with Windows AD as described below.

Windows Active Directory Integrated Mode

Generally speaking if the Steelhead appliances are running RiOS v7.0 or later the easiest configuration is to have the server-side
Steelhead appliance join the Windows Domain. Depending on the functional level of the Windows domain, the Steelhead
appliance joins in one of two modes; Active Directory integrated Windows 2003, or Active Directory integrated Windows 2008.
Once joined to the domain, the Steelhead appliance has sufficient privileges to be able to safely and securely communicate with
the domain controllers2. This communication only occurs to determine the session key in use between the client and server for a
connection of signed or encrypted traffic that is to be optimised. The authentication mechanism used in this case is NTLM and is
generally described by Microsoft as “Pass-Through Authentication”. NTLM authentication is still the most prevalent authentication
mechanism in use in production networks for reasons of backwards compatibility with older Windows clients and servers. If this
option satisfies the authentication requirements there is no need to configure a replication user or delegation user.

If one of the above three options is suitable for your needs, then simply follow the guidelines provided in the relevant section.

Section 1 - Authentication via Kerberos Constrained Delegation
Section 2 — End to end Kerberos authentication
Section 3 - Integrating the server-side Steelhead with Active Directory

Remember that combinations of these three options may be possible. For example, it is possible to have the server-side
Steelhead appliance integrate with AD and also be configured with a replication user account. In this way, the server-side
Steelhead appliance would be able to work with both end-to-end Kerberos and NTLM authentication automatically choosing the
correct method as needed. It is the combination of these two options which is strongly recommended since they cover the majority
of deployment scenarios in production use today. To put it another way, sections 2 and 3 are most likely the ones you will need.

Automatic configuration

Starting with RiOS v8.5, there is the ability to configure a lot of the settings described in this document by using the Domain Auth
“Easy Config” and “Auto Config” widgets. The Domain Auth Easy Config widget is a single point of configuration allowing the
Steelhead appliance administrator to enter some Active Directory details along with desired optimization requirements. Then by
pressing a button, the widget completes the join domain, customizes the delegate user or replication user account settings in AD
and selects the correct Steelhead appliance optimization settings for relevant signed/encrypted SMB versions and encrypted
MAPI.

Itis still the Steelhead appliance administrator’s responsibility to decide which settings are required. The Domain Auth Easy
Config widget will not automatically choose the correct settings, but once the settings are selected, the widget will do all the
configuration tasks automatically. This can significantly reduce the number of manual tasks required thereby minimizing the
potential for typographical errors. The Domain Auth Easy Config widget provides feedback in the form of an activity log as the
tasks progress to completion.

2 1f you configure the Steelhead appliance to join with Windows 2003 mode or Windows 2008 mode, it does not provide any
Windows domain controller functionality to any machines in the domain, does not respond to requests, does not advertise itself as a
domain controller and does not register any SRV records. In addition, the Steelhead appliance does not perform any replication nor
hold any AD objects. For more details, consult the relevant section of the Riverbed Deployment Guide — Protocols edition.
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In each of the configuration sections (sections 1, 2 and 3) of this document, all the manual tasks are described. If you are planning
to use the Domain Auth Easy Config widget, a few manual tasks are still needed to ensure the widget is successful. At the
beginning of each section is a list of the tasks needed before using Domain Auth Easy Config.

For the reader who would like to take a quick look at the graphical interface of the widget, there is an example screenshot in the
appendix of this document. Detailed information on how to use the widget is described in the Riverbed Steelhead Management
Console User Guide for RiOS v8.5.

Section 1 - Authentication via Kerberos Constrained Delegation

Overview of required configuration tasks for authentication via delegation

There are a number of tasks to be performed and parameters to be configured. They are listed here;
1.1 Create a Delegate User account

1.2 Associate the Delegate User with CIFS/Exchange service(s) and enable delegation for the user
1.3 Configure Delegate User permissions to operate only with the chosen services

1.4 Join server-side Steelhead appliance to Windows Domain
1.5 Add Delegate User name to server-side Steelhead appliance configuration
1.6 Configure the Steelhead appliance to optimize Signed SMB and Encrypted MAPI

Some of these steps will require either administrator group level access to a Windows Domain controller or admin level access to
a Riverbed Steelhead appliance. Therefore the appropriate personnel with the relevant access privileges will need to be on hand
to perform the tasks. Administrator credentials are not stored on any Steelhead appliance. While these six steps are considered
mandatory for the success of an install, there may be other steps required for particular requirements like, one-way trusts,
alternative Organizational Units, password expiration, etc. Information on these additional items is to be found in the appendices
of this document.

If you are planning to use the Domain Auth widgets, complete the following tasks first.....

1.1 - Create Delegate User account

1.4 - Join the server-side Steelhead appliance to the Windows Domain

1.5 — Add Delegate User name to server-side Steelhead appliance.

1.6 — Configuration of client-side and server-side Steelhead appliance(s) for signed SMB and encrypted MAPI.

DNS and NTP configuration as outlined in Table 1-4-1
Once the above tasks are successfully completed, use the “Configure Delegation Account” and “Add Delegation Servers” widgets.
Using these two widgets will automatically complete tasks 1.2 and 1.3.

Performing the configuration tasks

1.1 - Create a Delegate User account

In the Windows Active Directory environment, (for example, using Windows administration tools on the Domain Controller) create
a user in the same domain that the Exchange server, or File Server, is a member of.

Choose, Active Directory Users and Computers > Domain Name > Users and create the user (for example, with the name
“delegate_rvhd"). Alternatively, you can select an existing user account.

Note: The same Delegate User account can be used for any Exchange servers and File servers in the domain.

Just like any other Windows resource, the server-side Steelhead appliance can only join one domain. If there are other application
servers in other Windows Domains at the same location it is possible for the same Steelhead appliance to optimize traffic to/from
these other servers. To enable this, a separate Delegate User will need to be created in each of the domains. All of the domains
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involved will need to be linked by 2-way, bi-directional trust relationships.
All of these Delegate Users will then be entered into the server-side Steelhead appliance configuration as part of this exercise.

Still on the Windows Domain Controller, create a Service Principal Name (SPN) for the delegate user using the setspn.exe
command-line tool. Once the setspn command has been executed for the delegate user, it makes the “Delegation” configuration
tab available in the user account properties. It is via this configuration tab that delegation is enabled for the delegate user. The
Windows support tools must be installed on the Domain Controller in order for the setspn.exe utility to be available. The Windows
Server 2003 SP1 Support Tools product CD includes this tool, or you can download it from the Microsoft Download Center. With
Windows Server 2008 or later, the setspn.exe tool is installed by default.

To access the setspn.exe tool, open a command window (cmd) on the Domain Controller. Then use the following command
syntax to add an SPN for the Delegate User

C.\> setspn —A <servi ce nane>/ del egat e <del egate user nane>

Where <servi ce nane> is either ci f s for signed SMB, or exchangeMDB for encrypted MAPI, and <del egat e user
name> is the name of the Delegate User created in the previous step for example del egat e_r vbd.
Figure 1-2-1 shows an example screenshot of running the setspn command for both types of service.

[e~ Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76801
Copyright (c> 2882 Microsoft Corporation. All rights reserved.

CvlUzepsvAdminisztrator>zsetspn —A cifszssdelegate delegate_rvhd
Registered ServicePrincipalMames for CH=delegate_wrwvhd,.CM=Users.DC=gceinternal.DC
=int:

CavUserssAdministrator>setspn —A exchangeMDB-/de legate delegate_wrvhd
Regiztered ServicePrincipalMames for CN=delegate_wrwhd,CM=Uszersz.DC=gceinternal.DC
=int:

exchangeMDB/de legate
Updated object

C:sUserssAdministrator >

Figure 1-2-1: setspn screenshot

121 Returning to the Active Directory Users and Computers > Domain Name > Users admin tool that was used in
task 1.1, open the Properties for the user and select the “Delegation” tab

© 2013 Riverbed Technology. All rights reserved. 4



Optimization in a Secure Windows Environment

September 2013

B Active Directory Users and Computers

File  Action View Help

& 7m0 XRE s

3 Active Directory Users and Comput | Mame

| Saved Queries 2 ac
=2 Ifj qgreinkernal int 8
| Builtin 2 6.
Computers 2! e
Domain Contrallers .agde
FareignsecurityPrincipals J{; De
LoadGen Objects aJDi‘

| Managed Service Accounts -~
Microsoft Exchange Securit '?JDF

T Users ‘?JD'—

) £2,0c

%Dc

.E?JDC

QE)DC
.%Dc
%En
@En
Lre
.ﬂ?)Gr
3;._ Gl
33 Ja
Lps

BLRs

Riverbed Delegate Properties

tember OF I Dial-irn I Envirarment I Sessions
Remate control I Remote Desktop S ervices Profile
Perzonal Wirtual Desktop I COb+ I LIME Attibutes
General IAddress I Account I Prafile I Telephones I D elegation I Organization

. Riverbed Delegate
3 :

First name: Iitials:
Last name: ID elegate

Digplay name: IHiverbed Delegate

Drescription: I

Dffice: |

Telephone number: I

Other... |

E-mail: I

‘Web page: I

Other... |

szRE

2 ric

0K I Cancel Apply Help

2 seep

2, Schema Admins

& Riverbed Delegate User

User
Security Group ... Designated administrators. ..

Figure 1-2-2: Delegate User properties
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Riverbed Delegate Propetties EHE
Member OFf | Dial-in I Eniranment I Sessions I
Remate contral | Remote Desktop Services Profile I
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" General I Address I Account I Frafile I Telephones:  Delegation I Organization

Delegation iz & security-zenzitive operation, which allows services to act on
behalf af another user.

7 Do not bzt this uzer for delegation
7 Trust this user for delegation to any service [Kerberos only)
& Trust this user for delegation to specified services only

" Ilse Kerberos anly

% sge any authentication protocal

Semvices to which thiz account can present delegated credentials:

Service Type | Uszer or Computer | Port | Service N

" Expanded Add... Remaye

QK I Cancel | Apply | Help |

Figure 1-2-3: Delegation tab

122 Enable the two settings; “Trust this user for delegation services to specified services only” and “Use any
authentication protocol”

At this point the Delegate User is ready to be used. If the requirement is for “Manual Delegation”, the Service field in the lower half
of this Delegation tab needs to be populated with a list of all the signed SMB, signed SMB2, signed SMB3 and encrypted
Exchange servers for this domain. This can be done using the “Add” button.

If Auto Delegation is to be used, this list does not need to be populated, however, due to the way that this Windows admin tool
works, it is not possible to select “Apply” and “OK” to close this Properties tool without adding at least one service. Therefore the
next steps must be performed at least once to add a service regardless of whether Manual or Auto delegation is to be used.

123 For Auto delegation, the easiest thing to do is choose any one of the servers. In this example, we will select a
signed SMB (cifs) server called BW-W2K8EXDCL.
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Figure 1-2-4 Selecting server

1.24  Asshown in Figure 1-2-4, select “Add” in the Delegation tab, then “Users or Computers”.
125 Enter the hostname of the server, in this example it is called BW_W2K8EXDC1
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ak I Cancel |

Figure 1-2-5: selecting “cifs” service

© 2013 Riverbed Technology. All rights reserved. 7



Optimization in a Secure Windows Environment September 2013

1.2.6  Select the “cifs” service (Figure 1-2-5), click OK, and the task is complete as shown in Figure 1-2-6.

Riverbed Delegate Properties [ 7]
Member OF | Diakit | Ehvironment | Session:
Remate control | Remote Desktop Services Profile

| Perzonal Wirtual Desktop I COM+ | LML Attributes
Generall Address I Accountl Prafile I Telephones  Delegation | Organizatiot

Delegation is a secunty-sensitive operation, which allows services ta act on
behalf of anather uzer.

" Do nok trust thiz user for delegation
© Trust this uger for delegation to any service (Kerberos only)
% Trust this user for delegation to specified services only
" Use Kerberos only
¢ lse any authentication protocol
Services to which this account can present delegated credentials:

Service Type | User or Computer Port Service N
C B :

cifg

GCEIMTE

a | o

[ Expanded Add... | Remave |

(1] I Cancel Apply Help

Figure 1-2-6: Service added to Delegation tab

1.3 - Configure Delegate User permissions to automatically delegate only with the chosen services

Still on the Windows Domain Controller, use the Group Policy Management tool to add the Delegate user to the Group Policy
Object (GPO) for the domain.
131 Navigate to Start Menu > Administrative Tools > Group Policy Management Editor
132 Navigate to the Domain Controllers Policy.
1.3.3  Open the Default Domain Controller Policy or your policy for the domain controllers.
134 Navigate down through Computer Configuration > Policies > Windows Settings > Security Settings > Local
Policies
135  Select “User Rights Assignment”
1.3.6 In the right-hand window, select and right-click on “Enable computer and user accounts to be trusted for
delegation” to open the properties dialogue box.
137 In the Security Policy Setting tab, select “Add User or Group”
1.3.8 Enter the Delegate User name into the “User and group names” field.
1.3.9  Click “OK" out of the Group Policy Management tool.

Figures 1-3-1, 1-3-2a and 1-3-2b below show an example series of screenshots for the above sequence of steps.

© 2013 Riverbed Technology. All rights reserved. 8



Optimization in a Secure Windows Environment September 2013
l' Group Policy Management Editor [ _ O]
File  Acktion  ‘iew  Help
@ |7EIXE =@
_: Defaul: Domain Corkrollers Policy [BW-W2KBEXDC1, GCEIMT < | | Palicy =~ | Puolicy Sekting -
=l A Computer Configuration | Access Credential Manager as a brusted caller Motk Defined
SRS quicies | Access this cormputer From the nebwaork Everyone, Adminis
| Software Settings | &ck as part of the operating svstem Mok Defined
SR W?ndows Settings | Add workstations to domain Authenticated Us:
| Name Resolution Policy | Adjust memory quotas for a process DefaultappPool, Lt
(=] Script.s (Start.up,l'Shutdown) | Allovy log on locally Adrninistrators,Ba
= ?;cj::oi:tt:ﬁnogliscies | Allow log on through Remote Deskkop Services Mok Defined
= __:[I Local Policies | Back up files and directlories Administrators,Ba
f[] Audit Palicy | Bypass traverse chec.kjng Everyone, LOCAL
__:|j User Rights Assignment | Change the system time LOCAL SERWICE, !
1| Security Options | Change the time 2one Mot Defined
] Eventlog | Create a pagefile Adrministrators
7 Restricted Groups | Create a token object Mok Defined
g Syskem Services | Create global objects Mok Defined
g Reqistry | Create permanent shared objects Mak Defined
_:' File Ststem | Create symbolic links Mok Defined
2oj Wwired Mebwork (IEEE 802.3) Policies | Debug programs Adrninistrakors
_'_ Windows Firewall with Advanced Securi | Deny access ko this computer Fram the netwark Mot Defined
_j Hetweork List Manager Policies | Derry log on as a bakch job Mak Defined
A[F ‘Wireless Metwork (IEEE 502.11) Policies | Deny log on as a service Mok Defined
= Public Keyy Polici.es. - | | Dy log on locally Mok Defined
- IR PDI,ICIBS | Deny log on through Remote Deskkop Services Mok Defined
| Metwork Access Protection
| Application Contral Policies : 5 o
@ IP Security Policies on fictive Directory i |Force shutdc-wn. From ? remoke syskem P.dmnjlstrators,Se
" Advanced Audit Palicy Configuration | Generate security audits Classic .MET AppF
I ol Policy-based Qo5 | Impersonate & client after authentication Mok Defined _Iﬂ
4 » »

Figure 1-3-1: Group Policy Management tool screenshot
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Figure 1-3-2b: Group Policy Management tool screenshots. “Add User”, completed
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Continuing the Delegate User configuration, the Delegate User now needs to be granted “Allow” access to modify the Active
Directory attribute msDS-AllowedToDelegateTo. Use the Active Directory Service Interfaces (ADSI) edit utility to achieve this.

131
132
133
134
135
136
137

Choose Start > Run, and open adsiedit.msc.
Select Default naming context > Domain DN > CN=Users > CN=<Delegate User>.
Right-click and go to Properties on CN=<Delegate User>.
Choose the Security tab, click Advanced and then click Add.
Type the delegate user name and click OK.
Click the Properties tab in the Permission Entry dialog box.
Add Allow access for:

Read msDS-AllowedToDelegateTo
Write msDS-AllowedToDelegateTo

Figures 1-3-3 and 1-3-4 show an example series of screenshots for the above sequence of steps.
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CH=Denied RODC Password Replication Group, CH=Users, [
CN=DiscoverySearchMailbox -[D9198#\D5-46.¢\6-415F-8D.¢\D-ﬁ
Ch=DnsAdmins, Chi=Users, DiC=gceinternal, DC=ink <
CN=DnslJpdateProxy, N=_sers,DC=gceinternal, DZ=int
CH=Domain Admins, Chi=Users,DC=gceinternal DC=int ¢
CM=Comain Camputers,CN=Users,DC=gceinternaI,DC=int;\
CM=Daomain Controllers, CN=lsers, DC=gceinternal, DC=int
CN=Domain Guests, CN=Users,DC=gceinternal, ’=ink ;\
Ch=Domain Users, Ch=lsers, DC=gceintarnal, iC=int

CN=Enterprise Admins, CN=Users, DC=gceinternal, ”=ink <
CH=Enterprise Read-only Domain Controllers, Ch=Users, Dl
CM=FederatedEmail 4c1F4d5b-5179-4145-93bF-00a95Fale
Ch=Group Policy Creatar Owners,CN=Users,DC=gceinterr§
CN=Guest, CN=Users, D =gceinternal, Z=int \

<

G N N ey oy e

Figure 1-3-3: ADSI edit screenshot
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> CN=delegate_rvbd Properties 7 X >
I Clz IS
©ust ibute Editor Securty |
Sogre | ternal, DC=ink
Grenin ar esr names
7ous l Advanced Security Settings for delegate_rvbd <
oare
7w Permiszions IAuditingI DOwner | Effective Pemissions | .
Joare
> e T wiew ar edit details for l Permission Entry for delegate_rvbd
o re "Object  Properties | >
< oagre Permission entries:
s g .
o gre E I
> g Type MName Marme: | rwbd (delegate_rvbd@gceinternal.ink) Change... | —
oo Al RAS and |4 Iy
L | Allo RS and 1A Apply ko IThis object and all descendant abjects | Iy
o fllow R4S and |4 Iy
> e Allow RAS and 14 Permissions: Allawy Deny Iy
o Al Cert Publish Read msDRM-IdentibyCertificate O O = |_|r|,/i
/i are Allaw delegate_rv Wiribe msDRM-IdentityCertificate O O d/:
st Allaw delegate_rv Read msD3-AllowedToDelegateTo ; a d
oo Allaw Windaws A Write msDS-AllowedToDelegateTa O Iy
o WSt F Al Terminal Se Rread msDS-Approx-Tmmed-Subardin.,.. [ a Iy’
Lo : Bllow Teminal Se wWrite msDS-apprax-Immed-Subordin.., ] O by
> HE Allewss_Luioncns Read msD3-Authenticated ALDC a O =
| | add Write msDS-Authenticated AtDC O O Lt
> gre
N Erc = Read msDS-AuthenticatedToAccoun... [ a —
uso ¥ Include inheritable pe wirite msDS-authenticatedTodccoun,,. [ O
user Read msD3-Cached-Membership a a
-
Managing permission ent pluba st bedulesl sl o -
r Apply these permissions to objects and)or Clear Al |
containers within this container anly

oK I Cancel |

Figure 1-3-4: ADSI edit screenshot

If you need help troubleshooting, please also refer to the “Troubleshooting Delegate Users” section in the latest version of the
Steelhead Management Console User's Guide.

Note: Section 1.2 and section 1.3 above will need to be completed for each Delegate User created in each domain.

1.4 - Join the Server-side Steelhead appliance to the Windows Domain

When joining a Steelhead appliance to the Windows Domain, several prerequisites need to be configured to ensure smooth
integration. The server-side Steelhead appliance must be able to successfully lookup its hostname in the DNS architecture.
Ensure proper DNS entries are created in the DNS server(s) (only an "A record" is required) and the proper DNS servers are
configured in the Steelhead appliance. The date and time of the server-side Steelhead appliance must be synchronized with the
Windows Domain Controller. This is best accomplished by configuring the Steelhead to use the same NTP server as all the other
servers in the domain. You must know the fully-qualified domain name. Table 1-4-1 is provided to collect this information for your
environment.
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Setting Value Step conpleted

DNS entry for Steelhead appliance

DNS server IP address(es)

NTP server IPs added to Steelhead configuration

Steelhead appliance Computer object created in
Domain Controller

I

Fully-qualified Domain Name

Table 1-4-1: Steelhead appliance prerequisites

Once the prerequisites are completed, join the server-side Steelhead to the AD domain.

To complete this step you will need a Windows user account with rights to join a host to the AD domain. NOTE: This account has
nothing to do with the Delegate User account set up in the previous sections. The credentials of the account used to join the
domain are not stored on any Steelhead appliance and are only used for the purposes of joining the Steelhead appliance to the
domain.

141  Onthe server-side Steelhead(s) navigate to Configure > Networking > Windows Domain.

14.2 Enter the Active Directory Domain name, user id (of the user account with “Join Domain”
privileges), password and optionally the DC name and Short Domain Name.

143  Select the Join Account Type. Depending on the version of RiOS running on the Steelhead appliance there may be
several options available. When configuring for constrained delegation, any “join type” is suitable.

144  Nextclick the “Join” button at the bottom of the page and wait for feedback. If an error appears, take appropriate
action.

145  Once successfully joined you will see the statement ‘In Domain Mode, status: In a domain’ in the top frame of the

page.

Figure 1-4-1 shows a successful domain join.
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Configure > Networking > Windows Domain 2
Domain / Local
@ Domain Settings
7 Local Workgroup Settings

In Domain Mode, status: In a domain

Domain Settings

Active Directory Domain Name /

Realm: PG-LAB.ORG (Example: eng.example.com, example.com)
Primary DNS IP Address: 192.168.0.106
Join Account Type: Active Directory integrated (Windows 2008 and later) «
Domain Login: administrator (must have domain join privileges)
P d e
assword: (not stored; used only for this domain operation)
Domain Controller Name(s): Win2k8R2-PG (comma delimited)
Short Domain Name: PG-LAB {optionali)

Mote: The Short Domain Name is reguired if the NetBIOS domain name does not match the first portion of
the Active Directory Domain Name.

Kerberos authentication reguires that time difference between the Steelhead and Domain Controller clocks
be less than 30 seconds. The current time on this Steelhead is:

Wed 31 Jul Z013 20:48:48 UIC
Wed 31 Jul 2013 Z1:48:48 BST

Leave

Figure 1-4-1: Example screenshot, Windows Domain page of Steelhead appliance GUI

Further details on joining a Windows Domain are available in the Steelhead Management Console User’s Guide in the chapter
Configuring Network Integration Features.

More recent versions of RiOS include tools to test the configuration settings and ensure a join is successful as well as a status log
to show progress and any errors encountered during the join process.

1.5 - Add the Delegate User to the server-side Steelhead appliance

NOTE: More recent versions of RiOS include both a collection of command line and graphical tools to help automate these
remaining steps. Whether or not the tools are available on the Steelhead appliances you are configuring, the individual steps are
shown here.

To add the delegate user to the server-side Steelhead you will need the AD domain name, delegate user name, and password for
each delegate user that has been created in each domain. These should have already been created as described in sections 1.1,
1.2 and 1.3 above. Assuming the user(s) have been created, the following steps should then be performed.

151  Onthe server-side Steelhead(s) navigate to Configure > Optimization > Windows Domain Auth.
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Configure > Optimization > Windows Domain Auth 2

Delegate Account Configuration

Users with Delegation Rights:
+ Add a New User || — Remove Selected

Domain Username

No delegation users.

Figure 1-5-1: Windows Domain Auth page of Steelhead appliance GUI

152  Click the ‘Add a New User’ tab. Enter the AD domain, delegate user account name, and password.

Configure > Optimization > Windows Domain Auth 2

Delegate Account Configuration
Users with Delegation Rights:

¥ Add a New User || — Remove Selected

Active Directory Domain Mame: gceinternal.int

Username: delegate_rvbd
Password: [T
Password Confirm: [sassansd
Add

Domain Username

No delegation users.

Figure 1-5-2: Add New Delegate User section on Windows Domain Auth page of Steelhead appliance GUI

153 Then click ‘Add'.

Configure » Optimization » Windows Domain Auth 2

Delegate Account Configuration
Users with Delegation Rights:
+ 4dd a Mew User | — Remove Selected

- Domain Username

I geeinternal.int delegate_rvbd

Figure 1-5-3: Add New Delegate User section on Windows Domain Auth page of Steelhead appliance GUI

154  Repeat steps 1.5.2 and 1.5.3 for each delegate user that has been created ensuring that the correct domain name
is included in each case.
155 In the ‘Server Rules’ section, select the Auto Delegation Mode radio button and enter any server names that

should not allow delegated authentication. This field can be left blank unless there is an explicit need to prevent the
use of delegation to some servers.
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Server Rules

" Manual Delegation Made @ auto Delegation Mode
[

| (comma-separated list)

@ allow delegated authentication to all servers except the following (Delegate-all-Except):

Ps: | (cornma-separated Nst)

Figure 1-5-4: Delegation Mode setting on Windows Domain Auth page of Steelhead appliance GUI

15.6 Click the ‘Apply’ button.

1.6 - Configure the Steelhead appliance to optimize Signed SMB and Encrypted MAP!I
16.1 - Configuration steps for Signed SMB, Signed SMB2 and Signed SMB3

1.6.1.1 Onthe server-side Steelhead appliance, navigate to Configure > Optimization > CIFS (SMB1).

1.6.1.2 For RiOS versions prior to v6.5 if there are connections between Vista/Win7 clients and Windows 2008 R2 servers,
select the ‘Enable SMBv1 Backward Compatibility’ check box. This will revert SMBv2 connections between
Vista/Win7 clients and Windows 2008 R2 servers back to SMBv1 allowing the Steelhead appliances to provide full
application layer acceleration for CIFS. This will provide a better experience for remote users compared to native
SMBV2 without optimization.

Note: Consider upgrading to RiOS v6.5 for native optimization of SMB2. It is also worth noting that SMB2 provides extra security
for signing as it uses HMAC SHA-256 instead of MD5.

1.6.1.3 Ifthe Steelhead appliance is running RiOS v6.5 or later, there is a separate SMB2 configuration page located at
Configure > Optimization > SMB2. With optimization for SMB2 enabled there is no need to select the “Backward
Compatibility” option indicated in step 1.6.1.2 above. If the Steelhead is running RiOS v8.5 or later, there is the
option to enable SMB3 optimization. This setting is included on the SMB2 configuration page of the GUI.

1.6.1.4 Under the SMB Signing, check the ‘Enable SMB Signing’ checkbox.

1.6.1.5 Next select the ‘Delegation Mode' radio button.

SMB Signing

Enable SMEB Signing
Transparent Mode (default) provides SMB =signed packets with transparent authentication. Delegation
Mode re-signs SMB signed packets using Kerberos delegation architecture. This maode is only
required if you enabled SMB signing in a prior RIOS release OR if you are optimizing SMB traffic for
Windows 7 and newer SMB client versions.

Configuration of Windows Domain is required in order to use this feature in either mode. Delegation
Mode additionally requires configuration of Windows Domain Authentication.

Transparent Mode

Apply

Figure 1.6.1-1: Enable SMB Signing section on CIFS Optimization page of Steelhead appliance GUI

1.6.1.6 Click the ‘Apply’ button.
1.6.1.7 No changes are needed on the client-side Steelhead appliance(s) unless SMB3 optimization is required. If SMB3
optimization is required, repeat steps 1.6.1.3 through to 1.6.1.6 on the client-side Steelhead appliance(s).
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1.6.2 - Configuration steps for Encrypted MAPI

1.6.2.1 Onall Steelhead appliances (client-side and server-side) navigate to Configure > Optimization > MAPI.

Configure > Optimization > MAPI 2

Settings

Enable MAPI Exchange Optimization
Exchange Port: 7830
[ Enable outlook Anywhere Optimization

Enable Encrypted Optimization

Transparent Mode enables optimization of encrypted MAPI RPC traffic with transparent
authentication. Delegation Mode enables optimization of encrypted MAPI RPC traffic by
authenticating using Kerberos delegation architecture. This mode is required only if you are
optimizing MAPI clients on newer Windows versions, like Windows 7.

Caonfiguration of Windows Domain is required in order to use this feature in either mode.
Delegation Mode additionally requires configuration of Windows Domain Authentication.

Transparent Mode

Enable Transparent Prepopulation
Max Connections: 6
Foll Interval (minutes): 20
Time Out (hours): 36
Enable Exchange 2003 Support
Enable Exchange 2007+ Support
[] Enable M&PT NSPI

Apply

Figure 1.6.2-1: MAPI Optimization page of Steelhead appliance GUI

1.6.2.2 On Steelhead appliances running RiOS earlier than v6.5, select ‘Enable MAPI Exchange 2000 Optimization’
‘Enable MAPI Exchange 2003 Optimization’ and ‘Enable MAPI Exchange 2007+ Optimization’ checkboxes.

NOTE: On Steelhead appliances running RiOS 7.0 or later, these individual checkboxes have been replaced with a single “Enable
MAPI Exchange Optimization” checkbox.

1.6.2.3 Check the ‘Enable Encrypted Optimization’ checkbox.

1.6.24 Select the ‘Delegation Mode’ radio button.

1.6.25 Click the ‘Apply’ button.

1.6.26 Optionally you can configure secure peering between the client-side and server-side Steelhead appliances.
Refer to Appendix A.4 of this document for outline guidance. For details, reference the Steelhead Management
Console User’s Guide section, Configure Secure Peers.

1.6.3 - Saving the configuration and restarting the Optimization Service

Finally, save the configuration and restart the optimization service. Do this by clicking ‘Save’ and ‘Restart’ in the navigation
header. Or, proceed to the Configure > Configurations GUI page to save the configuration with a specific name and then
restart the optimization service.
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The integration with the Windows domain is now complete.

Once deployed successfully, monitor performance and health of the Steelhead appliance(s) to ensure proper optimization is
occurring and full acceleration is being achieved for the appropriate clients and servers. Keep in mind AD and Windows
administrators may make changes without notifying the networking team, so remain vigilant. Consider incorporating some of this
configuration information into a Change Control Process that enables both the Windows Server Administration team and the
Networking team to coordinate future updates and changes.

Appendix B in this document has some outline guidance for troubleshooting as well as pointers to other sources of help.

Section 2 - End to end Kerberos authentication

NOTE: A detailed overview of end to end Kerberos authentication involving Steelhead appliances is provided in the Riverbed
Deployment Guide (“Protocols” edition).

Overview of required configuration tasks for end to end Kerberos authentication

There are a number of tasks to be performed and parameters to be configured. They are listed here;

2.1 Create a Replication User account

2.2 Configure the Replication User with limited privileges for replication

2.3 Optional - Configure Password Replication Policy (PRP) settings

2.4 Join server-side Steelhead appliance to Windows Domain

2.5 Add Replication User name to server-side Steelhead appliance configuration
2.6 Configure the Steelhead appliance to optimize Signed SMB Sighed SMB2, Signed SMB3, HTTP and Encrypted MAPI

Some of these steps will require either administrator group level access to a Windows Domain controller or admin level access to
a Riverbed Steelhead appliance. Therefore the appropriate personnel with the relevant access privileges will need to be on hand
to perform the tasks. Administrator credentials are not stored on any Steelhead appliance. While these six steps are considered
mandatory for the success of an install, there may be other steps required for particular requirements like, one-way trusts,
alternative Organizational Units, password expiration, etc. Information on these additional items is to be found in the appendices
of this document.

NOTE: End to end Kerberos authentication requires the Steelhead appliances to be running a minimum of RiOS v7.0.x

For signed SMB and signed SMB2 using Kerberos, only the server-side Steelhead appliance(s) need RiOS v7.0.x but both client-
side and server-side Steelheads need this version if encrypted MAPI is in use with Kerberos. Full optimization of signed/encrypted
SMB3 requires a minimum of RiOS v8.5 on both client-side and server-side Steelhead appliances.

If you are planning to use the Domain Auth Easy Config widget, complete the following tasks first.....

2.1 - Create a Replication User account,

2.5 - Add Replication User name to server-side Steelhead appliance.

DNS and NTP configuration as outlined in Table 2-4-1
The Domain Auth Easy Config widget will complete tasks 2.2, 2.4 and 2.6 with the exception of any client-side Steelhead
appliance configuration. Any configuration on the client-side Steelhead appliance(s), for example enabling encrypted MAPI, will
need to be done as a separate task.
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Performing the configuration tasks

2.1 - Create a Replication User account

In the Windows Active Directory environment, (for example, using Windows administration tools on the Domain Controller) create
a user in the same forest that the application server (Exchange, File-sharing, HTTP) is a member of.

Choose, Active Directory Users and Computers > Domain Name > Users and create the user (for example, with the name
“replicate_rvhd”). Alternatively, you can select an existing user account.

Although the server-side Steelhead appliance will only be joining one domain, if there are other application servers in other
Windows Domains at the same location which the same Steelhead appliance will be optimizing, then the same replication user
account can be used across all domains. All of the domains involved will need to be linked by 2-way, bi-directional trust
relationships or a suitable 1-way trust.

2.2 - Configure the Replication User with limited privileges for replication

Once the replication user account has been created, it can then be assigned the limited privileges needed to perform replication.
This task is performed on the Domain Controller using the “Delegation of Control Wizard”. The steps are illustrated in this next
section using example screenshots.

2.2.1 - 0n the Domain Controller, navigate to Start Menu > Administrative Tools > Active Directory Users and Computers
then select the domain name where the replicate user account resides.
2.2.2 - “Right-click” on the domain name and select “Delegate Control”. This launches the Delegation of Control Wizard.

“ Active Directory Useys-and_l:umpul:ers-

File  Acktion  Wiew  Help

—

as|rmalBe=HE/dasT7 R

: Active Directory Users and Comput | Mame | Tvpe I Crescription
| Saved Queries | Builtin builtinDamain
= 5 OC g o ' ters Containet Default contair

ate Contral, ..

L R n Conkrollers Organizational ... Default conkain
= (Change Domain... naecurityPrincipals Container Drefaulk contain
—— Change Domain Controller... hen Objects Qrganizational ... Generated by
o B R S ned Service Accounts onkainer Default conkain
s Fie
= Operations Masters. . coft Exchange Security Gr...  Organizational ...
— Conkainer Default conkain
“= New »
ol Tasks g
Yiewy k
Refresh
Expaort List, ..
Properties
Help

Figure 2-2-1: Delegate Control
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Delegation of Control Wizard

f
4 Welcome to the Delegation of
B Control Wizard w
E fé\?\}d\ Thiz wizard helpz vou delegate contral of Active Directony
Fr'\%h objects. ou can grant users permiszion b0 manage users, -
L qraups, computers, arganizational unitz, and ather objects Ll
ztored in Active Directory Domain Services.

To continue, click Mest. el

< Back I Fent = I Cancel Helm

1
Figure 2-2-2: Delegation of Control Wizard

2.2.3 - Click “Next” and “Add” to add the replication account user name as shown in the next three screenshots. Note that the
example below includes the replication user account name “replicate_rvbhd” in the domain “gceinternal.int”. These values may be
different for your specific configuration.
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m b J||.&|-"

Delegation of Control Wizard | x|

o H

Users or Groups 3
Select one or more ugers or groups b whom pou want to delegate contral, "!w’L\\H H
6 ™
Selected ugers and groups: L
3
h
h
y

Add... Eemove
¢ Back I =R Cancel Hielm
I

;
4
E
;

Delegation of Control Wizard S e e e e )

Select Users, Computers, or Groups ﬂ E

Select thiz object pe:

ILlsers, Groupz, or Built-in securnity principals Object Tvpes...

From thiz location:

Igceinternal.int Locations. ..

Enter the object names to select [examples]:

replicate_rvbd Check Mames

i

Advanced... | (] I Cancel

SR

< Back | =2 Cancel Helm

Figure 2-2-4: Delegation of Control Wizard, add replication user account
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Delegation of Control Wizard E3

f
T@ Uszers or Groups i l =
— Select one or more users or groups ko whom vou want to delegate control. \!lul\m -
B 4 i
L
[ Selected uszerz and groups: ul
_i, Replication Uzer [replicate_rvbdisigoeinternal.int) ul
ul
Bt
ul
ul

Add... Remove

< Back I Mext > I Cancel Help

I
Figure 2-2-5: Delegation of Control Wizard, add replication user account

2.2.4 - Click “Next" to be able to configure the replication user account with the limited privileges needed to perform its task.
Notice by default that the wizard offers a list of common tasks. These are too generic for the requirements of the replication user
account and therefore as shown in figure 2-2-6 select “Create a custom task to delegate”.

Delegation of Control Wizard

f
T@ Tasks to Delegate W\% E
='_‘ You can gelect common tasks or customize pour own, \:E‘I' .
B : g
E
[ " Delegate the following comman tasks: ul
O Cieate, delete, and manage user accounts - ul
[ Fieset user pasewords and force password change at nest logon ul
[ Read all uzer infarmation Fra
O Modify the membership of a group ul
O Join a computer to the domain
O Manage Group Palicy links ul
DI Generate Rezultant Set of Policy [Planning] | _ILI
4 3

&+ Cieate a custom tazk to delegate

< Back I Mest = I Cancel Help

Figure 2-2-6: Delegation of Control Wizard, create custom task
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2.2.5 - Click “Next" to be able to select the delegation control. Keep the default option; “Delegate control of: This folder, existing...”

Il Delegation of Control Wizard B

F Active Directory Object Type rﬁ T
L Indicate the scope of the tazk you want to delegate. . AY—
Jags
Delegate control of: il
% Thiz folder, existing objects in this folder. and creation of new objects in this folder fault
: : ; Faull
£ Only the following objects in the folder: 1
rers
O account obijects 3 Faull
O aC5Resourcelimits objects
O addin objects Faull

O addiType objects
O adminE stension objects
O applicationersion objects ;I

7 Create selected objects in this folder

[T Delete zelected ohjects inthis folder

< Back I MHext = I Cancel Help

Figure 2-2-7: Delegation of Control Wizard, create custom task

2.2.6 — Click “Next" to select the delegation permissions. By default, the wizard shows the “General” permissions. Scroll down the
“Permissions:” window and select “Replicating Directory Changes” and “Replicating Directory Changes All” as indicated in the next
two screenshots, figures 2-2-8 and 2-2-9.
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Delegation of Control Wizard

Permissions i B
Select the permizzions you want to delegate. \Hﬂl By

=
| 1

Show thesze permizsions:

¥ Giensral
[~ Property-specific

e e By s s

[~ Creation/deletion of specific child objects

Permissions:
O wiite Al Properties ;I i
O Read and wite domain passward & lockout policies
Replicating Directary Changes J
O Replication synchronization
O Manage replication topology
O Charge PDC ;I

< Back I P et > I Cancel | Help |

Figure 2-2-8: Delegation of Control Wizard, permissions, Replicating Directory Changes

EDelegation of Control Wizard

Permissions
5 Select the permiszions pou want to delegate.

AT
__:,;
I

Show theze permizsions; 3

¥ General E
™ Propey-specific
[ Creation/deletion of specific child objects 3

Fermizzianz:
[ Read and write Other damain parameters [for use by Sak) ﬂ f
[ Create inbound forest trust
Replicating Directony Changes All
O Migrate SID kistany J
[ Reanimate tombstones
O Manitar active directony replication j

< Back I Mest » I Cancel | Help |

|
Figure 2-2-9: Delegation of Control Wizard, permissions, Replicating Directory Changes All

2.2.7 - Click “Next" to complete the replication user account configuration and display a summary. The screenshot in figure 2-2-10
shows the final stage of the Delegation of Control Wizard. It displays the user account name and the permissions allocated to it.
There should only be two permissions. This restricts the replication user to a very limited range of capability but is sufficient for the
Steelhead appliance to perform its functions.
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[ Delegation of Control Wizard Ed

Completing the Delegation of

r Control Wizard -
FPF} You have successfully completed the Delegation of Control

| %‘% wizard. fa
Fa
:I Fa

The groups, ugers, of computers to which pou
have given contral are: L
Fa

Replication Uszer [replicate_rvbdidgoeinternal. int]

Fa

They have the following permissions:

Replicating Directary Changes
Replicating Directary Changes Al

To close thiz wizard, click Finigh.

< Back I Finizh I Cancel Helm

Figure 2-2-10: Delegation of Control Wizard, summary

Notice in the above screenshot that the replication user account and domain name are for illustration purposes only. Your account
name and domain will be different, but the permissions will be the same as shown here.

2.2.8 — Click “Finish” to close the wizard.

2.3 Optional - Configure Password Replication Policy (PRP) settings

Although the replication user account has a very restricted set of permissions, further limitations can be applied by making use of
a Password Replication Policy (PRP). This type of policy is only available in Windows 2008 and 2008-R2 domains, it is not
available with Windows 2003 domains.

Creating such a policy restricts the replication user so that it can only replicate for specified groups or users. While this may seem
like a further security benefit, it does mean that the policy needs to be carefully managed and maintained. Therefore it can result
in additional administrative overhead.

2.3.1 - 0n the Domain Controller, navigate to Start Menu > Administrative Tools > Active Directory Users and Computers
then select the domain followed by “Users”. The right hand side shows the users and groups for the domain. In the list are two
groups called “Allowed RODC Password Replication Group” and “Denied RODC Password Replication Group”. An example
screenshot is shown in figure 2-3-1 with both groups highlighted to help illustrate.
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Figure 2-3-1: PRP groups

2.3.2 — Depending on the type of PRP you wish to create, select either the “Allowed” or “Denied” group and right-click to open up

the group properties.

Then click “Add” and enter in the user(s) or computer(s) that you wish to exclude or include. When you have completed the list

click “OK” to complete the task.
See example screenshots in figure 2-3-2.
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Figure 2-3-2: Add user/computer to PRP

2.4 - Join the Server-side Steelhead appliance to Windows Domain

When joining a Steelhead appliance to the Windows Domain, several prerequisites need to be configured to ensure smooth
integration. The server-side Steelhead appliance must be able to successfully lookup its hostname in the DNS architecture.
Ensure proper DNS entries are created in the DNS server(s) (only an "A record” is required) and the proper DNS servers are
configured in the Steelhead appliance. The date and time of the server-side Steelhead appliance must be synchronized with the
Windows Domain Controller. This is best accomplished by configuring the Steelhead to use the same NTP server as all the other
servers in the domain. You must know the fully-qualified domain name. Table 2-3-1 is provided to collect this information for your

environment.

Setting

DNS entry for Steelhead appliance

Value Step conpleted

DNS server IP address(es)

NTP server IPs added to Steelhead configuration

Steelhead appliance Computer object created in
Domain Controller

I

Fully-qualified Domain Name

Table 2-4-1: Steelhead appliance prerequisites

Once the prerequisites are completed, join the server-side Steelhead to the AD domain.

To complete this step you will need a Windows user account with rights to join a host to the AD domain. NOTE: This account has
nothing to do with the Replication User account set up in the previous sections. The credentials of the account used to join the
domain are not stored on any Steelhead appliance and are only used for the purposes of joining the Steelhead appliance to the

domain

24.1  Onthe server-side Steelhead(s) navigate to Configure > Networking > Windows Domain.
24.2 Enter the Active Directory Domain name, user id (of the user account with “Join Domain”
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privileges), password and optionally the DC name and Short Domain Name.

243

September 2013

Select the “Join Account Type” as either Workstation, Active Directory Integrated Windows 2003, or Active

Directory Integrated Windows 2008. Whether you choose 2003 or 2008 mode depends on the domain functional
level. If you choose “Workstation™ it will not be possible to perform NTLM pass-through authentication.

24.4
action.
245

page.

Figure 2-4-5 shows a successful domain join.

Configure > Networking > Windows Domain 2

Domain / Local
@ Domain Settings

Local Workgroup Settings

In Domain Mode, status: In a domain

Domain Settings

Active Directory Domain Name [/
Realm:
Primary DNS IP Address:

Join Account Type:

Domain Login:
Password:

Domain Controller Name(s):

Short Domain Name:

PG-LAB.ORG

192.168.0.106
Active Directory integrated (Windows 2008 and later) -

administrator

|®

(not stored; used only for this domain operation)
Win2k3dr2-PG
PG-LAG {optional)

Next click the “Join” button at the bottom of the page and wait for feedback. If an error appears, take appropriate

Once successfully joined you will see the statement ‘In Domain Mode, status: In a domain’ in the top frame of the

(Example: eng.example.com, example.com)

Mote: The Short Domain Mame is required if the NetBIOS domain name does not match the first portion of

the Active Directory Domain Name.

kerberos authentication requires that time difference between the Steelhead and Domain Controller clocks
be less than 30 seconds. The current time on this Steelhead is:

Wed 31 Jul
Wed 21 Jul

Leave

Z013
Z01z

20:-48:48 UTIC
21:48:48 BST

Figure 2-4-5: Example screenshot, Windows Domain page of Steelhead appliance GUI

Further details on joining a Windows Domain are available in the Steelhead Management Console User’s Guide in the chapter

Configuring Network Integration Features.

More recent versions of RiOS include tools to test the configuration settings and ensure a join is successful as well as a status log
to show progress and any errors encountered during the join process.
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2.5 - Add the Replication User to the server-side Steelhead appliance

NOTE: More recent versions of RiOS include both a collection of command line and graphical tools to help automate these
remaining steps. Whether or not the tools are available on the Steelhead appliances you are configuring, the individual steps are
shown here.

To add the replication user to the server-side Steelhead you will need the AD domain name, replication user name, and password
for the replication user that has been created. This should have already been created as described in sections 2.1 and 2.2 above.
Assuming the user has been created, the following steps should then be performed.

25.1 Onthe server-side Steelhead(s) navigate to Configure > Optimization > Windows Domain Auth.

25.2  Inthe “Kerberos — Replication Users” section, click the ‘Add a New User’ tab. Enter the AD domain, User Domain,
replication user account name, and password.

Kerberos

Replication Users:

¥ Add a New User || = Remove Selected

Active Directory Domain Mame: T.GCEINTERMAL.INT

User Domain: GCEINTERMNAL.INT
Username: replicate_rvbd
Password: ssesenen
Password Confirm: |

[ Enable RODC Password Replication Policy Support

Add

Domain User Domain Username DC Name

No replication users,

Figure 2-5-2: Add New Replication User section on Windows Domain Auth page of Steelhead appliance GUI

25.3  Thenclick ‘Add’.The replication user name will be displayed.

Kerberas

Replication Users:

+ Add & Mew Liser | —

Dumain User Domain Userndgme DC Hame

TEST.GCEINTERNAL.INT GCEIMTERNALINT replicete_rvbd

Figure 2-5-3: Add New Delegate User section on Windows Domain Auth page of Steelhead appliance GUI

2.6 - Configure the Steelhead appliance to optimize Secure Windows traffic
Configuration steps for Signed SMB, Signed SMB2 and Signed SMB3

2.6.1  Onthe server-side Steelhead navigate to Configure > Optimization > CIFS (SMB1).
2.6.2  Under the SMB Signing section, check the ‘Enable SMB Signing’ checkbox.
2.6.3 Next check the ‘Enable Kerberos Authentication’ checkbox.
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SMB Signing  §
¥| Enable SMBE Signing {
@ NTLM Transparent Mode ‘J
NTLM Delegation Mode P
V] Enable Kerberos Authentication Suppert (
Note: The appliance must be joined to the '\‘;upd.g-_-.\.s- 33'1‘1:3“‘ in m_'der tc_: use tljis feature. Additionallq
NTLM Delegation Mode and Kerberos Authentication require configuration of Windows Domain l

Authentication. .
Figure 2-6-3: Enable SMB Signing section on CIFS Optimization page of Steelhead appliance GUI

2.6.4 Click the ‘Apply’ button.

2.6.5 No changes are required on the client-side Steelhead appliances.

2.6.6 On the server-side Steelhead appliance navigate to Configure > Optimization > SMB2.

2.6.7 Under the SMB2 Signing section, check the ‘Enable SMB2 Signing’ checkbox. If your Steelhead appliance is running
RiOS v8.5 then this checkbox will be labeled “Enable SMB2 and SMB3 Signing” and, so long as SMB3 optimization
has been enabled, signed SMB3 will also be optimized.

2.6.8 Next check the ‘Enable Kerberos Authentication’ checkbox.

SMB2 Signing

V] Enable SMB2 Signing

@ NTLM Transparent Mode
NTLM Delegation Mode
V] Enable Kerberos Authentication Support

f“%«*'\ﬂ -

Note: The appliance must be joined to the Windows Domain in order to use this feature. Addition
NTLM Delegation Mode and Kerberos Authentication require configuration of Windows Domain
Authentication.

e e e

Figure 2-6-8: Enable SMB2 Signing section on SMB2 Optimization page of Steelhead appliance GUI

2.6.9 Click the ‘Apply’ button.
2.6.10 No changes are required on the client-side Steelhead appliances unless SMB3 optimization is required. If SMB3
optimization is required then repeat steps 2.3.5.6 through to 2.3.5.9 on the client-side Steelhead appliances.

Configuration steps for Encrypted MAPI

NOTE: For encrypted MAPI support, all Steelhead appliances must be running RiOS v7.0.0 or later and must be configured with
the settings described here. The client-side Steelhead appliance does not need to join the Windows domain.

2.6.11 On all Steelhead appliances navigate to Configure > Optimization > MAPI.
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Configure » Optimization » MAPI &

1
Settings r

[¥] Enable MAFI Exchange Cptimization J..

Exchange Port: 7230 4
|- Enable Dutlock Anywhere Cptimzation j‘,
[« Enable Emcrypted Optimization f

@ NTLM Transparent Mode '

! NTLM Crelegation Mode
[¥] Enable Kecberce Authentication Support {
1

Mote: The appliance must be joined to the Windows Domain in order to use this feature,
Addibenally, NTLM Delegation Made and H'ur'.'u:rl:hs Authenbcalion require wonfigurabion

Windows Domain Authenticatign. (
[¥] Enable Transparent Prepepulation J
Max Connections: 150
Poll Interval iminutes): 20 £
Time Out (hours): a5 Iﬁ
el O R

Figure 2-6-11: MAPI Optimization page of Steelhead appliance GUI
2.6.12 Check the ‘Enable Encrypted Optimization’ checkbox.
2.6.13 Check the ‘Enable Kerberos Authentication Support’ checkbox.
2.6.14 Click the ‘Apply’ button.

Configuration steps for HTTP

NOTE: For Kerberos Authentication with HTTP, all Steelhead appliances must be running RiOS v7.0.0 or later but only the server-
side Steelhead appliance needs to be configured with the settings described here.

2.6.15 On the Steelhead appliance navigate to Configure > Optimization > HTTP
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Configure > Optimization > HTTP 2 1

Settings
W Enabls HTTP Cptirnizahion
@ Cache All Allowable Objects
Cache Only These Objacts

Minimum Object Frefetch Table Time: 60 seconds

Maxmum Object Prefetch Table Time: 06400 seconds

Extenmions to Prefetch: css,giF ) pg,J5.png
| Enable HTTP Stream Splitting

[¥] Enable Per-Host Aute Configuration

¢

4

f
_ «

Do Not Cache dny Objects ;
|

P

-

J| Enable Kerberos Authentication Support
Bl L il o IV S '))

Figure 2-6-15: HTTP Optimization page of Steelhead appliance GUI

2.6.16 Check the ‘Enable Kerberos Authentication Support’ checkbox.
2.6.17 Click the ‘Apply’ button.

Configuration steps for Secure Peering

2.6.18 Optionally you can also configure secure peering between the client-side and server-side Steelhead appliances.
Refer to Appendix A.4 of this document for outline guidance. For more details, reference the Steelhead Management
Console User’s Guide section, Configure Secure Peers.

2.7 - Saving the configuration and restarting the Optimization Service

Finally, save the configuration and restart the optimization service. Do this by clicking ‘Save’ and ‘Restart’ in the GUI navigation
header. Or, proceed to the Configure > Configurations GUI page to save the configuration with a specific name and then restart
the optimization service.

The integration with the Windows domain is now complete.

Once deployed successfully, monitor performance and health of the Steelhead appliance(s) to ensure proper optimization is
occurring and full acceleration is being achieved for the appropriate clients and servers. Keep in mind AD and Windows
administrators may make changes without notifying the networking team so remain vigilant. Consider incorporating some of this
configuration information into a Change Control Process that enables both the Windows Server Administration team and the
Networking team to coordinate future updates and changes.

Appendix B in this document has some outline guidance for troubleshooting as well as pointers to other sources of help.
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Section 3 — Configuring the server-side Steelhead with limited domain controller privileges

Overview of required configuration tasks for providing limited domain controller privileges

There are a number of tasks to be performed and parameters to be configured. They are listed here;
3.1 Join server-side Steelhead appliance to Windows Domain
3.2 Configure the Steelhead appliance to optimize Signed SMB and Encrypted MAPI

If you are planning to use the Domain Auth Easy Config widget, complete the following tasks first.....

DNS and NTP configuration as outlined in Table 3-1
The Domain Auth Easy Config widget will complete tasks 3.1 and 3.2 with the exception of any client-side Steelhead appliance
configuration. Any configuration on the client-side Steelhead appliance(s), for example enabling encrypted MAPI, will need to be
done as a separate task.

NOTE: If you have already completed the configuration tasks in Section 2 (End to end Kerberos authentication) and, when
performing the join domain task, you joined as “Active Directory integrated” you do not need to complete any of the steps in this
section.

3.1- Join the Server-side Steelhead appliance to Windows Domain

When joining a Steelhead appliance to the Windows Domain, several prerequisites need to be configured to ensure smooth
integration. The server-side Steelhead appliance must be able to successfully lookup its hostname in the DNS architecture.
Ensure proper DNS entries are created in the DNS server(s) (only an "A record" is required) and the proper DNS servers are
configured in the Steelhead appliance. The date and time of the server-side Steelhead appliance must be synchronized with the
Windows Domain Controller. This is best accomplished by configuring the Steelhead to use the same NTP server as all the other
servers in the domain. You must know the fully-qualified domain name. Table 3-1 is provided to collect this information for your

environment.
Step Conpleted

DNS entry for Steelhead appliance

DNS server IP address(es)

NTP server IPs added to Steelhead configuration

Fully-qualified Domain Name

IP addresses or DNS names of Domain Controllers in
the domain the Steelhead will join

Domain functional level (2003, mixed or 2008)

Table 3-1: Steelhead appliance prerequisites

Once the prerequisites are completed, join the server-side Steelhead to the AD domain.

This task will require administrator level access (an account that is a member of the “Domain Admins” group, or a preconfigured
account with sufficient privileges) to a Windows Domain controller and admin level access to the Riverbed Steelhead appliance.
Therefore the appropriate personnel with the relevant access privileges will need to be on hand to perform the task. Administrator
credentials are not stored on any Steelhead appliance. While this task is all that is needed to meet the basic requirements, there
may be other steps to enable proper functionality with, for example; one-way trusts, organisational unit, password expiration, etc.
Information on these additional items is to be found in the appendices of this document.

For more details on what capabilities the server-side Steelhead has when joined in this role, please consult the section at the
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beginning of this guide entitled “What configuration options are available and how do | choose?”.

3.11  Onthe server-side Steelhead(s) navigate to Configure > Networking > Windows Domain.
3.1.2 Enter the Active Directory Domain name, user id [for the user account with “Join Domain”
Privileges] and its password.
3.1.3  Select the “Join Account Type” as either Active Directory Integrated Windows 2003, or Active Directory Integrated
Windows 2008. Whether you choose 2003 or 2008 mode depends on the domain functional level . Figure 3.1.3 below
shows an example screenshot.

Configure > Networking > Windows Domain 2
Domain / Local
@ Domain Settings
7 Local Workgroup Settings

In Domain Mode, status: Not configured

Domain Settings

:zt;r’;:lﬂlrectorv Demain Name / IO— (Example: eng.example.com, example.com)
Primary DNS IP Address: 192.168.0.106
Join Account Type: Active Directory integrated {Windows 2008 and later) E]

Workstation
Active Directory integrated (Windows 2003

Domain Login:

Password: Active Directory integrated (Windows 2008 and later)
{not stored; used only for this domain operation)

Domain Controller Mame(s): {comma delimited)

Short Domain Name: {optional)

Maote: The Short Domain Name 1= required if the NetBIOS domain name does not match the first portion of
the Active Directory Domain Name.

Kerberos authentication requires that time difference between the Steelhead and Domain Controller clocks
be less than 30 seconds. The current time on this Steelhead is:

Thu 01 Rug 2013 16:43:01 UTIC
Thu 01 2ug 2013 17:43:01 BST

Figure 3-1-3: Example screenshot, Windows Domain page of Steelhead appliance GUI

3.14  Enter the Domain Controller names or IP addresses of the nearest DCs. This ensures a quicker join especially in
high latency networks. For 2008 or greater, and mixed domain types, the DCs must be the 2008(-R2) instances in
the domain. When joining in 2008 mode it is strongly advised to provide one or more DCs in this field. If the
domain is a mix of 2003 and 2008, then the Domain Controllers specified must be the 2008 type and not 2003 type.

NOTE: Although, the Steelhead will probably perform a successful join without having the domain controllers
specified (a discovery is used), it is very strongly recommended that the correct details are entered in this field.
Failure to do so can lead to intermittent but persistent authentication failures, especially in large domain structures.

3.15 Next click the “Join” button at the bottom of the page and wait for feedback. If an error appears, take appropriate
action.

3.1.6  Once successfully joined you will see the statement ‘In Domain Mode, status: In a domain’ in the top frame of the
page.

Figure 3-1-6 shows a successful domain join.

© 2013 Riverbed Technology. All rights reserved. 34



Optimization in a Secure Windows Environment September 2013

Configure > Networking > Windows Domain 2
Domain / Local
@ Domain Settings
") Local Workgroup Settings

In Domain Mode, status: In a domain

Domain Settings

Active Directory Domain Name /

Realm: ABC.ORG (Example: eng.example.com, example.com)
Primary DNS IP Address: 192.168.0.106
Join Account Type: Active Directory integrated (Windows 2008 and later) «
Domain Login: admin-guy (must have domain join privileges)
P d e
assword: (not stored; used only for this domain operation)
Domain Controller Name(s): DC2, DC3 (comma delimited)
Short Domain Name: ABC (optional)

Note: The Short Domain Name is required if the NetBIOS domain name does not match the first portion of
the Active Directory Domain Name.

Kerberos authentication requires that time difference between the Steelhead and Domain Controller clocks
be less than 30 seconds. The current time on this Steelhead is:

Thu 01 Aug 2013 16:558:06 UIC
Thu 01 Aug 2013 17:58:08 BST

Leave

Figure 3-1-6: Example screenshot, Windows Domain page of Steelhead appliance GUI

Further details on joining a Windows Domain are available in the Steelhead Management Console User’s Guide in the chapter
Configuring Network Integration Features.

More recent versions of RiOS include tools to test the configuration settings and ensure a join is successful as well as a status log
to show progress and any errors encountered during the join process.

3.2 — Configure the Steelhead appliance to optimize Secure Windows traffic

NOTE: More recent versions of RiOS include both a collection of command line and graphical tools to help automate these
remaining steps. Whether or not the tools are available on the Steelhead appliances you are configuring, the individual steps are
shown here.

Configuration steps for Signed SMB and Signed SMB2

321  Onthe server-side Steelhead navigate to Configure > Optimization > CIFS (SMB1).
3.2.2  Under the SMB Signing section, check the ‘Enable SMB Signing’ checkbox
3.2.3 Ensure the ‘NTLM Transparent Mode” option is selected
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SHMB Signing
¥| Enable SME Signing
& NTLM Transparent Mode
NTLM Drelegation Mode
Enable Kerberos Authentication Support

Note: The apphance must be joined to the Windows Domain in order to use thls f:a ure, Add ticnall
NTLM Deregahnn Mode and Kerberos Authentication rcqunre configuration of |

\-’wﬂ%x ‘\.-h"-‘- \

Figure 3-2-3: Enable SMB Signing section on CIFS Optimization page of Steelhead appliance GUI

3.24  Click the ‘Apply’ button.

3.25 No changes are required on the client-side Steelhead appliances.

3.26  Onthe server-side Steelhead appliance navigate to Configure > Optimization > SMB2

3.27  Under the SMB2 Signing section, check the ‘Enable SMB2 Signing’ checkbox. If your Steelhead appliance is
running RiOS v8.5 then this checkbox will be labeled “Enable SMB2 and SMB3 Signing” and, so long as
SMB3 optimization has been enabled, signed SMB3 will also be optimized.

3.2.8 Ensure the ‘NTLM Transparent Mode” option is selected

SMB2 Signing
4| Enable SMB2Z Signing

@ NTLM Transparent Mode
NTLM Delegation Mode
Enable Kerberos Authentication Support

Note: The appliance must be joined to the W ows Domain in order to use ths Featu n.-_ Addition

NTI_H Del:gatuun Mode and Kerberos Authen‘uutuun requrre configuration of W " ormar

WA N\

R " Ay it

Figure 3-2-8: Enable SMB2 Signing section on SMB2 Optimization page of Steelhead appliance GUI

329  Click the ‘Apply’ button.

3.2.10 No changes are required on the client-side Steelhead appliances unless SMB3 optimization is required. If

SMB3 optimization is required then repeat steps 3.2.6 through to 3.2.9 on the client-side Steelhead
appliances..

Configuration steps for Encrypted MAPI

NOTE: For encrypted MAPI support, all Steelhead appliances must be running RiOS v7.0.0 or later and must be configured with
the settings described here below. The client-side Steelhead appliance does not need to join the Windows domain.

3211 Onall Steelhead appliances navigate to Configure > Optimization > MAPI.
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Configure > Optimization > MAPI &

Settings
¥ Enable MAP] Exchange Optimization
Exchange Port: 7830

| Enable Outlook Anywhere Optimizaticn

[¥] Enable Encrypted Optimization
@ NTLM Transparent Mode
NTLM Delegation Mode

MNote: The appliance must be joined to the Windows Domgin in order to use this feature.
Addtionally, NTLM Delegation Mode and Kerberos Authentication require configuration o

Windows Domain Authentication,

oy

[¥] Enable Transparent Prepopulation J
Max Connections: 150
Pall Interval (minutes): 20 £
Time Out (hours): 1 ﬁ
B et M Bl P Pt

Figure 3-2-11: MAPI Optimization page of Steelhead appliance GUI

3.2.12  Check the ‘Enable Encrypted Optimization’ checkbox.
3.2.13  Click the ‘Apply’ button.

3.3 - Saving the configuration and restarting the Optimization Service

Finally, save the configuration and restart the optimization service. Do this by clicking ‘Save’ and ‘Restart’ in the GUI navigation
header. Or, proceed to the Configure > Configurations GUI page to save the configuration with a specific name and then restart
the optimization service.

The integration with the Windows domain is now complete.
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Appendix A — Additional information and guidance

A.1 - Useful commands

There are some additional configuration tasks that can be performed on the server-side Steelhead appliance for specific
requirements. In the majority of cases, the only way to perform these tasks is via the RiOS cli of the Steelhead appliance.

A.1.1 - Have the Steelhead appliance join the Windows Domain in a different Organizational Unit

When the server-side Steelhead is joined to the Windows Domain, it will automatically be placed the Organizational Unit (OU)
called “Computers”. While this is standard behaviour for a Member Server when joining a Windows Domain, some Windows
administrators prefer the Steelhead appliance to be placed into a different OU.

There are at least two ways to achieve this. The first one is simply to use an appropriate Windows admin tool, wizard or
command, to “move” the server-side Steelhead appliance from the Computers OU to the desired OU. This can only be done after
the server-side Steelhead appliance has joined the Windows Domain.

Another way is to have the server-side Steelhead appliance to join the domain and get placed directly into the desired OU as part
of the join domain process. This can be achieved by using the RiOS command line to specify the required OU as part of the join
domain command. The syntax is as follows;

# domai n j oi n domai n- name <domai n> | ogi N <user nane> password <********> grg-uynit <OU>

Where <domai n> is the domain name for the Steelhead to join, <user nane> is the user with “joindomain” privileges,
<xx*xxx%% > s the user's password and <OU> is the name of the Organisational Unit.

For example, the following command would have the Steelhead join the “RVBD.COM” domain and be placed into the “WAN-opt”
Organisational Unit.

# domai n j oi n domai n-name RVBD. COM | ogi n Admi ni strator password ****** grg-unit WAN opt

Note: Joining to a specific organizational unit when the server-side Steelhead is joined in “Active Directory integrated mode” is not
supported.

A.1.2 - Support the Domain Controller request for password refresh on the Steelhead appliance Machine Account

Some Windows administrators require that Machine Accounts are refreshed at regular intervals, for example, every 30 days. By
default the Steelhead appliance doesn't have this setting enabled. To have the Steelhead appliance respond to the password
refresh request, execute the following command via the RiOS cli on the Steelhead appliance;

# domain settings pwd-refresh-int <nunber of days>

Where <nunmber of days> is the interval in days between password refresh requests.
For example, the following command would be suitable for a 30-day refresh interval;

# domain settings pwd-refresh-int 30
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A.2 - Exchange clusters

A.2.1- Single Exchange server
Before we look at what happens with Exchange clusters, it's important to first understand in simple terms what happens in a basic

Exchange configuration when Steelheads are providing optimization.
Outlook client reguest to Exchange server

-« Exchange Server
Outlook Client

Tl vy

@ TCP port 135 EPM request

EFM response with dynamic port @

Intercept & respond with TE3O
) ©,
. |
Finichsetup — ™

@L Setup optimized connection g

©

Outlook Client CsH 55H Exchange Server

Dynamic port map to Exchange Serer —————— 14

Figure A.2-1 Basic Exchange server configuration

Referring to figure A.2-1 we can see the initial connection setup between the Outlook client and the Exchange server when there
are Steelhead appliances attempting to optimize the connection.

The five steps shown begin with the Outlook client sending a request to the Exchange server End Point Mapper (EPM) on well-
known port 135.

The second step is the EPM response back to the client with a dynamic port number to use for the MAPI session. This reply is
picked up by the C-SH (client-side Steelhead applaince). The C-SH remaps the dynamic port and responds to the client with port
7830. The client finishes the setup with the C-SH, the C-SH and S-SH (server-side Steelhead appliance) setup an optimized
connection between themselves and finally, the S-SH talks to the Exchange server using the dynamic port that was supplied in the
original EPM response.

This ensures the S-SH and C-SH can optimize the MAPI connection at the same time as maintaining transparency to the
Exchange server (by using the dynamic port assigned for the client).

It's the job of the Steelhead appliance to maintain a list that includes the IP addresses and dynamic ports for each client and
which Exchange servers are being used.

A.2.2 - Exchange cluster

With an Exchange cluster that comprises of multiple nodes the process is essentially the same as before except that the client
initially sends the EPM request to the Exchange server cluster name. The EPM response to the client is supplied by one of the
nodes in the cluster and includes the IP address of the node.
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s Exchange Cluster
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T

Exchange Model

Exchange Mode2

Exchange Mode3

TCP port 135 EPM regquest P
EPM response from Exchange Mode with dynamic port
Intercept B respond with TE30
-
Finichsetup ——— ™
|- Setup optimized connection g
Dynamic port mapto ExchangeNode —— ™
Outlook Client CsH 55H Exchange Server

Figure A.2-2 Exchange cluster

Because of this, the S-SH is able to establish the server-side connection with the correct Exchange server node in the cluster. The
same node in the cluster is used for the entire duration of the connection with the client. This Exchange node to client mapping is
just the same as would occur in an un-optimized configuration. Once again, the Steelhead is able to maintain a list of the relevant
MAPI connections between clients and server nodes.

For the server-side Steelhead appliance to correctly perform its optimization using the Delegate User account and the
exchangeMDB SPN, it needs to be able to contact each node specifically rather than using the cluster name.

This requires that each node in the Exchange cluster is associated with the exchangeMDB Service Principal Name. Over time, as
more capacity is required, more nodes are added to the cluster. But sometimes the configuration tasks may not be fully performed
leaving some nodes in a cluster without have this setting configured. As a result, this can lead to Outlook users with an optimized
connection occasionally being prompted for their account name and password when connecting to the Exchange cluster.

This is particularly relevant with Exchange clusters running Exchange 2003 and Exchange 2007.

Using the Windows command set spn —L <node_name> on the Domain Controller [in the domain where the Exchange
server is located] will show a list of the SPNs for each node and whether exchangeMDB is included.

To add an SPN for a node of the Exchange cluster simply use the following command;

C.\> setspn —A exchangeNMDB/ <node_nane> <node_nane>

Where <node_name> is the name of the node in the Exchange cluster. For example, in an Exchange cluster of three nodes called
exnodel, exnode2 and exnode3 the following commands are needed;

C.\ > setspn —A exchangeMDB/ exnodel exnodel
C.\> setspn —A exchangeMDB/ exnode2 exnode2
C.\ > setspn —A exchangeMDB/ exnode3 exnode3

Be careful to ensure that these commands are executed with the correct syntax using the same node name for each part of the
command. Running the command incorrectly, for example “ set spn —A exchangeMDB/ exnodel exnode3 “ will cause
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the optimization of encrypted MAPI to fail.

If you suspect this is the case, refer to this useful KnowledgeBase article on the Riverbed support site.
https://support.riverbed.com/kb/solution.htm?id=501A0000000cPL U&categoryName=Log+and+Error+Messages for further
guidance.

A.2.3 - Exchange Cluster with Load-balancer

In a configuration where the Exchange server is behind a Load Balancer, the process is very similar to a standard Exchange
cluster. The subtle difference is that the client, and therefore the server-side Steelhead appliance when there is an optimized
connection, is communicating to the Exchange cluster through the Load Balancer. In this situation, the EPM response to the client
contains the relevant server IP, but the client requests all begin with the same IP of the load balancer. Again, the Steelhead
appliance tracks the EPM response to ensure the address mapping is correct.

The key thing in this situation is to ensure that each connection request can be uniquely identified and as such requires either Port
or Full Transparency to be enabled for MAPI traffic, or, for MAPI port remapping to be disabled on the client side Steelhead
appliance(s) using the CLI command:

no protocol mapi port-remap enabl e

Outlook client reguest to Exchange Cluster

Tl Load Balancer

.-._.*

Exchange Cluster

a
Outlook Client
Exchange Model

C-5H

i Exchange Mode2
Ny
i Exchange Mode3
Ny
TCP port 135 EPM request P
L EPM response from Exchange Mode (via LE) with dynamic port |

M&PI remap disabled - Intercept
B respond with dynamic port

o

Finishsetup — ™
= setup optimized connection  —9%

Dynamic portmapto Exchangehode —— ™

Outlook Client CsH 55H Exchange Server
Figure A.2-3 Exchange cluster with Load Balancer

A.2.4 - Exchange 2010 architecture

Exchange 2010 takes the architecture of an Exchange server to a much more distributed design. Many of the functions that were
handled by the Exchange server as a whole in previous versions of MS Exchange are now split across different “roles” within the
Exchange 2010 Architecture. These roles may share the same physical hardware platform, but could also be distributed across
multiple platforms for resiliency and scalability.

There are many roles and a complete high-level view in the form of a poster can be downloaded from this location:
http://www.microsoft.com/download/en/details.aspx?id=5764
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So the use of the name “Exchange Server” can now quite often mean a configuration that contains many separate components
often running on separate server instances. For the purposes of this overview explanation we are just going to look at two roles
within the Exchange Server, the Client Access Server Array and the Mailbox Server.

A.2.5 - Client Access Server Array

The Client Access Server (CAS) Array serves as a single point of contact for all client connections within an Active Directory
location. Although called an “Array” and usually configured as two or more servers for resiliency and scalability, it can comprise of
just a single server. The CAS Array does not provide load balancing itself, so a separate load balancing solution would be
needed. This is quite often taken care of by installing Microsoft Network Load Balancer (NLB) on the CAS Array but could be
provided by separate 3 party load balancing products.

A.2.6 - Mailbox Server

The Mailbox server is simply the back-end server used for hosting Mailboxes and public folders. Any client requiring access to
email messages located on the Mailbox server connects to the CAS Array and it is the service in the CAS Array which
communicates with the Mailbox server.

A.2.7 - Basic architectures

As mentioned above, there are other functions in the Exchange 2010 architecture as well as the CAS Array and Mailbox server,
but the following diagrams are to help illustrate the basic combinations of these two roles as part of an Exchange server.

Exchange zerver Exchange server
Exchange scrser

il

N
S

Figure A.2-4 Figure A.2-5 Figure A.2-6
CAS and Mailbox CAS and Mailbox Multiple CAS and Mailbox servers as part
sharing same hardware using separate hardware of one Exchange 2010 server configuration

A.2.8 - Client to CAS Array communication

When an Outlook client tries to establish a connection to an Exchange 2010 server the request needs to go to the CAS Array. In
the case that there are multiple servers in the Array, some form of load balancing is required.

© 2013 Riverbed Technology. All rights reserved. 42



Optimization in a Secure Windows Environment September 2013

Figure A.2-7 Client EPM request to VIP of Exchange server CAS Array

For the purposes of illustration this example (shown in Figure A.2-7) makes use of Microsoft Network Load Balancer (NLB).
NLB software is installed on all members of the CAS Array and one Virtual IP (VIP) is presented for clients. Clients open a
connection to the VIP and send an EPM request which is responded to by one of the servers in the CAS Array.

Similarly, when Steelhead appliances are used to optimize MAPI traffic between the clients and Exchange server in this type of
configuration, the server-side Steelhead appliance is communicating with the VIP and needs to ensure it keeps track of each
individual EPM request per client and the CAS that responds. As described in section A.2.3 (Exchange Cluster with Load
Balancer) this is achieved by the server-side Steelhead appliance tracking the IP address in the EPM response. Failure to do so
can result in the Outlook client showing random and intermittent disconnection events with the Exchange server. Note that the
server-side Steelhead appliance is not communicating with the Mailbox server(s), just the CAS.

Outlook client request to Exchange Cluster Exchange server

Outlook Cllent

A 9 > o

Figure A.2-8 Server-side Steelhead communication with VIP

Figure A.2-8 shows an example of an Exchange server with multiple CAS and Mailbox servers, with the Steelhead appliances
providing optimization. Support for optimized connections in this type of configuration is included with later versions of RiOS
starting with v6.1.4 and v6.5.1.

As previously mentioned, NLB is used as an example, but the principle is the same if other 31 party load-balancers are used.
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One final point on this type of deployment scenario. There is sometimes the question about optimizing traffic between the CAS
array and the Mailbox server. Normally these two components are network connected via “LAN-latency” rather than across a WAN
so the thought of optimizing the traffic using Steelhead appliances isn't a factor. However, even if the CAS array and Mailbox
server were separated by a WAN link, optimizing with Steelhead appliances is a configuration that is currently un-tested.

A.3 - Configurations for 1-way trust relationships

In some Windows domains there are only 1-way trusts between domains. This is usually due to a combination of security and
management requirements configured by the Windows administrator. In this situation it is useful to know that the RIOS
“Delegation Mode” is not supported. Instead, the server-side Steelhead appliance needs to be configured to use “Transparent
Mode” for signed SMB, sighed SMB2, signed SMB3 and encrypted MAPI. Kerberos authentication is also supported.

Simply set the radio button on the relevant optimization page of the Steelhead appliance GUI to “Transparent Mode”.

See example screenshots (figure A.3-1 and A.3-2) below.

SMB Signing

Transparent Mode (default) provides SME signed packets with transparent authentication. Delegaticn
Mode re-signs SMB =signed packets using Kerberos delegation architecture. This mode is only
required if vou enabled SMB =igning in a prior RIOS release OR if you are optimizing SMB traffic for
Windows 7 and newer SMBE client versions.

Configuration of Windows Domain is required in order to use this feature in either mode. Delegation
Mode additionally requires configuration of Windows Domain Authentication.

@ Transparent Mode

| Delegation Mode

Figure A.3-1: Transparent Mode setting on SMB page of Steelhead appliance GUI
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Configure > Optimization > MAPI 2

Settings
Enable MAPI Exchange Optimization
Exchange Port: 7830

[] Enable outlook Anywhere Optimization

Enable Encrypted Optimization

Transparent Mode enables optimization of encrypted MAPI RPC traffic with transparent
authentication. Delegation Mode enables optimization of encrypted MAFI RPC traffic by
authenticating using Kerberos delegation architecture. This mode is required only if you are
optimizing MAPI clients on newer Windows versions, like Windows 7.

Configuration of Windows Domain is required in order to use this feature in either mode.
Delegation Mode additionally requires configuration of Windows Domain Authentication.

@ Transparent Mode

Delegation Mode

population
Max Connections: B
Poll Interval (minutes): 20
Time Out (hours): 96
Enable Exchange 2003 Support
Enable Exchange 2007+ Support
[[] Enable MAFI NSFI

Figure A.3-2: Transparent Mode setting on MAPI page of Steelhead appliance GUI

When Transparent Mode is used, the server-side Steelhead appliance still needs to join a Windows Domain that has the 1-way
trust to the Resource Domain where the server(s) are located. However, there is no need to create Delegate Users.

In addition to setting up Transparent Mode, the server-side Steelhead appliance needs to know the resource domain(s) that have
the 1-way trust where the server(s) are located.
This setting is performed via the cli using the following command,;

# protocol domai n-auth oneway-trust dns-nane <FQDN> net bi os- nane <Net Bl OS>
Where <FQDN> is the Fully Qualified Domain Name of the delegation domain and <NetBIOS> is the NetBIOS name of the
delegation domain.

The settings can be displayed using the command;

# show prot ocol donmin-auth oneway-trust

The only other requirement for a server-side Steelhead appliance running a RiOS version prior to v7.0 is that any Windows7
clients will need to have LmCompatibility level set to 2 or lower (this is via a registry setting). Additional details can be found at this
location http://technet.microsoft.com/en-us/library/cc960646.aspx

For server-side Steelhead appliance(s) that are running RiOS v7.0 or later, the Steelhead appliance should join the Windows
domain using “Active Directory Integrated Windows 2003 Mode” or Windows 2008 Mode (depending on the domain functional
level). Although the resource domains with the one-way trusts still need to be added to the Steelhead appliance configuration,
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there is no need to make registry changes to Windows 7 clients.

A.4 — Secure Peering

Itis usually advisable to ensure the optimized traffic [for signed SMB and/or encrypted MAPI] between the peer Steelhead
appliances is sent via an encrypted connection. This can easily be achieved by configuring the “Secure Peering” feature on the
Steelhead appliances.

To enable this feature, navigate to Configure > Optimization > Secure Peering (SSL).

Toggle Traffic type to SSL and Secure Protocols leaving the Fallback to No Encryption setting enabled. This will ensure that
encrypted MAPI and/or signed SMB is always optimized even if there is no Secure Inner channel set up between the peer
Steelhead appliances.

This setting will need to be enabled on both the client-side Steelhead and the server-side Steelhead.

Configure > Optimization > Secure Peering (SSL) 2

SS5L Secure Peering Settings

Traffic Type: iS5L and Secure Protocolsi -
Fallback te No Encryption

Figure A.4-1: Enabling Secure Peering

A.5 - Specifying Domain Controllers during a join domain process

By default, when the server-side Steelhead appliance is joining a Windows Domain, it is not necessary to specify a domain
controller (DC). The Steelhead appliance will automatically discover DCs and then select one to request the join.

If the DCs are geographically dispersed and the Steelhead appliance chooses a DC that is some distance away, this may cause
delay in the communication between server-side Steelhead appliance and DC. But it is possible to “force” the Steelhead appliance
to select a specific DC to communicate with that is nearby. This is done by simply including the IP address or DNS name of the
DC in the “Domain Controllers Name” field of the Steelhead appliance GUI page for Windows Domain configuration.

NOTE: This is strongly advised when the Steelhead appliance is joining in Active Directory integrated mode. It is also strongly
advised to specify at least two DCs [where possible] in order to provide an alternative.

A.6 — Joining the Steelhead appliance to the domain without using administrator privileges

In some cases, for security reasons, it is not possible to make use of an account with administrator privileges to enable the
Steelhead appliance to join the domain. Within a Windows Active Directory environment it is possible to perform the domain join
using a pre-created account. Full details and example screenshots are provided in the following knowledgebase article available
on the Riverbed support site.

https://supportkb.riverbed.com/support/index?page=content&id=S18097

A.7 — Domain Auth Auto Config — Easy Config widget

As mentioned in several sections of this document, a lot of configuration can now be automated by using the Domain Auth Easy
Config widget. The Domain Auth Easy Config widget does not choose the relevant settings but, once chosen by the Steelhead
appliance administrator, the widget performs all the configuration tasks automatically. See the example screenshot below for an
indication of the settings available.
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Configure > Optimization > Domain Auth Auto Config 2

E Confi . . ] . . . L .
NI This widget configures this appliance's Domain Authentication in the

Configure Domain Auth -- simplest yet widest supported settings.
Auto Config
Configure Delegation Account --
Configure Replication Account -- = Join the Domain. ) :
« Enable CIFS (SMB1), SMB2 and Encrypted MAPI settings on this
appliance for Transparent NTLM and optionally Kerberos authentication.
Remove Delegation Servers -- » Configure the replication user, if deployed, for End-to-End Kerberos
authentication on this appliance.

Using this widget the user can:

Add Delegation Servers --

Once this widget has been run, Secure Protocol Optimization can be
enabled for CIFS (SMB1), SMBZ and Encrypted MAPI for ALL clients and

SErVers.
Admin User: admin
Password: ITITIT T

Domain/Realm: |®

Domain
Controller:

Short Domain
Mame:

|=

Enable EncryptEdD
MAPT:

Enable SMB
Signing: B
Enable SMBZ2
Signing: B
Enable SMB3
Signing: B
Join Account

Type: Active Directory integrated (Windows 2008 and later) -

Configure Domain Auth

Status: -
Last Run:

Mo Logs.

Figure A.6-1: Domain Auth Easy Config widget

As can be seen in figure A.6-1 the Domain Auth Easy Config widget contains a number of fields. The first five are for Active
Directory tasks (joining the domain, configuring replication user account).The next four are check-boxes for configuring the secure
Windows settings on the Steelhead appliance. The last option is a “drop-down” to choose the desired domain join type.

Finally, below the button to actually tell the widget to perform the tasks, there is the status window and the feedback log which are
dynamically updated as the widget proceeds through its tasks.

A full explanation of the settings and capabilities of this feature can be found in the Riverbed Steelhead Management Console
Users Guide.
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Appendix B — Troubleshooting

To confirm full acceleration of the signed SMB and encrypted MAPI applications use the Reports > Networking > Current
Connections report in the Steelhead appliance GUI.

Confirm the application flow is optimized by verifying the ‘Established (Optimized)’ symbol (**) is present in the ‘Type’ column of
the report. If in the ‘Notes’ column the triangular symbol is grey (- ) no error is present and full acceleration is applied to the CIFS
or MAPI session. This should be further confirmed by checking that the ‘Application’ column is stating “CIFS-SIGNED” or “MAPI-
ENCRYPT", and there should be some degree of data reduction indicated in the ‘Reduction’ column. See Figure B-2 below for an
example.

If there are authentication problems with signed SMB or encrypted MAP! traffic a ‘Protocol Error’ icon (&) is displayed in the far
right hand column of the report and full acceleration is not applied. See Figure B-1 below for an example.

Confirm full acceleration for CIFS with signed SMB and encrypted MAPI:
1. On both Steelhead appliance(s) navigate to Reports > Networking > Current Connections.
2. Inthe regular expression filter, insert the test client’s IP address and click ‘Update Display.’

3. Totest CIFS with signed SMB on the test client, map a network drive on the test server. To test encrypted MAPI open
the Outlook client. It is helpful to move files or send emails during the testing to generate more connections.

4. While the application sessions are open go the Steelheads and update the Current Connections report. Confirm the
application flow type is optimized, verify it is the proper host pair, verify it is the proper application and verify the Protocol
Error icon’s color. If grey, it is fully accelerated. If red, a protocol error is present. If red, click the ‘details’ icon (=) for the
connection to see if more information is available. Figure B-1 shows an encrypted MAPI flow with a protocol error
indicating the Steelhead was unable to decrypt the conversation. Figure B-2 shows an encrypted MAPI flow that was
properly optimized. One other item which indicates the MAPI flow was properly optimized is the designation of MAPI-
ENCRYPT in the Application column.

Twpie Blurde|F it Brestima i) For AN KEBJSWAM KR [raka Btarl Tieve aAppiation Mobes

3% 2 KByl KB

i
192 163 % 71052534 A9LASBAE M 1E2E e R %la
19216932, 7152533 192, 16832 M0 1525 o ;LY x KB KB P el
193 16T 71525 193, 1663 P TR — po 3 KRS KB A Tl
192, 164,37 190168 3% Midds5 ir 0 KBS0 KB CIFs Tl
132168 32 190, 168 3% M0 TER [ §res) 107 KB115 KB HaF WA
19216332 7452531 192,168 3F M TED el 143 BRIISE KB HOALUFLE 05 A548 MaF Tln A

Figure B-1: Encrypted MAPI flows with protocol error

ype  SourosiFor T shesatinsamast A R WA KR iwte Biart Thsa A catian Hites

L5 16032 71150417 192166 3L 0T i) L214 KB 485 KS L0 LR 08132 MAF-ERCRYFT L)

Figure B-2: Encrypted MAPI flows properly optimized

5. Ifa protocol error is present and more details are not available in the ‘details’ view (%) of the connection you will need
to look at the system logs for more information. Navigate to Reports > Diagnostics > System Logs. It is also worth
changing the logging level to “INFO” for a period of time, but remember to restore the level to “NOTICE” once you have
finished.

6. Inthe regular expression filter enter the test client IP address and click ‘Go’. You may also find it helpful to filter on
keywords like; smb, cifs, cifs-auth, domain, krb or mapi.
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Reports > Diagnostics » System Logs 2

«First <Prew 12345 ... 2103 2104 2105 2106 2107
Show: Current Log - Lines per page: 100 Jump to: Page w blank for the last page
Filter: Regular Expression -=  |blacklizt] Go

Figure B-3: Steelhead System Logs Report

7. Be on the lookout for messages indicating authentication errors, servers or clients being “blacklisted”, etc. if there are
any errors that cause clients or servers to become blacklisted, this can be confirmed by using the following cli
commands....

# show protocol cifs snb signing blacklist

# show protocol snmb2 signing bl ackli st
# show protocol nmapi encrypted bl ackli st

These commands show the current entries on the blacklist for each of the three protocols. If you have SMB3 traffic
being optimized, protocol errors will be entered into the SMB2 blacklist. This is because the SMB2 optimization feature
in RIOS is also used to optimize SMB3 traffic. If the error causing the blacklist event is transient, the entry on the list will
clear automatically after time. If the error is more persistent, or you wish to manually clear the blacklist, please make
contact with Riverbed Support via the normal process to request help and guidance.

8. Analyze the findings and take appropriate action. If assistance is required search the Knowledge Base at
(http://support.riverbed.com) and if you have a valid support contract, you could contact Riverbed Support (877-483-
7233 or http://support.riverbed.com).

With RiOS v7.0 and later, there is a new feature known as Windows Domain Health Status. This feature comprises of several cli
commands which can be used to test and display various settings and configurations on the server-side Steelhead. An overview is
included in the latest version of the Riverbed Deployment Guide (“Protocols” edition) and full details of the commands and their
syntax are provided in the latest version of the Riverbed Steelhead appliance cli manual.

With RIOS v8.5 and later the Windows Domain Health Status command have been brought out into the Steelhead appliance
management console as a series of graphical tools.
An example screenshot of the Domain Health Check page is shown below.
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Reports > Diagnostics > Domain Health Check 2

Domain Health Check

Test DNS
Test Join

Test Delegation Setup

Test Delegation Privileges --
Test NTLM Authentication --

Test Replication Setup
Test Replication PRP

These widgets help troubleshoot and diagnose commonly seen issues
with Windows Domain Authentication surrounding Encrypted MAPI, SMB
Signing and SMEB2 Signing.

Test DNS

Test Steelhead DNS Configuration.

Test Join

Test domain join.

Test Delegation Setup

Checks if an account has the neceszary AD privileges for
delegation/auto-delegation.

Test Delegation Privileges

Test delegation privileges for a particular server.
Test NTLM Authentication

Test authenticating a user to the joined domain.
Test Replication Setup

Attempts to replicate a server account using the configure replication
user.

Test Replication PRP

Test to ensure that the server account can be replicated as per the PRP
(Password Replication Policy) on the Domain Controller. This test will
only work for Windows 2k8+.

Figure B-4: Domain Health Check page in Steelhead appliance Management Console

For more details on the use of the tests, consult the latest version of the Riverbed Steelhead Management Console Users Guide.
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