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Overview

Overview

The documentation pages in this section describe the RESTful APIs included with Cascade Profiler and Cascade
Express products. It is assumed that the reader has practical knowledge of RESTful APIs, so the documentation

does not go into detail about what REST is and how to use it. Instead the documentation focuses on what data
can be accessed and how to access it.

The primary focus of the current version of the API is on providing access to reporting data. The following
information can be accessed via the API:

Reporting data (traffic data, service data, event list data, and user data)
Information about network devices

Control over SDN virtual network settings (SDN virtual network settings are a licensed feature)
Information about system users

Details about REST resources can be found in the Resources section. This overview continues with how to run
reports and retrieve data from them.

Running a report

The steps for running a report are described below. An easy way to learn how to run reports and get data is to
use the Demo Reports section of this documentation. In that section a number of example reports are listed. If
you click on any of the examples, the report will run along with a listing on the right side of the screen for each

step in the process. It displays the REST resource, HTTP method, headers and body for both the request and
response.

Follow these steps to run a report:

1. Create a new report by posting report criteria to the server.

A criteria structure in either JSON or XML is submitted to the server using the HTTP POST method. The resource

to which the criteria structure is posted is called /profiler/1.0/reporting/reports. The details are described in
the Resources section of this documentation.

A key part of the report criteria is the ID of the template that should be used to run the report. A special system
template ID 184 that provides a high degree of flexibility is used in demo reports in this documentation.
Additionally, any template that is saved via the user interface of the product can be used to run a report. In
order to save a template, the ID of that template must be passed in the report criteria structure instead of 184.
A template can be configured via the user interface, saved via the product and then used in the REST API to
generate reports and retrieve them in a rendered form or in raw data form. Once a template is saved, its ID can
be obtained via the /api/profiler/1.0/reporting/templates REST resource.

2. Poll report status until the report completes.

It may take a while for a report to complete. While the report is running, the client must poll for report status to
know when the report completes. When the call to create a new report succeeds, it returns the URL for the

newly created report. That URL may look similar to /profiler/1.0/reporting/reports/1000, which is the ID of the
new report.

The general way to describe this in REST documentation is /profiler/1.0/reporting/reports/{id} so this
documentation uses that syntax throughout. Note that the client does not need to know that {id} is really an ID

of a report. Instead the client should treat a given report, for example /profiler/1.0/reporting/reports/1000, as a
REST resource without parsing the parts of the URL.

The status of a report can be obtained by executing a GET method on the report URL. The client should wait
while the report is running and until the status turns to state.

3. Retrieve the report data.

Once the report completes, the client can retrieve its data or the rendered version of the report in a number of
formats.

The following resources can be used to retrieve a rendered version of the report:

o /profiler/1.0/reporting/reports/{id}/view.pdf
e /profiler/1.0/reporting/reports/{id}/view.csv



These are for PDF and CSV versions respectively.

If the client is a script that needs access to raw data, the /profiler/1.0/reporting/reports/{id}/queries
resource can be used with the GET method to obtain the list of elements (queries) first. The data shown in a
typical report on the user interface may come from more than one query, which is why the report structure
needs to be determined first. However, the system template 184 described above will have only one query and
is easy to use for simple scripts.

Each query resource provides metadata about the query, such as the list of columns with descriptions of what
the columns are.

Once the query is chosen, the /profiler/1.0/reporting/reports/{id}/queries/{id} resource can be used to
get the report data.

The simple overview provided above cannot substitute for full documentation and it is not intended to do so.
Please refer to Demo Reports section to see how reports are run. Look at the Coding Examples under
General Information and explore Resources section of this documentation for more information.

Authentication

All REST requests must be authenticated. The Authentication section of the Common 1.0 API describes which
authentication methods are presently supported. There are also examples that show how to use each of the
different authentication methods.

Running a report: Sample PHP script
Run a report to get bytes and packets for the top 20 hosts using the application WEB. Use BASIC Authentication.

<?php

define(*HOST', '127.0.0.1"); // IP address of Profiler
define('BASIC_AUTH', 'admin:admin‘);

// Timeframe
$end = time() - 3*60;
$start = $end - 5*%60;

// Lib functions

// HTTP POST

function do_POST($url, $string, &$info) {
$curl = curl_init();
curl_setopt($curl, CURLOPT_URL, $url);
curl_setopt($curl, CURLOPT_HTTPAUTH, CURLAUTH_BASIC ) ;
curl_setopt($curl, CURLOPT_USERPWD, BASIC_AUTH);
curl_setopt($curl, CURLOPT_SSLVERSION, 1);
curl_setopt($curl, CURLOPT_SSL_VERIFYPEER, FALSE);
curl_setopt($curl, CURLOPT_SSL_VERIFYHOST, 2);
curl_setopt($curl, CURLOPT_HEADER, true);
curl_setopt($curl, CURLOPT_RETURNTRANSFER, true);
curl_setopt($curl, CURLOPT_HTTPHEADER, array('Content-Type: application/json'));
curl_setopt($curl, CURLOPT_POST, 1);
curl_setopt($curl, CURLOPT_POSTFIELDS,  $string);
$output = curl_exec($curl);
$info = curl_getinfo($curl);
curl_close($curl);

$headers = substr($output, 0, $info['header_size']);
$headers = explode("\n", $headers);
$info['headers'] = $headers;
$body = substr($output, $info['header_size'l);
return $body;

}

/I HTTP GET

function do_GET($url, &$info) {
$curl = curl_init();
curl_setopt($curl, CURLOPT_URL, $url);
curl_setopt($curl, CURLOPT_HTTPAUTH, CURLAUTH_BASIC ) ;
curl_setopt($curl, CURLOPT_USERPWD, BASIC_AUTH);
curl_setopt($curl, CURLOPT_SSLVERSION, 1);
curl_setopt($curl, CURLOPT_SSL_VERIFYPEER, FALSE);
curl_setopt($curl, CURLOPT_SSL_VERIFYHOST, 2);
curl_setopt($curl, CURLOPT_HEADER, true);
curl_setopt($curl, CURLOPT_RETURNTRANSFER, true);
curl_setopt($curl, CURLOPT_HTTPHEADER, array('Content-Type: application/json'));
curl_setopt($curl, CURLOPT_HTTPGET, true);



$output = curl_exec($curl);
$info = curl_getinfo($curl);
curl_close($curl);

$headers = substr($output, 0, $info['header_size'l);
$headers = explode("\n", $headers);
$info['headers'] = $headers;
$body = substr($output, $info['header_size'l);
return $body;

}

// Finds and returns HTTP header
function get_header($headers, $header) {
foreach($headers as $h) {
if (strpos($h, $header . ':') !== false)
return trim(substr($h, 10));
}
echo "Unable to find {$header} header\n";
exit;

}

// Locates a column by id and returns the name
function find_column_name_by_id($columns, $id) {
foreach ($columns as $c) {
if ($c['id'] == $id)
return $c['name'];
}
return 'Unknown’;

}

// CSV helper
function echo_csv($headers, $rows) {
echo implode(',', $headers) . "\n";
foreach ($rows as $row)
echo implode(',', $row) . "\n";

}

// End lib functions

$struct =
array('template_id' => 184,
‘criteria'’ => Array('time_frame' => array('start' => $start,

'end'’ => $end),
'traffic_expression' => 'app WEB',
'‘query' => array('realm’ => "traffic_summary’,
'‘group_by' => 'hos',
‘'sort_column' => 33,
‘columns'  => array(6, 33, 34))));

$json = json_encode($struct);
$columns = $struct['criteria'l['query']['columns'];

// Post to run the report
$url = 'https://' . HOST . '/api/profiler/1.0/reporting/reports.json’;
echo "Run report:\nPOST {$url}\n{$json}\n\n";
$info = array();
do_POST($url, $json, $info);
if ($info['http_code'] '= 201) {
echo "Unable to run report\n";
exit(1);
}
$location = get_header($info['headers'], 'Location');
echo "Generated: {$location}\n\n";
$status_url = 'https://' . HOST . " . $location . ".json';

// Wait for it to complete
echo "Please wait\n";
while (true) {
$info = array();
$output = do_GET($status_url, $info);
$s = json_decode($output, 1);
print " Percent completed {$s['percent']}, seconds remaining {$s['remaining_seconds']}...\n";
if ($s['status'] == 'completed') {
echo "Completed\n\n";
break;
}
sleep(1);
}

// Get all quesries (In this exampe it is only one)
$queries_url = 'https://' . HOST . " . $location . '/queries.json';
$output = do GET($aueries url, $info);



$queries = jsan_decode($thput, 1);

// Print the data from all queries
foreach ($queries as $q) {
$query_id = $q['id'];
$data_url = 'https://' . HOST . "' . $location . '/queries/' . $query_id . '.json?offset=0&limit=20&columns=". join(',', $columns);
$info = array();
$output = do_GET($data_url, $info);
$data = json_decode($output, 1);

$h = array();
foreach ($columns as $c)
$h[] = find_column_name_by_id($q['columns'], $c);

echo_csv($h, $data['data'l);
echo "\n";

}

7>

Running a report: Sample SteelScript SDK (Python) script

For more information, please see the

Run a report to get bytes and RTT for the top hosts.

import pprint
from steelscript.netprofiler.core import NetProfiler

from steelscript.common.service import UserAuth
from steelscript.netprofiler.core.filters import TimeFilter
from steelscript.netprofiler.core.report import TrafficSummaryReport

# connection information

username = '$username’

password = '$password’

auth = UserAuth(username, password)
host = '$host'

# create a new NetProfiler instance
p = NetProfiler(host, auth=auth)

# setup basic info for our report

columns = [p.columns.key.host _ip,
p.columns.value.avg_bytes,
p.columns.value.network_rtt]

sort_column = p.columns.value.avg_bytes

timefilter = TimeFilter.parse_range("last 5 m")

# initialize a new report, and run it
report = TrafficSummaryReport(p)
report.run(‘hos', columns, timefilter=timefilter, sort_col=sort_column)

# grab the data, and legend (it should be what we passed in for most cases)
data = report.get_data()
legend = report.get_legend()

# once we have what we need, delete the report from the NetProfiler
report.delete()

# print out the top ten hosts!
pprint.pprint(data[:10])

Running a report: Sample Perl script
Run a report to get bytes and packets for the top 20 hosts using the application WEB. Use BASIC Authentication.

#!/usr/bin/perl
use strict;
use warnings;

use LWP::UserAgent;

use HTTP::Request;

use List::MoreUtils qw(firstidx);

use JSON qw( encode_json decode_json );


https://steelscript.readthedocs.io/en/latest/netprofiler/toc.html

use constant HOST => '127.0.0.1';
use constant LOGIN => 'admin’;
use constant PASSWORD => 'admin';

our $ua = LWP::UserAgent->new;
$ua->agent("ProfilerScript/0.1");

our $API_BASE = "https://127.0.0.1";

sub _request($)

{
my $req = shift;

$reg->header('Accept' => 'application/json');
$reg->authorization_basic(LOGIN, PASSWORD);

my $res = $ua->request($req);

return {

code => $res->code,

status => $res->status_line,

headers => $res->headers(),
data => decode_json($res->content)
i}
}

sub GET($)

{
my $req = HTTP::Request->new(GET => $API_BASE . shift);
return _request($req);

}

sub POST($$)

{
my $req = HTTP::Request->new(POST => $API_BASE . shift);
$req->content_type(‘application/json');
$req->content(encode_json(shift));

return _request($req);

}

my $end = time();
my $start = $end - 5 * 60;

my $struct = {
template_id => 184,
criteria => {
time_frame => {
start => $start,
end => $end

1
traffic_expression => "app WEB",
query => {

realm => "traffic_summary",

group_by => "hos",
sort_column => 33,
columns => [6, 33, 34]
}
}
h

print "Running report... ";

my $response = POST('/api/profiler/1.0/reporting/reports’', $struct);
die "Unable to run report. $response->{data}->{error_text}" unless $response->{code} == 201;

my $loc = $response->{headers}->header('Location');

while (1)
{
$response = GET($loc);
printf "\rRunning report, %3d%% done, %d seconds remaining... ",
$response->{data}->{percent},
$response->{data}->{remaining_seconds};

last if $response->{data}->{status} eq 'completed’;
sleep(1);
b5

print "\nLoading data...\n";



$response = GET($loc . '/queries');
die "Unable to load queries. $response->{data}->{error_text}" unless $response->{code} == 200;

foreach my $query (@{$response->{data}})

{
my @columns = @{$struct->{criteria}->{query}->{columns}};
my $columns = join',', @columns;

my $data_response = GET("$loc/queries/$query->{id}?offset=0&limit=20&columns=$columns");
die "Unable to load data. $response->{data}->{error_text}" unless $response->{code} == 200;

my @indices = map { my $id = $_; firstidx { $_->{id} == $id } @{$query->{columns}} } @columns;

print join ",", map { qq~"$query->{columns}->[$_]->{name}"~; } @indices;
print "\n";

foreach my $row (@{$data_response->{data}->{data}}) {
print join ",", @$row;
print "\n";
}
}

Running a report: Sample .Net/C# code

Run a report to get bytes and packets for the top 20 hosts using the application WEB. Use BASIC Authentication.

Program.cs:

using System;

using System.Collections.Generic;

using System.Net;

using System.Runtime.Serialization.Json;
using System.Text;

using System.IO;

using System.Net.Security;

using System.Security.Cryptography.X509Certificates;
using System.Ling;

using System.Threading;

using System.Web.Script.Serialization;

namespace CascadeRestClient
{
public class ReportUpdate
{
public string status { get; set; }
public string user_id { get; set; }
public string name { get; set; }
public string percent { get; set; }
public string id { get; set; }
public string remaining_seconds { get; set; }
public string run_time { get; set; }
public string saved { get; set; }
public string template_id { get; set; }
public string size { get; set; }

public class Column

{
public string strid { get; set; }
public string metric { get; set; }
public string rate { get; set; }
public string statistic { get; set; }
publicint id { get; set; }
public string unit { get; set; }
public string category { get; set; }
public string severity { get; set; }
public string area { get; set; }
public bool @internal { get; set; }
public string role { get; set; }
public string cli_srv { get; set; }
public string type { get; set; }
public bool available { get; set; }
public string direction { get; set; }
public string comparison { get; set; }
public bool sortable { get; set; }
public string name { get; set; }
public string comparison_parameter { get; set; }
public bool has_others { get; set; }
public bool context { aet: set; }



public string name_type { get; set; }
}

public class QueryResult

{
public string direction { get; set; }
public string actual_log { get; set; }
public int actual_t0 { get; set; }
public bool sort_desc { get; set; }
public string area { get; set; }
public string metric { get; set; }
public int sort_col { get; set; }
public string parent_id { get; set; }
public string rate { get; set; }
public string group_by { get; set; }
public string role { get; set; }
public List&lt;Columné&agt; columns { get; set; }
public string statistic { get; set; }
public string type { get; set; }
public string id { get; set; }
public string unit { get; set; }
public int actual_t1 { get; set; }

public class QueryData

{
public List&lt;List&lt;string&gt; &gt; data { get; set; }
public int data_size { get; set; }
public List&lt;string&gt; totals { get; set; }

}

class Program

{
static string BASIC_AUTH = "admin:admin";

// callback used to validate the self-gen certificate in an SSL conversation
private static bool ValidateRemoteCertificate(object sender, X509Certificate cert, X509Chain chain, SsIPolicyErrors policyErrors)
{

return true;

/*

X509Certificate2 certv2 = new X509Certificate2(cert);

if (certv2.GetNamelnfo(X509NameType.SimpleName,true) == "www.riverbed.com")

return true;

return false;
&/

static void Main(string[] args)

{
if (args.Length == 0 || string.IsNullOrWhiteSpace(args[0]))
{

Console.WriteLine("Usage: CascadeRestClient hostname");
return;

try
{
//Code to allow run with self-signed certificates
// validate cert by calling a function
ServicePointManager.ServerCertificateValidationCallback += new RemoteCertificateValidationCallback(ValidateRemoteCertificate);

//Starting to run rest

string rootUrl = "https://" + args[0];

string requestUrl = rootUrl + "/api/profiler/1.0/reporting/reports.json";
string location;

int start = (int)((DateTime.Now - new DateTime(1970, 1, 1).ToLocalTime()).TotalSeconds) - 8%60; //8 minutes before in unix time
int end = start + 5*60; //3 minutes before in unix time

var jsondata = new
{
template_id = 184,
criteria = new
{
time_frame = new
{
start = start,
end = end

traffic_expression = "app WEB",

Alans — naw



Yusiy — new
{
realm = "traffic_summary",
group_by = "hos",
sort_column = 33,
columns = new List&lt;int&gt; { 6, 33, 34 }
}
}
I

//Serialize anomymous type to json
JavaScriptSerializer serializer = new JavaScriptSerializer();
string postData = serializer.Serialize(jsondata);

Console.WriteLine("Run report:");
Console.WriteLine("POST " + requestUrl);
Console.WriteLine(postData + Environment.NewLine);

/] Post to run the report

var runReportResponse = MakeRequest&lt;ReportUpdate&agt;(requestUrl, WebRequestMethods.Http.Post, out location, postData);

Console.WriteLine("Generated " + location + Environment.NewLine);

requestUrl = rootUrl + location;

Console.WriteLine("Please wait");

while (runReportResponse.status != "completed")

{
runReportResponse = MakeRequest&lt;ReportUpdate&gt;(requestUrl + ".json", WebRequestMethods.Http.Get, out location);
Console.WriteLine(string.Format("Percent completed {0}, seconds remaining {1}",runReportResponse.percent,

runReportResponse.remaining_seconds));

location);

}

Thread.Sleep(1000);
}

Console.WriteLine("Completed"+ Environment.NewLine);

/I Get all quesries (In this example it is only one)
var getQueriesResponse = MakeRequest&lt;List&lt;QueryResult&gt; &gt; (requestUrl +"/queries.json", WebRequestMethods.Http.Get, out

string columns = jsondata.criteria.query.columns.Select(c=&gt;c.ToString()).Aggregate((i, j) =&gt; i + "," + j);
// Print the data from all queries
foreach (var query in getQueriesResponse) {
var qr = MakeRequest&lt;QueryData&gt;(requestUrl + "/queries/" + query.id + ".json?offset=0&amp;limit=20&amp;columns=" + columns,
WebRequestMethods.Http.Get, out location);
string columnList = jsondata.criteria.query.columns.Select(c=&gt;query.columns.Where(col =&gt; col.id == c).First().name)
.Aggregate((l,r) =&at; | + "," +1);
Console.WriteLine(columnList);

foreach (var dr in gr.data)
{

Console.WriteLine(dr.Aggregate((i, j) =&gt; i +',' +j));
}

catch (Exception e)

{

}

Console.WriteLine(e.Message);

private static string Base64Encode(string toEncode)

{

}

byte[] toEncodeAsBytes
= System.Text.ASCIIEncoding.ASCIl.GetBytes(toEncode);
return System.Convert.ToBase64String(toEncodeAsBytes);

/1] &lt;summary&gt;

/// Make request

/1 &lt;/summary&agt;

/l] &lt;typeparam name="T"&gt;return type&lt;/typeparamé&agt;

/// &lt;param name="requestUrl"&gt;url for request&lt;/param&gt;

/// &lt;param name="action"&gt;Http Verb, Get, Post etc&lt;/paramé&gt;

/// &lt;param name="location"&gt;location returned from response header &lt;/paramé&agt;

/l/ &lt;param name="requestData"&gt;Data posted&lt;/paramé&agt;

/1] &lt;returns&gt; &lt;/returns&gt;

private static T MakeRequest&lt; T&gt;(string requestUrl, string action, out string location, string requestData = null) where T : class

{

HttpWebRequest request = WebRequest.Create(requestUrl) as HttpWebRequest;
request.Headers.Add("Authorization: Basic " + Base64Encode(BASIC_AUTH));
request.ContentType = "application/json";

request.Method = action;

if (requestData == null)

{

request.ContentLength = 0;



+

else

{
ASCIIEncoding encoding = new ASCIIEncoding();
byte[] bytel = encoding.GetBytes(requestData);
request.ContentLength = bytel.Length;
using (Stream newStream = request.GetRequestStream())
{

newStream.Write(bytel, 0, bytel.Length);

}

}

using (HttpWebResponse response = request.GetResponse() as HttpWebResponse)
{
if (response.StatusCode != HttpStatusCode.OK &amp;&amp; response.StatusCode != HttpStatusCode.Created)
throw new Exception(String.Format(
"Unable to run report! StatusCode={0}, Description={1}",
response.StatusCode,
response.StatusDescription));
location = response.Headers[HttpResponseHeader.Location];
DataContractJsonSerializer jsonSerializer = new DataContractjsonSerializer(typeof(T));
object objResponse = jsonSerializer.ReadObject(response.GetResponseStream());
return objResponse as T;

CascadeRestClient.csproj:



&lt;?xml version="1.0" encoding="utf-8"?&gt;
&lt;Project ToolsVersion="4.0" DefaultTargets="Build" xmIns="http://schemas.microsoft.com/developer/msbuild/2003"&gt;

&lt;PropertyGroup&gt;

&lt;Configuration Condition=""'$(Configuration)' == " "&gt;Debug&lt;/Configuration&gt;
&lt;Platform Condition=""$(Platform)' == " "&gt;x86&lt;/Platform&gt;
&lt;ProductVersion&gt;8.0.30703&lt;/ProductVersion&gt;
&lt;SchemaVersion&gt;2.0&lt;/SchemaVersion&gt;

&lt;ProjectGuid&gt; {4ED69347-523B-46AB-B259-47EF60D4F13A} &lt;/ProjectGuid&gt;
&lt;OutputType&gt;Exe&lt;/OutputType&agt;
&lt;AppDesignerFolder&gt;Properties&lt;/AppDesignerFolder&gt;
&lt;RootNamespace&gt;CascadeRestClient&lt;/RootNamespace&gt;
&lt;AssemblyName&gt;CascadeRestClient&lt;/AssemblyName&gt;
&lt;TargetFrameworkVersion&gt;v4.0&lt;/TargetFrameworkVersion&gt;
&lt;TargetFrameworkProfile&gt;

&lt;/TargetFrameworkProfile&gt;

&lt;FileAlignment&gt; 512&lt;/FileAlignment&gt;

&lt;/PropertyGroup&gt;

&lt;PropertyGroup Condition=""$(Configuration)|$(Platform)' == 'Debug|x86' "&gt;
&lt;PlatformTarget&gt; x86&lt;/PlatformTarget&gt;
&lt;DebugSymbols&gt;true&lt;/DebugSymbols&gt;
&lt;DebugType&at;full&lt;/DebugType&at;

&It;Optimize&gt;false&lt;/Optimize&gt;
&lIt;OutputPath&gt;bin\Debug\&lt;/OutputPath&gt;
&lt;DefineConstants&gt; DEBUG; TRACE&It;/DefineConstants&gt;
&lt;ErrorReport&gt; prompt&lt;/ErrorReport&gt;
&lt;WarninglLevel&gt;4&lt;/WarningLevel&gt;

&lt;/PropertyGroup&agt;

&lt;PropertyGroup Condition=""$(Configuration)|$(Platform)' == 'Release|x86' "&gt;

&lt;PlatformTarget&gt; x86&lt;/PlatformTarget&gt;
&lt;DebugType&gt;pdbonly&lt;/DebugType&gt;
&lt;Optimize&gt;true&lt;/Optimize&gt;
&lt;OutputPath&gt;bin\Release\&lt;/OutputPath&gt;
&lt;DefineConstants&gt; TRACE&It;/DefineConstants&gt;
&lt;ErrorReport&gt; prompt&lt;/ErrorReport&gt;
&lt;WarninglLevel&gt;4&lt;/WarningLevel&gt;

&lt;/PropertyGroup&agt;

&lt;ltemGroup&gt;

&lt;Reference Include="System" /&gt;

&lt;Reference Include="System.Core" /&gt;

&lt;Reference Include="System.Runtime.Serialization" /&gt;

&lt;Reference Include="System.Web.Extensions"&gt;

&lt;HintPath&gt;..\..\..\..\..\..\..\Program Files (x86)\Reference

Assemblies\Microsoft\Framework\.NETFramework\v4.0\System.Web.Extensions.dll&lt;/HintPath&gt;

&lt;/Reference&agt;

&lt;Reference Include="System.Xml.Ling" /&gt;

&lt;Reference Include="System.Data.DataSetExtensions" /&gt;

&lt;Reference Include="Microsoft.CSharp" /&gt;

&lt;Reference Include="System.Data" /&gt;

&lt;Reference Include="System.Xml" /&gt;

&lt;/IltemGroup&gt;

&lt;ltemGroup&gt;

&lt;Compile Include="Program.cs" /&gt;
&lt;Compile Include="Properties\AssemblylInfo.cs" /&gt;

&lt;/ItemGroup&gt;

&lt;Import Project="$(MSBuildToolsPath)\Microsoft.CSharp.targets" /&gt;

&lt;!-- To modify your build process, add your task inside one of the targets below and uncomment it.

Other similar extension points exist, see Microsoft.Common.targets.

&lt;Target Name="BeforeBuild"&gt;

&lt;/Target&agt;

&lt;Target Name="AfterBuild"&gt;

&lt;/Target&agt;

--&gt;

&lt;/Project&gt;

Resources

Protocols: Get protocol

Get information on one protocol.

GET https://{device}/api/profiler/1.17/protocols/{proto}

Authorization
This request requires authorization.



Response Body
On success, the server returns a response body with the following structure:

"id": number,
"name": string

L D 3
] !
. Example: ‘
| :
. !
i "id": 6, |
i "name": "tcp" i
. :
. !
i "id": 17, i
i "name": "udp" i
& :
N 3
Property Name Type Description Notes
CProtocols <array of List of Protocols objects.
<object>>

CProtocols[CProtocol] <object> Object representing Protocol information. Optional

CProtocols[CProtocoll.id <number> ID of the Protocol. Optional

CProtocols[CProtocol].name <string> Name of the Protocol. Optional

Protocols: List protocols

Get a list of all supported protocols.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

"id": number,
"name": string

L D 3
| 3
. Example: ‘
ol :
A 3
i "id": 6, |
i "name": "tcp" i
. :
o 3
i "id": 17, ‘
i "name": "udp" i
& :
! 3
Property Name Type Description Notes
CProtocols <array of List of Protocols objects.
<object>>

CProtocols[CProtocol] <object> Object representing Protocol information. Optional

CProtocols[CProtocoll.id <number> ID of the Protocol. Optional

CProtocols[CProtocol].name <string> Name of the Protocol. Optional




Services: Delete existing business service

Delete existing business service.

DELETE https://{device}/api/profiler/1.17/services/{service_id}

Authorization
This request requires authorization.

Response Body
On success, the server does not provide any body in the responses.

Services: Create and commit a new business service

Create and commit a new business service.

POST https://{device}/api/profiler/1.17/services

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON

"alert_notification": {
"high_enabled": string,
"low_alert_recipient": string,
"low_enabled": string,
"high_alert_recipient": string

}

omponents": [

"id": number,
"definition": {
"snat_type": string,
"vips": [
{
"port": number,
"protocol": number,
"ipaddr": string
}

1
"load_balancer": number,
"outside_hosts": [

string
1
"manual": string,
"within_hosts": [

string
1
"snats": [

string

1
+
"name": string,
"type": string
}

I

"segments": [

{

"alert_notification": string,

"id": number,

"definition": [

string

1
"client_component_id": number,
"status": string,
"locations": [

"host_group_type_id": number,
"host_group_id": number,
"location_id": number



}
I
"server_component_name": string,
"name": string,
"type": string,
"monitored_metrics": [
{
"id": number
}
1
"location_type": string,
"server_component_id": number,
"client_component_name": string
}
I
"id": number,
"description": string,
"name": string,
"locked_by_user_id": number,
"policies": [
{
"id": number,
"tuning_parameters": {
"id": number,
"tolerance_high": number,
"name": string,
"tolerance_low": number,
"noise_floor": string,
"duration": number,
"trigger_on_decreases": string,
"trigger_on_increases": string
H
"name": string
}
I
}

Example:
{
"policies": [
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321689,
"name": "FinancePortal_Web-LB_UserExp_RspTime"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
+
"id": 352321690,
"name": "FinancePortal_Web-LB_Effncy_TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9

"id": 352321691,

"name": "FinancePortal_Web-LB_Effncy_TCPRetransBW"
b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,



“trigger_on_decreases": talse,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321692,
"name": "FinancePortal_Web-LB_Conn_ActiveConns"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321721,
"name": "FinancePortal_DB-LB_UserExp_RspTime"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321722,
"name": "FinancePortal_DB-LB_Effncy_TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321723,
"name": "FinancePortal_DB-LB_Effncy_TCPRetransBW"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
+
"id": 352321724,
"name": "FinancePortal_DB-LB_Conn_ActiveConns"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
+
"id": 352321725,
"name": "FinancePortal_Web_Seattle_UserExp_RspTime"

b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,

NeAalAavranca lawiit. 7



LUICIGII\.C_IUVV P
"id": 4
I
"id": 352321726,
"name": "FinancePortal_Web_LosAngeles_UserExp_RspTime"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321727,
"name": "FinancePortal_Web_Phoenix_UserExp_RspTime"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321728,
"name": "FinancePortal_Web_Columbus_UserExp_RspTime"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321729,
"name": "FinancePortal_Web_Austin_UserExp_RspTime"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
H
"id": 352321730,
"name": "FinancePortal_Web_Philadelphia_UserExp_RspTime"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
+
"id": 352321731,
"name": "FinancePortal_Web_Hartford_UserExp_RspTime"

b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5

I

"id": 352321732



-y,

"name": "FinancePortal_Web_Seattle_Effncy_TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
+
"id": 352321733,
"name": "FinancePortal_Web_LosAngeles_Effncy TCPRsts"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321734,
"name": "FinancePortal_Web_Phoenix_Effncy_TCPRsts"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321735,
"name": "FinancePortal_Web_Columbus_Effncy_TCPRsts"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321736,
"name": "FinancePortal_Web_Austin_Effncy_TCPRsts"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
+
"id": 352321737,
"name": "FinancePortal_Web_Philadelphia_Effncy_TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
+
"id": 352321738,
"name": "FinancePortal_Web_Hartford_Effncy_TCPRsts"
I
{



"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321739,
"name": "FinancePortal_Web_Seattle_Effncy_ TCPRetransBW"
H
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321740,
"name": "FinancePortal_Web_LosAngeles_Effncy TCPRetransBW"
}
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321741,
"name": "FinancePortal_Web_Phoenix_Effncy_TCPRetransBW"
bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
H
"id": 352321742,
"name": "FinancePortal_Web_Columbus_Effncy_TCPRetransBW"
Bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321743,
"name": "FinancePortal_Web_Austin_Effncy_TCPRetransBW"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321744,
"name": "FinancePortal_Web_Philadelphia_Effncy_TCPRetransBW"
Io
{

"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",



"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321745,
"name": "FinancePortal_Web_Hartford_Effncy_TCPRetransBW"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321746,
"name": "FinancePortal_Web_Seattle_Conn_ActiveConns"
|
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
H
"id": 352321747,
"name": "FinancePortal_Web_LosAngeles_Conn_ActiveConns"
.
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
H
"id": 352321748,
"name": "FinancePortal_Web_Phoenix_Conn_ActiveConns"
Bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321749,
"name": "FinancePortal_Web_Columbus_Conn_ActiveConns"
B
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
T
"id": 352321750,
"name": "FinancePortal_Web_Austin_Conn_ActiveConns"

h
{

"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,



"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321751,
"name": "FinancePortal_Web_Philadelphia_Conn_ActiveConns"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321752,
"name": "FinancePortal_Web_Hartford_Conn_ActiveConns"
|
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321753,
"name": "FinancePortal_DB_Conn_ActiveConns"
¥
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp”,
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321754,
"name": "FinancePortal_DB_UserExp_RspTime"
Bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321755,
"name": "FinancePortal_DB_Effncy_TCPRsts"
B
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321756,
"name": "FinancePortal_DB_Effncy_TCPRetransBW"
o
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5



I
"id": 352321757,
"name": "FinancePortal_LDAP_Effncy TCPRsts"
}
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321758,
"name": "FinancePortal_LDAP_Effncy_TCPRetransBW"
H
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321759,
"name": "FinancePortal_LDAP_Conn_ActiveConns"
}
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
}
"id": 352321760,
"name": "FinancePortal_LDAP_UserExp_RspTime"
}
I
"name": "Service_A",
"description": "Finance application",
"'segments": [
{
"status": "ADDED",
"definition": [],
"client_component_name": "WebVIP",
"name": "Web-LB",
"server_component_id": 135,
"type": "BACK_END",
"monitored_metrics": [],
"id": 186,
"server_component_name": "WebFarm",
"alert_notification": false,
"client_component_id": 139
H

"status": "ADDED",

"definition": [],
"client_component_name": "DB-VIP",
"name": "DB-LB",
"server_component_id": 137,

"type": "BACK_END",
"monitored_metrics": [],

"id": 141,
"server_component_name": "DBFarm",
"alert_notification": false,
"client_component_id": 140

L

"status": "ADDED",

"definition": [],
"client_component_name": "EndUsers",
"name": "Web",
"server_component_id": 139,

"type": "FRONT_END",

"locations": [

"host_group_type_id": 102,
"location_id": 174,
"host aronn id": 0



"host_group_type_id": 102,
"location_id": 175,
"host_group_id": 1

’

{
"host_group_type_id": 102,
"location_id": 176,
"host_group_id": 2

}

{

"host_group_type_id": 102,
"location_id": 177,
"host_group_id": 3

+

{
"host_group_type_id": 102,
"location_id": 178,
"host_group_id": 5

I

{

"host_group_type_id": 102,
"location_id": 179,
"host_group_id": 6
I
{
"host_group_type_id": 102,
"location_id": 180,
"host_group_id": 7
}
I
"monitored_metrics": [],
"id": 173,
"server_component_name": "WebVIP",
"alert_notification": false,
"client_component_id": 136,
"location_type": "SUBSET"
Do

"status": "ADDED",
"definition": [],
"client_component_name": "WebFarm",
"name": "DB",
"server_component_id": 140,
"type": "BACK_END",
"monitored_metrics": [],
"id": 147,
"server_component_name": "DB-VIP",
"alert_notification": false,
"client_component_id": 135

Bo

"status": "ADDED",
"definition": [],
"client_component_name": "WebFarm",
"name": "LDAP",
"server_component_id": 138,
"type": "BACK_END",
"monitored_metrics": [],
"id": 153,
"server_component_name": "LDAP-Servers",
"alert_notification": false,
"client_component_id": 135
3
I
"components": [
{
"definition": {
"within_hosts": [
"10.100.120.110",
"10.100.120.111",
"10.100.120.112"
]
}
"type": "LBRS",
"id": 135,
"name": "WebFarm"
}
{
"definition": {
"within_hosts": [
"0.0.0.0/0"
]
}
"type": "END_USERS",
"id": 136,



"name": "EndUsers"

Dr
{

"definition": {
"within_hosts": [
"10.100.203.130",
"10.100.203.131"
1
H
"type": "LBRS",
"id": 137,
"name": "DBFarm"
+
{
"definition": {
"within_hosts": [
"10.100.100.10"
|
+
"type": "SERVERS",
"id": 138,
"name": "LDAP-Servers"
+
{
"definition": {
"load_balancer": 1,
"vips": [
{
"protocol": 6,
"ipaddr": "10.100.120.100",
"port": 80
I
{

"protocol": 6,
"ipaddr": "10.100.120.100",
"port": 443
}
1
"snat_type": "ALWAYS",
"manual": false,
"snats": [
"10.100.120.108"
]
I
"type": "LBVS",
"id": 139,
"name": "WebVIP"
I
{

"definition": {
"load_balancer": 1,
"VipS": [

"protocol": 0,
"ipaddr": "10.100.202.120",
"port": 0

}

Ik

"snat_type": "ALWAYS",
"manual": false,

"snats": [
"10.100.202.128"
1
I
"type": "LBVS",
"id": 140,
"name": "DB-VIP"
}

I

"id": 192,

"alert_notification": {
"high_enabled": false,
"high_alert_recipient": "* Log Only",
"low_alert_recipient": "* Log Only",
"low_enabled": false

}
}
Property Name Type Description Notes
ServiceConfig <object> Object representing a business service.
ServiceConfig.alert_notification <object> Alert notification flag.
ServiceConfig.alert_notification. <string> High alert enabled flag.

high_enabled




ServiceConfig.alert_notification.

low_alert_recipient <string> Low alert recipient.
ServiceConfig.alert_notification. )
low enabled <string> Low alert enabled flag.
s%ggegchi‘:cl?p:te—:tc)tlﬂcat'on‘ <string> High alert recipient.
ServiceConfig.components <array of Service components.
<object>>
sﬁgzgiigggZ%%ongsaents <object> Components defined for this business service. Optional
seirsve/f\?igggf;i% Cpoor:sgtn]eigts <number> Service component id. Optional
sﬁgZ:iigggZ?ﬁ%ongsae;;;nition <object> Service component definition.
ServiceConfig.components .
. A . Optional; Values: NOT_USED,
[Sizivgli(éomponent].deflnltlon. <string> Snat type. SOMETIMES, ALWAYS
ServiceConfig.components <array of - .
[ServiceComponent].definition.vips <object>> Vips if any. Optional
ServiceConfig.components
[ServiceComponent].definition.vips <object> Load balancer virtual server. Optional
[LBVirtualServer]
ServiceConfig.components
[ServiceComponent].definition.vips <number> Port.
[LBVirtualServer].port
ServiceConfig.components
[ServiceComponent].definition.vips <number> Protocol.
[LBVirtualServer].protocol
ServiceConfig.components
[ServiceComponent].definition.vips <string> IP address.
[LBVirtualServer].ipaddr
ServiceConfig.components
[ServiceComponent].definition. <number> Load balancer if any. Optional
load_balancer
SerV/ce_Conf/g.components_ - <array of Hosts/subnets excluded from component definition .
[ServiceComponent].definition. . . Optional
outside hosts <string>> if any.
ServiceConfig.components
[ServiceComponent].definition. <string> Host/subnet string. Optional
outside_hosts[item]
ServiceConfig.components . )
[ServiceComponent].definition.manual <string> Manual flag. Optional
ServiceConfig.components <array of
[ServiceComponent].definition. <5m,ny>> Hosts/subnets included into component definition. | Optional
within_hosts g
ServiceConfig.components
[ServiceComponent].definition. <string> Host/subnet string. Optional
within_hosts[item]
ServiceConfig.components <array of . )
[ServiceComponent].definition.snats <string>> Snats if any. Optional
ServiceConfig.components
[ServiceComponent].definition.snats <string> Host/subnet string. Optional
[item]
ServiceConfig.components . .
[ServiceComponent].name <string> Service component name.
ServiceConfig.components <string> Service component type Values: END_USERS, SERVERS, LBVS,
[ServiceComponent].type g P ype. LBRS
ServiceConfig.segments <array of Service segments.
<object>>
ServiceConfig.segments[ServiceSegment] | <object> Segments defined for this business service. Optional
Se;rllgrie(r;“g;zgc;.ast?gr:nents[SerwceSegment]. <string> Alert notification flag.
Sei(rjwceConf/g.segmentS[SerVIceSegment]. <number> Service segment id. Optional
Serw_cej(_l“onﬁg.segments[SerwceSegment]. <array of Segment definition.
definition <string>>
Slzg;icrﬁggg[ﬁi?ésr:?ments[SerVIceSegment]. <string> Service segment definition. Optional
Sirlli/éii?:r::’g)jsgﬂeizts[SerwceSegment]. <number> Client component id. Optional
ServiceConfig.segments[ServiceSegment]. . . Optional; Values: ADDED, DROPPED,
<string> Service segment status.

status

UNDECIDED




Serwce_Canf/g.segments[SerwceSegment]. <array of Segment locations. Optional
locations <object>>
ServiceConfig.segments[ServiceSegment].
locations[SegmentLocation] <object> Segment locations. Optional
ServiceConfig.segments[ServiceSegment].
locations[SegmentLocation]. <number> Host group type id.
host_group_type_id
ServiceConfig.segments[ServiceSegment].
locations[SegmentLocation]. <number> Host group id.
host_group_id
SerV/chonf/g.segments[SgrwceSegmept]. <number> Location id. Optional
locations[SegmentLocation].location_id
ServiceConfig.segments[ServiceSegment]. .
<string> Server component name.
server_component_name
ServiceConfig.segments[ServiceSegment]. <string> Service segment name.
name
ServiceConfig.segments[ServiceSegment]. <string> Service segment type Optional; Values: FRONT_END,
type g 9 ype. BACK_END
Serwc_eConf/g.segments[SerwceSegment]. <arrfay of Monitored segment metrics.
monitored_metrics <object>>
ServiceConfig.segments[ServiceSegment]. , . .
monitored_metrics[SegmentMetric] <object> Segment metrics. Optional
Serwa_?Conf/g.segments[SerwceSegmgnt]. <number> Metric id.
monitored_metrics[SegmentMetric].id
5erwce_=Conf/g.segments[SerwceSegment]. <string> Location type. Optional; Values: ALL, SUBSET
location_type
SerV/ceConf/g,segmer}tS[SerVIceSegment]. <number> Server component id. Optional
server_component_id
Serl_//ceConf/g.segments[SerwceSegment]. <string> Client component name.
client_component_name
ServiceConfig.id <number> Service id. Optional
ServiceConfig.description <string> Service description.
ServiceConfig.name <string> Service name.
ServiceConfiglocked_by user id <number> ?cac:;nt id of the user currently editing this Service Optional
) ) - <array of . -
ServiceConfig.policies <object>> Service policies.
ServiceConfig.policies[ServicePolicy] <object> Policies defined for this business service. Optional
ServiceConfig.policies[ServicePolicy].id <number> Service policy id. Optional
SerV/.ceConf/g.poI|C|es[SerV|cePoI|cy]. <object> Tuning parameters.
tuning_parameters
SerV/_ceCcmf/g.poI|C|es_[SerV|cePoI|cy]. <number> Service policy parameter id.
tuning_parameters.id
SerV/.ceConﬁg.poI|C|es[SerV|cePoI|Fy]. <number> Service policy high tolerance threshold.
tuning_parameters.tolerance_high
ServiceConfig.policies[ServicePolicy]. . . .
: <string> Service policy parameter name.
tuning_parameters.name
SerV/.ceConf/g.poI|(:|es[5erV|cePoI|cy]. <number> Service policy low tolerance threshold.
tuning_parameters.tolerance_low
Servn_:eCanf/g.poI|C|es[Sng|cePol|cy]. <string> Service policy noise floor.
tuning_parameters.noise_floor
SerV/.ceConf/g.poI|(:|es[Serv.|cePoI|cy]. <number> Service policy duration.
tuning_parameters.duration
ServiceConfig.policies[ServicePolicy]. . . . .
: . <string> Service policy trigger on decreases.
tuning_parameters.trigger_on_decreases
ServiceConfig.policies[ServicePolicy]. . . . . .
: . . <string> Service policy trigger on increases.
tuning_parameters.trigger_on_increases
Se:g:izConﬂg.pol|C|es[SerV|cePoI|cy]. <string> Service policy name.

Response Body
On success, the server does not provide any body in the responses.

Services: Get components

Manage components of one business service.



Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> Starting element number. Optional
sortby <string> Sorting field name. Optional
sort <string> IS;oSrCtll)ng direction: 'asc' or 'desc' (default: Optional
limit <number> Number of rows to be returned. Optional

Response Body
On success, the server returns a response body with the following structure:

JSON



"id": number,

"definition": {
"snat_type": string,
"vips": [

"port": number,
"protocol": number,
"ipaddr": string
}
I
"load_balancer": number,
"outside_hosts": [
string
L
"manual": string,
"within_hosts": [
string
L
"snats": [
string
1
+
"name": string,
"type": string

]

Example:
[

{
"definition": {
"within_hosts": [
"1.1.1.0/24"
]
H
"type": "END_USERS",
"id": 1000,
"name": "Comp-1"

iz
{

"definition": {
"load_balancer": 1000,
"vips": [

{
"protocol": 0,
"ipaddr": "10.0.0.0/8",
"port": 0
}
Ik
"snat_type": "SOMETIMES",
"manual": false,
"snats": [
"10.8.0.1",
"10.8.0.96",
"10.8.0.200",
"10.8.0.205",
"10.9.0.1",
"10.9.0.96",
"10.10.8.96"
1

5

H
"type": "LBVS",
"id": 1001,
"name": "Comp-2"
To
{
"definition": {
"within_hosts": [
"1.1.3.0/24"
1
}
"type": "LBRS",
"id": 1002,
"name": "Comp-3"

}
1
Property Name Type Description Notes
ServiceComponentsList <array of List <_)f components defined for this business
<object>> service.
ServiceComponentsLisf{ServiceComponent] | <object> Components defined for this business service. Optional




ServiceComponentsLisf{ServiceComponent].

id <number> Service component id. Optional

ServiceComponentsList{ServiceComponent].

definition <object> Service component definition.

ServiceComponentsLisi{ServiceComponent]. Optional; Values: NOT_USED,

definition.snat_type <string> Snat type. SOMETIMES, ALWAYS
Serw.cej(,l‘omp.onentsust[SerwceComponent]. <arr'ay of Vips if any. Optional
definition.vips <object>>
ServiceComponentsLisf{ServiceComponent]. ) . .
definition.vips{LBVirtualServer] <object> Load balancer virtual server. Optional
ServiceComponentsList{ServiceComponent].
definition.vips[LBVirtualServer].port <number> Port.
ServiceComponentsLisi{ServiceComponent].
definition.vips[LBVirtualServer]. <number> Protocol.
protocol
ServiceComponentsLisf{ServiceComponent].
definition.vips[LBVirtualServer]. <string> IP address.
ipaddr
SerV/FQComponentsLlsﬂSerwceComponent]. <number> Load balancer if any. Optional
definition.load_balancer
ServiceComponentsLisf{ServiceComponent]. | <array of Hosts/subnets excluded from component .
N : ; L Optional
definition.outside_hosts <string>> definition if any.
ServiceComponentsLisi{ServiceComponent]. i . .
definition.outside_hosts{item] <string> Host/subnet string. Optional
ServiceComponentsLisf{ServiceComponent]. <string> Manual flag. Optional

definition.manual

ServiceComponentsList{ServiceComponent]. | <array of

definition.within_hosts <string>> Hosts/subnets included into component definition. | Optional

ServiceComponentsLisf{ServiceComponent].

definition.within_hosts[item] <string> Host/subnet string. Optional

ServiceComponentsLis{ServiceComponent]. | <array of

definition.snats <string>> Snats if any. Optional
Serw_ce?(,l‘omponen_tsL/st[SerwceComponent]. <string> Host/subnet string. Optional
definition.snats[item]
ServiceComponentsList{ServiceComponent]. . .
<string> Service component name.

name

ServiceComponentsLisi{ServiceComponent].
type

Values: END_USERS, SERVERS, LBVS,

<string> Service component type. LBRS

Services: List business services

List business services.

|ttt ittt ittt 1

! GET https://{device}/api/profiler/1.17/services?offset={number}&sortby={string}&sort={string} &limit={number} '

Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> Starting element number. Optional
sortby <string> Sorting field name. Optional
sort <string> IS;osrctll;g direction: 'asc' or 'desc' (default: Optional
limit <number> Number of rows to be returned. Optional

Response Body
On success, the server returns a response body with the following structure:

JSON



"id": number,
"status": string,
"description": string,
"name": string,
"error": string
}
1

Example:

i "id": 64, i
' “status": "MONITORED", 3
i "description": "Microsoft Exchange", ‘
' "name": "Exchange"

iz
{

"id": 128,

"status": "COMMITTING",
"description": "",
"name": "Sharepoint"

iz
{

"id": 32,
"status": "DISABLED",
"description": "Application",

"name": "ERP"
}
1
Property Name Type Description Notes
Servicelist <array of List of business services defined on Profiler.
<object>>
Servicelist{Servicelnfo] <object> Business service defined on Profiler. Optional
Servicelist{Servicelnfo].id <number> Service id.
ServiceList{Servicelnfo].status <string> Service state. Values: MONITORED, COMMITTING, ERROR,
DISABLED
Servicelist{Servicelnfo].description | <string> Service description.
Servicelist{Servicelnfo].name <string> Service name.
Servicelist{Servicelnfo].error <string> Commit error if any. Optional

Services: Update existing business service

Update existing business service.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

. "alert_notification": { i
' "high_enabled": string,
1 "low_alert_recipient": string, 4
"low_enabled": string,
"high_alert_recipient": string
- i
. "components": [
i { i
i "id": number, |
3 "definition": { 3
i "snat_type": string, '
"vips": [

"port": number,
"protocol": number,
"ipaddr": string



}
I
"load_balancer": number,

"outside_hosts": [
string
I
"manual": string,
"within_hosts": [
string
I
"snats": [
string
I
+
"name": string,
"type": string
}
I
"segments": [

"alert_notification": string,
"id": number,
"definition": [
string
L
"client_component_id": number,
"status": string,
"locations": [
{
"host_group_type_id": number,
"host_group_id": number,
"location_id": number
}
Il
"server_component_name": string,
"name": string,
"type": string,
"monitored_metrics": [
{
"id": number
}
I
"location_type": string,
"server_component_id": number,
"client_component_name": string
}
1
"id": number,
"description": string,
"name": string,
"locked_by_user_id": number,
"policies": [
{
"id": number,
"tuning_parameters": {
"id": number,
"tolerance_high": number,
"name": string,
"tolerance_low": number,
"noise_floor": string,
"duration": number,
"trigger_on_decreases": string,
"trigger_on_increases": string
H
"name": string
}
I
}

Example:
{
"policies": [
{
"tuning_parameters": {

"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4

"id": 352321689,
"name": "FinancePortal_Web-LB_UserExp_RspTime"
}
{...



"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
}
"id": 352321690,
"name": "FinancePortal_Web-LB_Effncy_TCPRsts"
H
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321691,
"name": "FinancePortal_Web-LB_Effncy_TCPRetransBW"
}
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321692,
"name": "FinancePortal_Web-LB_Conn_ActiveConns"
bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321721,
"name": "FinancePortal_DB-LB_UserExp_RspTime"
Bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321722,
"name": "FinancePortal_DB-LB_Effncy_TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321723,
"name": "FinancePortal_DB-LB_Effncy_TCPRetransBW"
Io
{

"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
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"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,

"id": 11
+
"id": 352321724,

"name": "FinancePortal_DB-LB_Conn_ActiveConns"
I
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321725,

"name": "FinancePortal_Web_Seattle_UserExp_RspTime"
+
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321726,

"name": "FinancePortal_Web_LosAngeles_UserExp_RspTime"
I
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321727,

"name": "FinancePortal_Web_Phoenix_UserExp_RspTime"
+
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
+
"id": 352321728,

"name": "FinancePortal_Web_Columbus_UserExp_RspTime"
I
{

"tuning_parameters": {

"noise_floor": 0,

"name": "resp",

"trigger_on_increases": true,

"trigger_on_decreases": false,

"duration": 1,

"tolerance_high": 8,

"tolerance_low": 7,

"id": 4
+

"id": 352321729,
"name": "FinancePortal_Web_Austin_UserExp_RspTime"

h
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance hiah": 8



"tolerance_low": 7,
"id": 4
I
"id": 352321730,
"name": "FinancePortal_Web_Philadelphia_UserExp_RspTime"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321731,
"name": "FinancePortal_Web_Hartford_UserExp_RspTime"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
+
"id": 352321732,
"name": "FinancePortal_Web_Seattle_Effncy TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321733,
"name": "FinancePortal_Web_LosAngeles_Effncy TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
+
"id": 352321734,
"name": "FinancePortal_Web_Phoenix_Effncy_TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
+
"id": 352321735,
"name": "FinancePortal_Web_Columbus_Effncy_TCPRsts"
I
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5

I



"id": 352321736,
"name": "FinancePortal_Web_Austin_Effncy_TCPRsts"
Io
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321737,
"name": "FinancePortal_Web_Philadelphia_Effncy_TCPRsts"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321738,
"name": "FinancePortal_Web_Hartford_Effncy_TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321739,
"name": "FinancePortal_Web_Seattle_Effncy TCPRetransBW"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321740,
"name": "FinancePortal_Web_LosAngeles_Effncy TCPRetransBW"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
+
"id": 352321741,
"name": "FinancePortal_Web_Phoenix_Effncy_TCPRetransBW"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321742,
"name": "FinancePortal_Web_Columbus_Effncy_TCPRetransBW"
Do



{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321743,
"name": "FinancePortal_Web_Austin_Effncy_TCPRetransBW"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321744,
"name": "FinancePortal_Web_Philadelphia_Effncy TCPRetransBW"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321745,
"name": "FinancePortal_Web_Hartford_Effncy TCPRetransBW"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321746,
"name": "FinancePortal_Web_Seattle_Conn_ActiveConns"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
+
"id": 352321747,
"name": "FinancePortal_Web_LosAngeles_Conn_ActiveConns"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321748,
"name": "FinancePortal_Web_Phoenix_Conn_ActiveConns"

b
{

"tuning_parameters": {
"noise_floor": 0,



"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321749,
"name": "FinancePortal_Web_Columbus_Conn_ActiveConns"
}
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
2
"id": 352321750,
"name": "FinancePortal_Web_Austin_Conn_ActiveConns"
}
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
h
"id": 352321751,
"name": "FinancePortal_Web_Philadelphia_Conn_ActiveConns"
.
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321752,
"name": "FinancePortal_Web_Hartford_Conn_ActiveConns"
Bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321753,
"name": "FinancePortal_DB_Conn_ActiveConns"
B
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
}
"id": 352321754,
"name": "FinancePortal_DB_UserExp_RspTime"

h
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
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"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
+
"id": 352321755,
"name": "FinancePortal_DB_Effncy_TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321756,
"name": "FinancePortal_DB_Effncy TCPRetransBW"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321757,
"name": "FinancePortal_LDAP_Effncy_TCPRsts"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321758,
"name": "FinancePortal_LDAP_Effncy_TCPRetransBW"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
+
"id": 352321759,
"name": "FinancePortal_LDAP_Conn_ActiveConns"
+
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
+
"id": 352321760,
"name": "FinancePortal_LDAP_UserExp_RspTime"
}
I
"name": "Service_A",
"description": "Finance application",
"segments": [

"status": "ADDED",

"definition": [],
"client_component_name": "WebVIP",
"name": "Web-LB",

"server comnonent id": 135



"type": "BACK_END",
"monitored_metrics": [],
"id": 186,
"server_component_name": "WebFarm",
"alert_notification": false,
"client_component_id": 139

Bo

"status": "ADDED",
"definition": [],
"client_component_name": "DB-VIP",
"name": "DB-LB",
"server_component_id": 137,
"type": "BACK_END",
"monitored_metrics": [],
"id": 141,
"server_component_name": "DBFarm",
"alert_notification": false,
"client_component_id": 140

|5

"status": "ADDED",
"definition": [1,
"client_component_name": "EndUsers",
"name": "Web",
"server_component_id": 139,
"type": "FRONT_END",
"locations": [
{
"host_group_type_id": 102,
"location_id": 174,
"host_group_id": 0
b
{

"host_group_type_id": 102,
"location_id": 175,
"host_group_id": 1

}

{
"host_group_type_id": 102,
"location_id": 176,
"host_group_id": 2

H

{

"host_group_type_id": 102,
"location_id": 177,
"host_group_id": 3

}

{
"host_group_type_id": 102,
"location_id": 178,
"host_group_id": 5

I

{

"host_group_type_id": 102,
"location_id": 179,
"host_group_id": 6
}
{
"host_group_type_id": 102,
"location_id": 180,
"host_group_id": 7
}
I
"monitored_metrics": [],
"id": 173,
"server_component_name": "WebVIP",
"alert_notification": false,
"client_component_id": 136,
"location_type": "SUBSET"
|

"status": "ADDED",

"definition": [],
"client_component_name": "WebFarm",
"name": "DB",
"server_component_id": 140,

"type": "BACK_END",
"monitored_metrics": [],

"id": 147,
"'server_component_name": "DB-VIP",
"alert_notification": false,
"client_component_id": 135

b
{

"status": "ADDED",
"definition": [],



"client_component_name": "WebFarm",
"name": "LDAP",
"server_component_id": 138,
"type": "BACK_END",
"monitored_metrics": [],
"id": 153,
"server_component_name": "LDAP-Servers",
"alert_notification": false,
"client_component_id": 135
}
I
"components": [

"definition": {
"within_hosts": [
"10.100.120.110",
"10.100.120.111",
"10.100.120.112"
1
I
"type": "LBRS",
"id": 135,
"name": "WebFarm"

b
{

"definition": {
"within_hosts": [
"0.0.0.0/0"
]
I
"type": "END_USERS",
"id": 136,
"name": "EndUsers"

h
{

"definition": {
"within_hosts": [
"10.100.203.130",
"10.100.203.131"
1
+
"type": "LBRS",
"id": 137,
"name": "DBFarm"
+
{
"definition": {
"within_hosts": [
"10.100.100.10"
1
+
"type": "SERVERS",
"id": 138,
"name": "LDAP-Servers"
+
{
"definition": {
"load_balancer": 1,
"vips": [
{
"protocol": 6,
"ipaddr": "10.100.120.100",
"port": 80
bo
{

"protocol": 6,
"ipaddr": "10.100.120.100",
"port": 443
}
1
"snat_type": "ALWAYS",
"manual": false,
"snats": [
"10.100.120.108"
1
+
"type": "LBVS",
"id": 139,
"name": "WebVIP"
+
{

"definition": {
"load_balancer": 1,
"vips": [
{
"protocol": 0,
"ipaddr": "10.100.202.120",



"port": 0

}
1
"snat_type": "ALWAYS",
"manual": false,
"snats": [

"10.100.202.128"
1

I3
"type": "LBVS",
"id": 140,
"name": "DB-VIP"
}
"id": 192,

"alert_notification": {
"high_enabled": false,

"high_alert_recipient": "* Log Only",

"low_alert_recipient": "* Log Only",
"low_enabled": false

}
}

Property Name Type Description Notes
ServiceConfig <object> Object representing a business service.
ServiceConfig.alert_notification <object> Alert notification flag.

Sehrilggesr?antl;’/li.gIert_notlflcatlon. <string> High alert enabled flag.
ServiceConfig.alert_notification. . o
low_alert_recipient <string> Low alert recipient.
Selgl\/nllciggglﬁe%aIert_notlflcatlon. <string> Low alert enabled flag.
Se;glgﬁe;ch‘/gscliepritg::tlﬂcatlon. <string> High alert recipient.
ServiceConfig.components <array of Service components.
<object>>
seiggffiggﬁ;c,)oonggsaents <object> Components defined for this business service. Optional
Se[rsve’fiigggggr‘]?or:gstn]eigts <number> Service component id. Optional
seirsvef\?igggzér]ﬁcpoorzsr?tr}e;;fsinition <object> Service component definition.
ServiceConfig.components .
. L i Optional; Values: NOT_USED,
[Sieartvg?)(;omponent].def|n|t|on. <string> Snat type. SOMETIMES, ALWAYS
ServiceConfig.components <array of - )
[ServiceComponent].definition.vips <object>> Vips if any. Optional
ServiceConfig.components
[ServiceComponent].definition.vips <object> Load balancer virtual server. Optional
[LBVirtualServer]
ServiceConfig.components
[ServiceComponent].definition.vips <number> Port.
[LBVirtualServer].port
ServiceConfig.components
[ServiceComponent].definition.vips <number> Protocol.
[LBVirtualServer].protocol
ServiceConfig.components
[ServiceComponent].definition.vips <string> IP address.
[LBVirtualServer].ipaddr
ServiceConfig.components
[ServiceComponent].definition. <number> Load balancer if any. Optional
load_balancer
SerV/ce'Conf/g.componentS_ " <array of Hosts/subnets excluded from component definition )
[ServiceComponent].definition. . . Optional
outside hosts <string>> if any.
ServiceConfig.components
[ServiceComponent].definition. <string> Host/subnet string. Optional
outside_hosts[item]
ServiceConfig.components . .
[ServiceComponent].definition.manual <string> Manual flag. Optional
ServiceConfig.components <array of
[ServiceComponent].definition. <str/ny>> Hosts/subnets included into component definition. | Optional
within_hosts g
ServiceConfig.components
[ServiceComponent].definition. <string> Host/subnet string. Optional

within_hosts[item]




ServiceConfig.components <array of Snats if any. Optional
[ServiceComponent].definition.snats <string>>
ServiceConfig.components
[ServiceComponent].definition.snats <string> Host/subnet string. Optional
[item]
ServiceConfig.components . .
. <string> Service component name.
[ServiceComponent].name
ServiceConfig.components <string> Service component type Values: END_USERS, SERVERS, LBVS,
[ServiceComponent].type g P ype. LBRS
ServiceConfig.segments <array of Service segments.
<object>>
ServiceConfig.segments[ServiceSegment] | <object> Segments defined for this business service. Optional
SerwceCan_f{g.sggments[SerwceSegment]. <string> Alert notification flag.
alert_notification
Sei’gV/ceConf/g.segments[SerwceSegment]. <number> Service segment id. Optional
SerV/FQCanﬁg.segments[SerwceSegment]. <array of Segment definition.
definition <string>>
Serw_ce_Clonf/_g.segmentS[SerVIceSegment]. <string> Service segment definition. Optional
definition[item]
Serl_//ceConf/g.segmelnts[SerwceSegment]. <number> Client component id. Optional
client_component_id
ServiceConfig.segments[ServiceSegment]. <string> Service segment status Optional; Values: ADDED, DROPPED,
status g 9 : UNDECIDED
Serwce_‘Conﬁg.segments[SerwceSegment]. <array of Segment locations. Optional
locations <object>>
Serwce_’Conf/g,segments[S_erwceSegment]. <object> Segment locations. Optional
locations[SegmentLocation]
ServiceConfig.segments[ServiceSegment].
locations[SegmentLocation]. <number> Host group type id.
host_group_type_id
ServiceConfig.segments[ServiceSegment].
locations[SegmentLocation]. <number> Host group id.
host_group_id
Serwchonf/g.segments[S_erwceSegmept]. <number> Location id. Optional
locations[SegmentLocation].location_id
ServiceConfig.segments[ServiceSegment]. i
<string> Server component name.
server_component_name
ServiceConfig.segments[ServiceSegment]. <string> Service segment name.
name
ServiceConfig.segments[ServiceSegment]. <string> Service segment type Optional; Values: FRONT_END,
type g 9 ype. BACK_END
SerV/c§=Conﬂg.segments[SerV|ceSegment]. <array of Monitored segment metrics.
monitored_metrics <object>>
ServiceConfig.segments[ServiceSegment]. X . .
monitored_metrics[SegmentMetric] <object> Segment metrics. Optional
SerV/chonﬂg.segrnents[SerwceSegmgnt]. <number> Metric id.
monitored_metrics[SegmentMetric].id
Serwce_‘Canflg.segments[SerwceSegment]. <string> Location type. Optional; Values: ALL, SUBSET
location_type
SerV/ceConf/g.segmer)ts[SerwceSegment]. <number> Server component id. Optional
server_component_id
Sern_//ceCanf/g.segments[SerwceSegment]. <string> Client component name.
client_component_name
ServiceConfig.id <number> Service id. Optional
ServiceConfig.description <string> Service description.
ServiceConfig.name <string> Service name.
ServiceConfig.locked_by_user_id <number> ?cacr?;nt id of the user currently editing this Service Optional
. , - <array of . -
ServiceConfig.policies <object>> Service policies.
ServiceConfig.policies[ServicePolicy] <object> Policies defined for this business service. Optional
ServiceConfig.policies[ServicePolicy].id <number> Service policy id. Optional
SerV/_ceConf/g.poI|C|es[SerV|cePoI|cy]. <object> Tuning parameters.
tuning_parameters
SerV/_ceConf/g,poI|C|es_[SerV|cePoI|cy]. <number> Service policy parameter id.
tuning_parameters.id
ServiceConfig.policies[ServicePolicy]. <number> Service policy high tolerance threshold.

tuning_parameters.tolerance_high




ServiceConfig.policies[ServicePolicy].

name

: ing> i i .
tuning_parameters.name <string. Service policy parameter name
SerV/.ceConf/g.poI|C|es[SerV|cePoI|cy]. <number> Service policy low tolerance threshold.
tuning_parameters.tolerance_low
SerV/.ceConf/g.poI|C|es[S§rV|cePoI|cy]. <string> Service policy noise floor.
tuning_parameters.noise_floor
SerV/_ceCOnf/g.poI|C|es[Serv_|cePoI|cy]. <number> Service policy duration.
tuning_parameters.duration
ServiceConfig.policies[ServicePolicy]. . . ) .
: . <string> Service policy trigger on decreases.
tuning_parameters.trigger_on_decreases
ServiceConfig.policies[ServicePolicy]. . . . . .
. . ) <string> Service policy trigger on increases.
tuning_parameters.trigger_on_increases
ServiceConfig.policies[ServicePolicy]. <string> Service policy name.

Response Body

On success, the server does not provide any body in the responses.

Services: List business service

List business service.

Authorization

This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

"alert_notification": {
"high_enabled": string,
"low_alert_recipient": string,
"low_enabled": string,
"high_alert_recipient": string

1o

"components": [

{
"id": number,
"definition": {
"snat_type": string,
"vips": [

"port": number,
"protocol": number,
"ipaddr": string
}
I
"load_balancer": number,
"outside_hosts": [
string
I
"manual": string,
"within_hosts": [
string
I
"snats": [
string
1
+
"name": string,
"type": string

1
"'segments": [
{
"alert_notification": string,
"id": number,
"definition": [
string

I
"client_component_id": number,
"status": string,
"locations": T



"host_group_type_id": number,
"host_group_id": number,
"location_id": number
}
1,
"server_component_name": string,
"name": string,
"type": string,
"monitored_metrics": [
{
"id": number
}
1,
"location_type": string,
"server_component_id": number,
"client_component_name": string
}
I
"id": number,
"description": string,
"name": string,
"locked_by_user_id": number,
"policies": [
{
"id": number,
"tuning_parameters": {
"id": number,
"tolerance_high": number,
"name": string,
"tolerance_low": number,
"noise_floor": string,
"duration": number,
"trigger_on_decreases": string,
"trigger_on_increases": string
Bo
"name": string
}
1
}

Example:

"policies": [
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4

"id": 352321689,
"name": "FinancePortal_Web-LB_UserExp_RspTime"

b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5

"id": 352321690,

"name": "FinancePortal_Web-LB_Effncy_TCPRsts"
}
{

"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9

"id": 352321691,

"name": "FinancePortal_Web-LB_Effncy_TCPRetransBW"
¥
{



"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
H
"id": 352321692,
"name": "FinancePortal_Web-LB_Conn_ActiveConns"
B
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321721,
"name": "FinancePortal_DB-LB_UserExp_RspTime"
o
{
"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
}
"id": 352321722,
"name": "FinancePortal_DB-LB_Effncy_TCPRsts"
Do
{

"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321723,
"name": "FinancePortal_DB-LB_Effncy_TCPRetransBW"
I
{

"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321724,
"name": "FinancePortal_DB-LB_Conn_ActiveConns"
|
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
h
"id": 352321725,
"name": "FinancePortal_Web_Seattle_UserExp_RspTime"
}
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp”,



"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
I
"id": 352321726,
"name": "FinancePortal_Web_LosAngeles_UserExp_RspTime"
Bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp”,
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
}
"id": 352321727,
"name": "FinancePortal_Web_Phoenix_UserExp_RspTime"
o
{
"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
.
"id": 352321728,
"name": "FinancePortal_Web_Columbus_UserExp_RspTime"

b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4

}

"id": 352321729,

"name": "FinancePortal_Web_Austin_UserExp_RspTime"

b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
}
"id": 352321730,
"name": "FinancePortal_Web_Philadelphia_UserExp_RspTime"
H
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4
h
"id": 352321731,
"name": "FinancePortal_Web_Hartford_UserExp_RspTime"
}
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,

ML_t_ o __ t_iu oA



“tolerance_nign-: s,
"tolerance_low": 7,
"id": 5

}

"id": 352321732,

"name": "FinancePortal_Web_Seattle_Effncy_TCPRsts"

Bo

{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I

"id": 352321733,

"name": "FinancePortal_Web_LosAngeles_Effncy_TCPRsts"

b

{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
.

"id": 352321734,

"name": "FinancePortal_Web_Phoenix_Effncy_TCPRsts"

L

{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
}
"id": 352321735,
"name": "FinancePortal_Web_Columbus_Effncy_TCPRsts"
Io
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
}
"id": 352321736,
"name": "FinancePortal_Web_Austin_Effncy TCPRsts"
H
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
2
"id": 352321737,
"name": "FinancePortal_Web_Philadelphia_Effncy_TCPRsts"
o
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5



I
"id": 352321738,
"name": "FinancePortal_Web_Hartford_Effncy_TCPRsts"
Bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321739,
"name": "FinancePortal_Web_Seattle_Effncy_TCPRetransBW"
B
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321740,
"name": "FinancePortal_Web_LosAngeles_Effncy_TCPRetransBW"
b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321741,
"name": "FinancePortal_Web_Phoenix_Effncy_TCPRetransBW"
Iro
{

"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321742,
"name": "FinancePortal_Web_Columbus_Effncy TCPRetransBW"
.
{

"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321743,
"name": "FinancePortal_Web_Austin_Effncy_ TCPRetransBW"
1
{

"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321744,
"name": "FinancePortal_Web_Philadelphia_Effncy TCPRetransBW"
Y.



{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
I
"id": 352321745,
"name": "FinancePortal_Web_Hartford_Effncy_TCPRetransBW"
B
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321746,
"name": "FinancePortal_Web_Seattle_Conn_ActiveConns"
o
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321747,
"name": "FinancePortal_Web_LosAngeles_Conn_ActiveConns"

h
{

"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11

}

"id": 352321748,

"name": "FinancePortal_Web_Phoenix_Conn_ActiveConns"

b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321749,
"name": "FinancePortal_Web_Columbus_Conn_ActiveConns"
|
{

"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321750,
"name": "FinancePortal_Web_Austin_Conn_ActiveConns"
}
{

"tuning_parameters": {
"noise_floor": 0,



"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321751,
"name": "FinancePortal_Web_Philadelphia_Conn_ActiveConns"
Bo
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
}
"id": 352321752,
"name": "FinancePortal_Web_Hartford_Conn_ActiveConns"
b
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
.
"id": 352321753,
"name": "FinancePortal_DB_Conn_ActiveConns"

b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4

}

"id": 352321754,

"name": "FinancePortal_DB_UserExp_RspTime"

b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
}
"id": 352321755,
"name": "FinancePortal_DB_Effncy_TCPRsts"
|
{

"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
}
"id": 352321756,
"name": "FinancePortal_DB_Effncy_TCPRetransBW"
}
{

"tuning_parameters": {
"noise_floor": 0,
"name": "rsts",
"trigger_on_increases": true,
"trigger_on_decreases": false,



"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 5
I
"id": 352321757,
"name": "FinancePortal_LDAP_Effncy_TCPRsts"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9
+
"id": 352321758,
"name": "FinancePortal_LDAP_Effncy_TCPRetransBW"
I
{
"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11
I
"id": 352321759,
"name": "FinancePortal_LDAP_Conn_ActiveConns"

b
{

"tuning_parameters": {
"noise_floor": 0,
"name": "resp",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 4

}

"id": 352321760,

"name": "FinancePortal_LDAP_UserExp_RspTime"

}

I

"name": "Service_A",

"description": "Finance application",

"segments": [

"status": "ADDED",

"definition": [],
"client_component_name": "WebVIP",
"name": "Web-LB",
"server_component_id": 135,

"type": "BACK_END",
"monitored_metrics": [],

"id": 186,
"server_component_name": "WebFarm",
"alert_notification": false,
"client_component_id": 139

Dr

"status": "ADDED",
"definition": [1,
"client_component_name": "DB-VIP",
"name": "DB-LB",
"server_component_id": 137,
"type": "BACK_END",
"monitored_metrics": [],
"id": 141,
"server_component_name": "DBFarm",
"alert_notification": false,
"client_component_id": 140

}

{

"status": "ADDED",

"definition": [],
"client_component_name": "EndUsers",
"name": "Web",
"server_component_id": 139,

"type": "FRONT_END",



“10Cations™: |
{
"host_group_type_id": 102,
"location_id": 174,
"host_group_id": 0
I
{

"host_group_type_id": 102,
"location_id": 175,
"host_group_id": 1

}

{
"host_group_type_id": 102,
"location_id": 176,
"host_group_id": 2

I

{

"host_group_type_id": 102,
"location_id": 177,
"host_group_id": 3

b

{
"host_group_type_id": 102,
"location_id": 178,
"host_group_id": 5

I

{
"host_group_type_id": 102,
"location_id": 179,
"host_group_id": 6

b

{

"host_group_type_id": 102,
"location_id": 180,
"host_group_id": 7
}
Ik
"monitored_metrics": [],
"id": 173,
"server_component_name": "WebVIP",
"alert_notification": false,
"client_component_id": 136,
"location_type": "SUBSET"
bo

"status": "ADDED",

"definition": [],
"client_component_name": "WebFarm",
"name": "DB",
"server_component_id": 140,

"type": "BACK_END",
"monitored_metrics": [],

"id": 147,
"server_component_name": "DB-VIP",
"alert_notification": false,
"client_component_id": 135

b
{

"status": "ADDED",
"definition": [],
"client_component_name": "WebFarm",
"name": "LDAP",
"server_component_id": 138,
"type": "BACK_END",
"monitored_metrics": [],
"id": 153,
"server_component_name": "LDAP-Servers",
"alert_notification": false,
"client_component_id": 135
}
1
"components": [
{
"definition": {
"within_hosts": [
"10.100.120.110",
"10.100.120.111"%,
"10.100.120.112"
]
I
"type": "LBRS",
"id": 135,
"name": "WebFarm"
Do
{
"definition": {
"within_hosts": [
"nNnnNnnin"
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]
+
"type": "END_USERS",
"id": 136,

"name": "EndUsers"

b
{

"definition": {
"within_hosts": [
"10.100.203.130",
"10.100.203.131"
1
+
"type": "LBRS",
"id": 137,
"name": "DBFarm"
+
{
"definition": {
"within_hosts": [
"10.100.100.10"
1
I
"type": "SERVERS",
"id": 138,
"name": "LDAP-Servers"

"definition": {
"load_balancer": 1,
"vips": [

"protocol": 6,
"ipaddr": "10.100.120.100",
"port": 80
1o
{
"protocol": 6,
"ipaddr": "10.100.120.100",
"port": 443
}
]’
"snat_type": "ALWAYS",
"manual": false,
"snats": [
"10.100.120.108"
1
+
"type": "LBVS",
"id": 139,
"name": "WebVIP"

"definition": {
"load_balancer": 1,
"vips": [
{
"protocol": 0,
"ipaddr": "10.100.202.120",
"port": 0
}
1

"snat_type": "ALWAYS",
"manual": false,
"snats": [

"10.100.202.128"
1
I
"type": "LBVS",
"id": 140,
"name": "DB-VIP"
}

I

"id": 192,

"alert_notification": {
"high_enabled": false,
"high_alert_recipient": "* Log Only",
"low_alert_recipient": "* Log Only",
"low_enabled": false

Property Name

Type

Description

ServiceConfig

<object>

Object representing a business service.




ServiceConfig.alert_notification <object> Alert notification flag.
Se;ﬁlgﬁeggg;)‘/ggIert_notlflcatlon. <string> High alert enabled flag.
ServiceConfig.alert_notification. . -
low_alert_recipient <string> Low alert recipient.
Sel’gl;\/lciggg(/egd.aIert_notlflcatlon. <string> Low alert enabled flag.
Siril;/ge;(;:é‘/%eaclieprite_rr:touﬂcatlon. <string> High alert recipient.
ServiceConfig.components <array of Service components.
<object>>
sﬁg‘gfiiggg]z%?orzgsaents <object> Components defined for this business service. Optional
Si;lgffigggzg; i)oor:é)gtr;eizts <number> Service component id. Optional
s?glgfiigggzgﬁ(;)oo?gstqe;;fsinition <object> Service component definition.
ServiceConfig.components .
) A . Optional; Values: NOT_USED,
[Sizrtvg%(éomponent].deflnltlon. <string> Snat type. SOMETIMES, ALWAYS
ServiceConfig.components <array of - .
[ServiceComponent].definition.vips <object>> Vips if any. Optional
ServiceConfig.components
[ServiceComponent].definition.vips <object> Load balancer virtual server. Optional
[LBVirtualServer]
ServiceConfig.components
[ServiceComponent].definition.vips <number> Port.
[LBVirtualServer].port
ServiceConfig.components
[ServiceComponent].definition.vips <number> Protocol.
[LBVirtualServer].protocol
ServiceConfig.components
[ServiceComponent].definition.vips <string> IP address.
[LBVirtualServer].ipaddr
ServiceConfig.components
[ServiceComponent].definition. <number> Load balancer if any. Optional
load_balancer
Serwce.Conf/g.components. " <array of Hosts/subnets excluded from component definition .
[ServiceComponent].definition. . . Optional
outside hosts <string>> if any.
ServiceConfig.components
[ServiceComponent].definition. <string> Host/subnet string. Optional
outside_hosts[item]
ServiceConfig.components . )
[ServiceComponent].definition.manual <string> Manual flag. Optional
ServiceConfig.components <array of
[ServiceComponent].definition. <5m,ny>> Hosts/subnets included into component definition. | Optional
within_hosts g
ServiceConfig.components
[ServiceComponent].definition. <string> Host/subnet string. Optional
within_hosts[item]
ServiceConfig.components <array of . .
[ServiceComponent].definition.snats <string>> Snats if any. Optional
ServiceConfig.components
[ServiceComponent].definition.snats <string> Host/subnet string. Optional
[item]
ServiceConfig.components . .
[ServiceComponent].name <string> Service component name.
ServiceConfig.components <string> Service component type Values: END_USERS, SERVERS, LBVS,
[ServiceComponent].type 9 P Ype. LBRS
ServiceConfig.segments <arrfay of Service segments.
<object>>
ServiceConfig.segments[ServiceSegment] | <object> Segments defined for this business service. Optional
Se;rllgrie(r;“g;zg.ast?gr:nents[SerwceSegment]. <string> Alert notification flag.
Sei(rjwceConf/g,segments[SerwceSegment]. <number> Service segment id. Optional
SerV/_cejConﬁg.segments[SerwceSegment]. <array of Segment definition.
definition <string>>
serviceConfig segments[Servicesegment]. <string> Service segment definition. Optional

definition[item]




Serl_//ceCanf/g.segmelnts[SerwceSegment]. <number> Client component id. Optional
client_component_id
ServiceConfig.segments[ServiceSegment]. | <string> Service segment status. Optional; Values: ADDED, DROPPED,
status UNDECIDED
Serwce_Canf/g.segments[SerwceSegment]. <array of Segment locations. Optional
locations <object>>
SerV/CQConﬂg.segments[S.erwceSegment]. <object> Segment locations. Optional
locations[SegmentLocation]
ServiceConfig.segments[ServiceSegment].
locations[SegmentLocation]. <number> Host group type id.
host_group_type_id
ServiceConfig.segments[ServiceSegment].
locations[SegmentLocation]. <number> Host group id.
host_group_id
Serwce_‘Canﬁg.segments[S_erwceSeg_mept]. <number> Location id. Optional
locations[SegmentLocation].location_id
ServiceConfig.segments[ServiceSegment]. .
<string> Server component name.
server_component_name
ServiceConfig.segments[ServiceSegment]. <string> Service segment name.
name
ServiceConfig.segments[ServiceSegment]. <string> Service segment type Optional; Values: FRONT_END,
type 9 9 Ype. BACK_END
SerV/C{:‘Conf/g.segments[SerV|ceSegment]. <array of Monitored segment metrics.
monitored_metrics <object>>
ServiceConfig.segments[ServiceSegment]. . . .
monitored_metrics[SegmentMetric] <object> Segment metrics. Optional
SerV/C{:'Conf/g.segments[SerwceSegmgnt]. <number> Metric id.
monitored_metrics[SegmentMetric].id
SerV/ce_’Conf/g,segments[SerwceSegment]. <string> Location type. Optional; Values: ALL, SUBSET
location_type
SerV/ceConf/g.segmer?ts[SerwceSegment]. <number> Server component id. Optional
server_component_id
Sen_//ceConf/g,segments[SerwceSegment]. <string> Client component name.
client_component_name
ServiceConfig.id <number> Service id. Optional
ServiceConfig.description <string> Service description.
ServiceConfig.name <string> Service name.
ServiceConfiglocked_by_user id <number> ﬁcac:;nt id of the user currently editing this Service Optional
. ) - <array of . -
ServiceConfig.policies <object>> Service policies.
ServiceConfig.policies[ServicePolicy] <object> Policies defined for this business service. Optional
ServiceConfig.policies[ServicePolicyl.id <number> Service policy id. Optional
Serw_ceCanf/g.poI|C|es[SerV|cePoI|cy]. <object> Tuning parameters.
tuning_parameters
SerV/.ceConﬂg.poI|C|es.[SerV|cePoI|cy]. <number> Service policy parameter id.
tuning_parameters.id
Servn_:eCanf/g.poI|C|es[SerV|cePoI|_cy]. <number> Service policy high tolerance threshold.
tuning_parameters.tolerance_high
ServiceConfig.policies[ServicePolicy]. . . )
: <string> Service policy parameter name.
tuning_parameters.name
Servn_:eCanf/g.poI|C|es[SerV|cePoI|cy]. <number> Service policy low tolerance threshold.
tuning_parameters.tolerance_low
SerV/.ceConf/g.poI|C|es[Sng|cePoI|cy]. <string> Service policy noise floor.
tuning_parameters.noise_floor
Servn_:eConf/g.poI|C|es[Serv_|cePo||cy]. <number> Service policy duration.
tuning_parameters.duration
ServiceConfig.policies[ServicePolicy]. . . . .
: . <string> Service policy trigger on decreases.
tuning_parameters.trigger_on_decreases
ServiceConfig.policies[ServicePolicy]. . . . . .
: . . <string> Service policy trigger on increases.
tuning_parameters.trigger_on_increases
Senrgzgzconf/g.pol|C|es[SerV|cePoI|cy]. <string> Service policy name.

Services: Get service thumbnail

Get service diagram as a PNG image.



Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
width <number> Image width in pixels (570 by Optional
default).
. Image height in pixels (270 by .
height <number> default). Optional

Response Body
On success, the server does not provide any body in the responses.

Services: Get policies

Manage policies of one business service.

Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> Starting element number. Optional
sortby <string> Sorting field name. Optional
sort <string> ?a(;rctli;g direction: 'asc' or 'desc' (default: Optional
limit <number> Number of rows to be returned. Optional

Response Body

On success, the server returns a response body with the following structure:

JSON



}
]

[
{

}
{

}
{

"id": number,

"tuning_parameters": {
"id": number,
"tolerance_high": number,
"name": string,
"tolerance_low": number,
"noise_floor": string,
"duration": number,
"trigger_on_decreases": string,
"trigger_on_increases": string

I

"name": string

Example:

"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11

}

"id": 352321572,

"name": "Srv-1_Seg-1_Conn_ActiveConns"

’

"tuning_parameters": {
"noise_floor": 0,
"name": "retransbw",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 9

Bo

"id": 352321573,

"name": "Srv-1_Seg-1_Effncy_TCPRetransBW"

’

"tuning_parameters": {
"noise_floor": 0,
"name": "conns_active",
"trigger_on_increases": true,
"trigger_on_decreases": false,
"duration": 1,
"tolerance_high": 8,
"tolerance_low": 7,
"id": 11

}

"id": 352321574,

"name": "Srv-1_Seg-2_Boston_Conn_ActiveConns"

Property Name Type

Description

<array of

ServicePoliciesList

<object>>

List of service policies defined for this business
service.

ServicePoliciesList{ServicePolicy]

<object>

Policies defined for this business service.

Optional

ServicePoliciesList{ServicePolicy].id

<number>

Service policy id.

Optional

ServicePoliciesList{ServicePolicy].
tuning_parameters

<object>

Tuning parameters.

ServicePoliciesList{ServicePolicy].
tuning_parameters.id

<number>

Service policy parameter id.

ServicePoliciesList{ServicePolicy].
tuning_parameters.tolerance_high

<number>

Service policy high tolerance threshold.

ServicePoliciesList{ServicePolicy].
tuning_parameters.name

<string>

Service policy parameter name.

ServicePoliciesList{ServicePolicy].
tuning_parameters.tolerance_low

<number>

Service policy low tolerance threshold.

ServicePoliciesList{ServicePolicy].
tuning_parameters.noise_floor

<string>

Service policy noise floor.




ServicePoliciesList{ServicePolicy]. . . )
: . <number> Service policy duration.
tuning_parameters.duration
ServicePoliciesList{ServicePolicy]. i . . .
X . <string> Service policy trigger on decreases.
tuning_parameters.trigger_on_decreases
ServicePoliciesList{ServicePolicy]. i . . . .
: . ; <string> Service policy trigger on increases.
tuning_parameters.trigger_on_increases
ServicePoliciesList{ServicePolicy].name <string> Service policy name.

Services: Get segments

Manage segments of one business service.

Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> Starting element number. Optional
sortby <string> Sorting field name. Optional
sort <string> ISaoSrCtll)ng direction: 'asc' or 'desc' (default: Optional
limit <number> Number of rows to be returned. Optional

Response Body
On success, the server returns a response body with the following structure:

JSON



"alert_notification": string,
"id": number,
"definition": [
string
I
"client_component_id": number,
"status": string,
"locations": [

"host_group_type_id": number,
"host_group_id": number,
"location_id": number
}
1
"server_component_name": string,
"name": string,
"type": string,
"monitored_metrics": [

"id": number

: }

1

' "location_type": string,

i "server_component_id": number,
"client_component_name": string

xample:

—m

"status": "ADDED",

"definition": [],
"client_component_name": "Comp-2",
"name": "Seg-1",
"server_component_id": 1002,
"type": "BACK_END",
"monitored_metrics": [

"id": 11
I
{
"id": 9
}
I
"id": 1003,
"server_component_name": "Comp-3",
"alert_notification": true,
"client_component_id": 1001

’

~——

"status": "ADDED",

"definition": [],
"client_component_name": "Comp-1",
"name": "Seg-2",
"server_component_id": 1001,
"type": "FRONT_END",

"locations": [

"host_group_type_id": 102,
"location_id": 1010,
"host_group_id": 0
}
I
"monitored_metrics": [
{
"id": 11
}

"id": 1009,
"server_component_name": "Comp-2",
"alert_notification": false,
"client_component_id": 1000,
"location_type": "SUBSET"

Property Name

Type

Description

ServiceSegmentsList

<array of
<object>>

List of segments defined for this business service.

ServiceSegmentsList{ServiceSegment]

<object>

Segments defined for this business service.

Optional




ServiceSegmentsList{ServiceSegment].

alert_notification <string> Alert notification flag.
ServiceSegmentsList{ServiceSegment].id <number> Service segment id. Optional
ServiceSegmentsList{ServiceSegment]. <array of

definition <string>> Segment definition.

ServiceSegmentsList{ServiceSegment].

definition[item] <string> Service segment definition. Optional

ServiceSegmentsList{ServiceSegment].

. h <number> Client component id. Optional
client_component_id

ServiceSegmentsList{ServiceSegment]. Optional; Values: ADDED, DROPPED,

status <string> Service segment status. UNDECIDED
Serwcg_GegmentsL/st[SerwceSegment]. <array of Segment locations. Optional
locations <object>>
5erv1c¢59gment5bst[Serv!ceSegment]. <object> Segment locations. Optional
locations[SegmentLocation]
ServiceSegmentsList{ServiceSegment].
locations[SegmentLocation]. <number> Host group type id.
host_group_type_id
ServiceSegmentsList{ServiceSegment].
locations[SegmentLocation]. <number> Host group id.
host_group_id
ServiceSegmentsList{ServiceSegment]. <number> Location id. Optional

locations[SegmentLocation].location_id

ServiceSegmentsList{ServiceSegment].

<string> Server component name.
server_component_name
ServiceSegmentsList{ServiceSegment].name | <string> Service segment name.
ServiceSegmentsList{ServiceSegment].type | <string> Service segment type. gApgan’l\;L\)/alues: FRONT_END,
SerV/Cc?SegmentsLl/st[SerwceSegment]. <array of Monitored segment metrics.
monitored_metrics <object>>
ServiceSegmentsList{ServiceSegment]. i . .
monitored_metrics[SegmentMetric] <object> Segment metrics. Optional
SerV/Cc_SSegmentsLl/st[SerwceSegm(_entJ. <number> Metric id.
monitored_metrics[SegmentMetric].id
SerV/ce_SegmentsL/st{SerwceSegment]. <string> Location type. Optional; Values: ALL, SUBSET
location_type
SerwceSegmentsLlst[§erV|ceSegment]. <number> Server component id. Optional
server_component_id
ServiceSegmentsList{ServiceSegment]. <string> Client component name.

client_component_name

Vnis: List VNIs

Get a list of Virtual Network Identifiers.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

JSON



L 3
L 3
i "id": number, i
‘ "description": string, i
i "name": string i
_J 3
o] J
' Example:
L 3
o J
i "description": "Customer A. Blue Network.", 1
i "name": "Blue_Network", i
i "id": 100 i
- ]
o 3
i "description": "Customer B. Blue Network.", i
1 "name": "Red_Network", i
' "id": 200 '
| b |
0] :

Property Name Type Description Notes
VNIs <array of List of VNIs (Virtual Network Identifiers of SDN setup).

<object>>

VNIS[VNI] <object> Object representing a VNI. Optional
VNIs[VNI].id <number> ID of the VNI.
VNIs{VNI].description <string> Description of the VNI. Optional
VN/s[VNI].name <string> Name of the VNI. Optional

Vnis: Delete VNI

Delete a Virtual Network Identifier.

Authorization
This request requires authorization.

Response Body
On success, the server does not provide any body in the responses.

Vnis: Update VNIs

Update one or many Virtual Network Identifiers.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON



"id": number,
"description": string,
"name": string

xample:

—m

"description": "Customer A. Blue Network.",
"name": "Blue_Network",
"id": 100

"description": "Customer B. Blue Network.",
"name": "Red_Network",

"id": 200
}
1

Property Name Type Description Notes

VNIs <array of List of VNIs (Virtual Network Identifiers of SDN setup).
<object>>

VNIS[VNI] <object> Object representing a VNI. Optional
VNIs[VNI].id <number> ID of the VNI.
VNIs{VNI].description <string> Description of the VNI. Optional
VN/s[VNI].name <string> Name of the VNI. Optional

Response Body
On success, the server does not provide any body in the responses.

Vnis: Get VNI

Get a Virtual Network Identifier.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

"id": number,
"description": string,
"name": string

-

xample:

~ m

"description": "Customer A. Blue Network.",
"name": "Blue_Network",

"id": 100
}
Property Name Type Description Notes
VNI <object> | Object representing a VNI.
VNLid <number> | ID of the VNI.
VN/.description <string> Description of the VNI. Optional
VNl.name <string> Name of the VNI. Optional

Vnis: Update VNI

Update one Virtual Network Identifier.



Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"id": number,
"description": string,
"name": string

)

' Example:

v

+ "description": "Customer A. Blue Network.",

. "name": "Blue_Network",

¢ "id": 100

o}

Property Name Type Description Notes
VNI <object> | Object representing a VNI.

VNLid <number> | ID of the VNI.

VNI.description <string> Description of the VNI. Optional
VN/name <string> Name of the VNI. Optional

Response Body
On success, the server does not provide any body in the responses.

Recipients: List recipients

Get a list of recipients.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

JSON



"id": number,
"snmp_trap": {
"snmp_trap_addresses": [
{
"port": number,
"ipaddr": string

}
L
"version": string
1
"name": string,
"email": {

"format": string,
"address": string

L) 3
. 3
p ] :
' Example:
L 3
o Aq :
i "name": "* Log Only", i
g "id": -1 '
L 3
oA :
i "name": "Default", i
: vig": 1 i
L b 3
oA :
i "snmp_trap": { ‘
' "snmp_trap_addresses": [ '
i { ‘
i "ipaddr": "10.0.0.1", |
: "port": 10 ‘
: b ]
3 { 3
i "ipaddr": "10.1.1.2", '
: "port": 20 ‘
: } :
Ll 3
i "version": "V1" '
b 3
i "email": { '
: "format": "EMAIL_FORMAT_PDF", ‘
' "address": "example@riverbed.com" !
. 1
! "name": "example_name", :
: "id": 2 ‘
& :
) | 3

Property Name Type Description Notes
. ) <array of . -

RecipientList <object>> List of recipient.
RecipientList{Recipient] <object> Object representing a recipient. Optional
RecipientList{[Recipient].id <number> Recipient Number.
RecipientList{Recipient].snmp_trap <object> Snmp trap recipient. Optional
RecipientList{Recipient].snmp_trap. <array of List of SNMPtrapAddress.

snmp_trap_addresses <object>>
RecipientList{[Recipient].snmp_trap. . . . .

snmp. trap_addresses[SNMPTrapAddress] <object> Object representing a snmp trap address. Optional
RecipientList{Recipient].snmp_trap.

snmp_trap_addresses[SNMPTrapAddress]. | <number> Port number for the IP address.

port
RecipientList{[Recipient].snmp_trap.

snmp_trap_addresses[SNMPTrapAddress]. | <string> IP address of a snmp trap recipient.

ipaddr
Re\’lc;/ryslfoztust[Reuplent].snmp_trap. <string> snmp trap version, V1, V2, V3. Values: V1, V2C, V3
RecipientList{Recipient]l.name <string> Recipient Notification Label.
RecipientList{Recipient].email <object> Email recipient. Optional

- ) - ’ . - . Values: EMAIL_FORMAT_PDF,

RecipientList{Recipient].email.format <string> Format of a recipient's email, PDF or HTML. EMAIL_FORMAT HTML
RecipientList{Recipient].email.address <string> Email address of a recipient.




Recipients: Get recipient
Get a recipient by id.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

"id": number,
"snmp_trap": {
"snmp_trap_addresses": [
{
"port": number,
"ipaddr": string

}
I
"version": string
It
"name": string,
"email": {

"format": string,
"address": string
}
}

Example:

"snmp_trap": {
"snmp_trap_addresses": [

{
"ipaddr": "10.0.0.1",
"port": 10
+
{
"ipaddr": "10.1.1.2",
"port": 20
}
1
"version": "V1"
B
"email": {

"format": "EMAIL_FORMAT_PDF",
"address": "example@riverbed.com"

Bo
"name": "example_name",
"id": 128
}
Property Name Type Description Notes
Recipient <object> Object representing a recipient.
Recipient.id <number> Recipient Number.
Recipient.snmp_trap <object> Snmp trap recipient. Optional
. <array of .
Recipient.snmp_trap.snmp_trap_addresses <object>> List of SNMPtrapAddress.
Recipient.snmp_trap.snmp_trap_addresses <object> Object representing a snmp trap address Optional
[SNMPTrapAddress] 4 ) P 9 P P ! P
Recipient.snmp_trap.snmp_trap_addresses
[SNMPTrapAddress].port <number> Port number for the IP address.
Recipient.snmp_trap.snmp_trap_addresses . -
[SNMPTrapAddress.ipaddr <string> IP address of a snmp trap recipient.
Recipient.snmp_trap.version <string> snmp trap version, V1, V2, V3. Values: V1, V2C, V3
Recipient.name <string> Recipient Notification Label.
Recipient.email <object> Email recipient. Optional
. . . T . Values: EMAIL_FORMAT_PDF,
Recipient.email.format <string> Format of a recipient's email, PDF or HTML. EMAIL_FORMAT HTML
Recipient.email.address <string> Email address of a recipient.




Steelheads: Disable Steelhead polling

Disables data polling from Steelheads.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON

o0

A

"ipaddr": string

v}

1

' Example:

|

 d

i "ipaddr": "10.99.16.252"

b

oA

i "ipaddr": "10.99.15.252"

P4

 d

i "ipaddr": "10.99.14.252"

¥

]

Property Name Type Description Notes
SteelheadlPAddrs <array of IP addresses object representing the list of
<object>> Steelheads.
SteelheadlPAddrs[SteelheadlPAddr] <object> IP address collection object representing the list of Optional
Steelheads.

SteelheadIPAddrs[SteelheadlPAddrl.ipaddr | <string> IP address representing a Steelhead.

Response Body
On success, the server does not provide any body in the responses.

Steelheads: Enable Steelhead polling

Enables data polling from Steelheads.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON



{
"ipaddr": string
v}
1
' Example:
o
i "ipaddr": "10.99.16.252"
-
A
i "ipaddr": "10.99.15.252"
boL
oA
i "ipaddr": "10.99.14.252"
&
]
Property Name Type Description Notes
SteelheadlPAddrs <arr'ay of IP addresses object representing the list of
<object>> Steelheads.
SteelheadIPAddrs[SteelheadIPAddr] <object> IP address collection object representing the list of | ;|
Steelheads.

SteelheadlPAddrs[SteelheadIPAddrl.ipaddr | <string> IP address representing a Steelhead.

Response Body
On success, the server does not provide any body in the responses.

Steelheads: Delete Steelheads global OAuth
Deletes global OAuth code.

Authorization
This request requires authorization.

Response Body
On success, the server does not provide any body in the responses.

Steelheads: Get Steelheads OAuth codes
Get a list of steelheads CIDRs with OAuth code configured.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

JSON



LI 3
p 3
i "cidr": string i
_J 3
0] :
' Example:
L 3
o Aq :
"cidr": "10.10.0.60"
. :
A 3
: "cidr": "0/0" :
L 3
oA :
"cidr": "10/8"
& :
) | 3
Property Name Type Description Notes
Cidrs <array of List of Cidr Objects.
<object>>
Cidrs{Cidr] <object> Object representing an IP address, CIDR. Optional
Cidrs[Cidr].cidr <string> IP address, CIDR.
Steelheads: Update Steelheads OAuth codes
Creates or Updates Oauth Codes for a list of Steelheads.
© PUT https://{device}/api/profiler/1.17/steelheads/oauth_code
Authorization
This request requires authorization.
Request Body
Provide a request body with the following structure:
JSON
. "code": string,
i "cidr": string i
& :
Il 3
Example:
i :
A 3
i "cidr": "10.20.0.60", i
‘ "code": "code_ip" ‘
. h :
A 3
i "cidr": "0/0", i
i "code": "code_global" i
[ !
A |
' "cidr": "10/8", '
"code": "code_region"
& :
) | 3
Property Name Type Description Notes
Oauthcodes <arr§y of List of OAuth code Objects.
<object>>
OauthcodesOauthcode] <object> ?:ée;ct representing an IP address, CIDR and its OAuth Optional
Oauthcodes[Oauthcode].code | <string> OAuth code.
Oauthcodes[Oauthcode].cidr | <string> IP address, CIDR.

Response Body

On success, the server does not provide any body in the responses.



Steelheads: Sync Steelheads QoS data

Retrieves QoS data from Steelheads on which polling is enabled.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON

o0

oo

i "ipaddr": string

v}

1

' Example:

|

A

i "ipaddr": "10.99.16.252"

Ch

A

i "ipaddr": "10.99.15.252"

b

 d

i "ipaddr": "10.99.14.252"

¥

]

Property Name Type Description Notes
SteelheadlPAddrs <array of IP addresses object representing the list of
<object>> Steelheads.
Steelhead/PAddrs[SteelheadlPAddr] <object> IP address collection object representing the list of Optional
Steelheads.

SteelheadlPAddrs[SteelheadlPAddrl.ipaddr | <string> IP address representing a Steelhead.

Response Body
On success, the server does not provide any body in the responses.

Steelheads: Sync Steelhead apps

Retrieves application data from Steelheads on which polling is enabled.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON



L 3
L 3
i "ipaddr": string i
. 3
0] :
' Example:
N 3
o J
i "ipaddr": "10.99.16.252" ‘
- ]
o 3
i "ipaddr": "10.99.15.252" i
b 3
Ao J
i "ipaddr": "10.99.14.252" ‘
T J
! 3
Property Name Type Description Notes
SteelheadIPAddrs <arr§y of IP addresses object representing the list of
<object>> Steelheads.
SteelheadIPAddrs]SteelheadIPAddr] <object> IP address collection object representing the list of | ;|
Steelheads.
SteelheadlPAddrs{SteelheadlPAddrl.ipaddr | <string> IP address representing a Steelhead.

Response Body

On success, the server does not provide any body in the responses.

Steelheads: Get Steelheads

Get a Steelhead QoS Global Configuration by IP address.

Authorization

This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

"dpi": string,
"marking": string,
"sync": {
"apps": {
"enabled": string,
"error_text": string,
"last_sync_ts": number,
"last_success_ts": number,
"error_id": number,
"state": string
I
"gos": {
"enabled": string,
"error_text": string,
"last_sync_ts": number,
"last_success_ts": number,
"error_id": number,
"state": string

1t
"ipaddr": string,

"name": string,
"ib_shaping": string,
"oauth_custom": string,
"hier_mode": string,
"ob_shaping": string,
"easy_mode": string,
"bw_overcommit": string



Property Name Type Description Notes
Steelhead <object> Object representing a steelhead.
. . Flag indicating if Deep Packet Inspection (DPI) is .
Steelhead.dpi <string> enabled on this Steelhead. Optional
Steelhead.marking <string> Flag indicating if QoS Marking is enabled on this Optional
Steelhead.
Steelhead.sync <object> _Object re_presentlng Steelhead synchronization
information.
Steelhead.sync.apps <object> Object re.pre§ent.|ng Stee}head application
synchronization information.
Steelhead.sync.apps.enabled <string> Flag - Enable application synchronization.
Steelhead.sync.apps.error_text <string> Error description.
Steelhead.sync.apps.last_sync_ts <number> Last attempted application synchronization time.
Steelhead.sync.apps.last_success_ts | <number> Last successful application synchronization time.
Steelhead.sync.apps.error_id <number> Error ID.
Values: SYNC_INITIALIZING, SYNC_FAILED,
Steelhead.sync.apps.state <string> Synchronization status. SYNC_SUCCEEDED, SYNC_DISABLED,
SYNC_NA
Steelhead.sync.qos <object> iject rgpresentlng Steelhead QoS synchronization
information.
. Flag indicating if QoS synchronization is enabled on
Steelhead.sync.qos.enabled <string> this Steelhead.
Steelhead.sync.qos.error_text <string> Error description.
Steelhead.sync.qos.last_sync_ts <number> Last attempted QoS synchronization time.
Steelhead.sync.qos.last_success_ts | <number> Last successful QoS synchronization time.
Steelhead.sync.qos.error_id <number> Error ID.
Values: SYNC_INITIALIZING, SYNC_FAILED,
Steelhead.sync.qos.state <string> Synchronization status. SYNC_SUCCEEDED, SYNC_DISABLED,
SYNC_NA
Steelhead.ipaddr <string> Steelhead IP address.
Steelhead.name <string> Steelhead name.

. . . Flag indicating if QoS Inbound Shaping is enabled on .
Steelhead.ib_shaping <string> this Steelhead. Optional
Steelhead.oauth custom <string> Flgg indicating if Custom OAuth code is configured on

- this Steelhead.
Steelhead.hier mode <string> Flgg indicating if QoS Hierarchical Mode is enabled on Optional
- this Steelhead.
. . Flag indicating if QoS Outbound Shaping is enabled on .
Steelhead.ob_shaping <string> this Steelhead. Optional
. Flag indicating which QoS Configuration Mode .
Steelhead.easy_mode <string> (Basic/Advanced) is set (Basic if true). Optional
) . Flag indicating if QoS Bandwidth Overcommit is )
Steelhead.bw_overcommit <string> enabled on this Steelhead. Optional

Steelheads: Delete Steelheads OAuth codes

Deletes OAuth codes for a list of Steelheads.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON




[0
oo
i "cidr": string
v}
0]
' Example:
o
o Aq
"cidr": "10.10.0.60"
.
A
i "cidr": "0/0"
Poh
oA
"cidr": "10/8"
&
]
Property Name Type Description Notes
Cidrs <array of List of Cidr Objects.
<object>>
Cidrs{Cidr] <object> Object representing an IP address, CIDR. Optional
Cidrs[Cidr].cidr <string> IP address, CIDR.

Response Body
On success, the server does not provide any body in the responses.

Steelheads: Update Steelheads global OAuth
Creates or Updates global OAuth code.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"code": string

' Example:

"code": "code_global"

Property Name Type Description Notes

Globalcode <object> | Global OAuth code object.

Globalcode.code | <string> | OAuth Code.

Response Body
On success, the server does not provide any body in the responses.

Steelheads: List Steelheads

Get a list of Steelheads and their QoS global and application configuration.

Authorization
This request requires authorization.



Response Body

On success, the server returns a response body with the following structure:

© "dpi": string,

i "marking": string,

. "sync™: {

"apps": {

i "enabled": string,

1 "error_text": string,
"last_sync_ts": number,
| "last_success_ts": number,
"error_id": number,
"state": string

: }

; "qos": {

“enabled": string,

i "error_text": string,
"last_sync_ts": number,

i "last_success_ts": number,
"error_id": number,
"state": string

1.
"ipaddr": string,

"name": string,
"ib_shaping": string,
"oauth_custom": string,
"hier_mode": string,
"ob_shaping": string,
"easy_mode": string,
"bw_overcommit": string

}
1
Example
(1
Property Name Type Description Notes
Steelheads <arr'ay of List Qf Steglheads and their QoS and Application
<object>> configuration data.
Steelheads|Steelhead] <object> Steelhead QoS and Application Configuration Data. | Optional
. . Flag indicating if Deep Packet Inspection (DPI) is )
Steelheads|Steelhead].dpi <string> enabled on this Steelhead. Optional
Steelheads|[Steelhead].marking <string> Flag indicating if QoS Marking is enabled on this Optional
Steelhead.
SteelheadsiSteelhead].sync <object> iject relzpresentmg Steelhead synchronization
information.
Steelheads|Steelhead].sync.apps <object> Object relpre_f.entlmg Stee_lhead application
synchronization information.
Steelheads|[Steelhead].sync.apps.enabled | <string> Flag - Enable application synchronization.
SteelheadsiSteelhead].sync.apps. <string> Error description.
error_text
Steelheads{Steelhead].sync.apps. <number> Last attempted application synchronization time.
last_sync_ts
Steelheads{Steelhead].sync.apps. <number> Last successful application synchronization time.
last_success_ts
Steelheads|Steelhead].sync.apps.error_id | <number> Error ID.
Values: SYNC_INITIALIZING,
Steelheads[Steelhead].sync.apps.state <string> Synchronization status. SYNC_FAILED, SYNC_SUCCEEDED,
SYNC_DISABLED, SYNC_NA
Steelheads{Steelhead].sync.qos <object> QbJect rgpresentlng Steelhead QoS synchronization
information.
. Flag indicating if QoS synchronization is enabled on
Steelheads[Steelhead].sync.qos.enabled | <string> this Steelhead.
SteelheadsSteelhead].sync.qos. <string> Error description.
error_text
Steelheads{Steelhead].sync.qos. <number> Last attempted QoS synchronization time.
last_sync_ts
SteelheadsSteelhead].sync.qos. <number> Last successful QoS synchronization time.

last_success_ts




Steelheads|Steelhead].sync.qos.error_id | <number> Error ID.

Values: SYNC_INITIALIZING,

Steelheads{Steelhead].sync.qos.state <string> Synchronization status. SYNC_FAILED, SYNC_SUCCEEDED,
SYNC_DISABLED, SYNC_NA
Steelheads|Steelhead].ipaddr <string> Steelhead IP address.
Steelheads|Steelhead].name <string> Steelhead name.
. . . Flag indicating if QoS Inbound Shaping is enabled .
Steelheads|[Steelhead].ib_shaping <string> on this Steelhead. Optional
. Flag indicating if Custom OAuth code is configured
Steelheads|Steelhead].oauth_custom <string> on this Steelhead.
. . Flag indicating if QoS Hierarchical Mode is enabled .
Steelheads[Steelhead].hier_mode <string> on this Steelhead. Optional
. . Flag indicating if QoS Outbound Shaping is enabled )
Steelheads|Steelhead].ob_shaping <string> on this Steelhead. Optional
. Flag indicating which QoS Configuration Mode .
Steelheads{Steelhead].easy_mode <string> (Basic/Advanced) is set (Basic if true). Optional
. . Flag indicating if QoS Bandwidth Overcommit is .
Steelheads|[Steelhead].bw_overcommit <string> enabled on this Steelhead. Optional
Steelheads: Check Steelheads global OAuth
Checks if the global OAuth code is configured.
GET https://{device}/api/profiler/1.17/steelheads/oauth_code/global
Authorization
This request requires authorization.
Response Body
On success, the server returns a response body with the following structure:
JSON
I T T T T T T T T T T ST 1
"configured": string
& :
' Example
A !
© "configured": true i
) 3
Property Name Type Description Notes
Oauthcodeglobal <object> ObJeIct representing the global OAuth code is
configured.
Oauthcodeglobal.configured | <string> True if the global ouath code is configured.

Devices: Enable REST polling
Globally disable REST polling for all devices.

Authorization
This request requires authorization.

Request Body
Do not provide a request body.

Response Body
On success, the server does not provide any body in the responses.

Devices: Get device



Get a device by IP Address.

Authorization
This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

"host_group": {
"group_type_id": number,
"name": string,
"group_id": number

1o

"id": number,

"type_id": number,

"ipaddr": string,

"name": string,

"type": string,

"version": string

Xxample:

~ m

"name": "dev-feeder-rg",
"type_id": 23,
"ipaddr": "10.44.67.248",
"host_group": {
"group_type_id": 102,
"group_id": 6,
"name": "Sofia"
Vo
"version": "M19.0",
"type": "Flow Gateway AWS Cloud Edition",

"id": 2167
}
Property Name Type Description Notes
Device <object> Object representing a device.
Device.host_group <object> Object representing a host group. Optional
Device.host_group.group_type_id | <number> Host Group type id.
Device.host_group.name <string> Host group name.
Device.host_group.group_id <number> Host group id.
Device.id <number> !Dewce identifier (ID). Used internally in the product and
in the API.
Device.type._id <number> Device pre ID; a way to represent device type that is
more friendly to programs.
Device.ipaddr <string> Device IP address.
Device.name <string> Device name, which usually comes from SNMP or DNS.
Device.type <string> Device type, e.g. Alluvio Flow Gateway, Alluvio NetShark
or Netflow device.
) . . Version of the protocol used to communicate with the
Device.version <string> :
device.
Devices: List devices
Get a list of devices.
GET https://{device}/api/profiler/1.17/devices?type_id={number}&seq_number_gt than={number}&cidr={string}
Authorization
This request requires authorization.
Parameters
| Property Name Type Description Notes




type_id <number> Filter devices by device type. Optional

seq_number gt than <number> Filter devices with sync seq number greater than the Optional
number.

cidr <string> Filter devices by IP or Subnet (e.g. 10.0.0.0/8). Optional

Response Body

On success, the server returns a response body with the following structure:

"host_group": {
"group_type_id": number,
"name": string,
"group_id": number

i

"id": number,

"type_id": number,

"ipaddr": string,

"name": string,

"type": string,

"version": string

) !
o] :
' Example:
L 3
oA :
i "name": "dev-feeder-rg", i
© "type_id": 23, ;
i "ipaddr": "10.44.67.248", i
' "host_group": { '
i "group_type_id": 102, i
' "group_id": 6, '
i "name": "Sofia" i
. :
i "version": "M19.0", i
g "type": "Flow Gateway AWS Cloud Edition", i
: "id": 2167 ‘
I ]
A 3
' "name": "10.44.67.83", :
i "type_id": 20, ‘
' "ipaddr": "10.44.67.83", ‘
i "host_group": { ‘
' "group_type_id": 102, '
: "group_id": 5, ‘
i "name": "Boston" 1
. 3
' "version": "1.0, 1.1", 1
: "type": "SteelCentral AWS VPC Flow Exporter", ‘
i "id": 2168 i
) 3
] :
Property Name Type Description Notes
Devices <array of List of network devices that report data to Profiler.
<object>>

Devices[Device] <object> One device from the list of devices that report data. | Optional
Devices[Device].host_group <object> Object representing a host group. Optional
Devices[Device].host_group.group_type_id | <number> Host Group type id.
Devices[Device].host_group.name <string> Host group name.
Devices[Device].host_group.group_id <number> Host group id.
DevicesDevicel.id <number> Dewge identifier (ID). Used internally in the product

and in the API.
Devices{Devicel.type_id <number> Pewce type ID; a way to represent device type that

is more friendly to programs.
Devices[Devicel.ipaddr <string> Device IP address.
DevicesDevice].name <string> Bﬁ\gce name, which usually comes from SNMP or

. . . Device type, e.g. Alluvio Flow Gateway, Alluvio
Devices{Device].type <string> NetShark or Netflow device.
. . . . Version of the protocol used to communicate with

Devices[Devicel.version <string> .

the device.




Devices: Check REST polling
Get global flag showing whether REST polling is enabled for all devices.

GET https://{device}/api/profiler/1.17/devices/restsync

Authorization

This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

JSON

{

"enabled": string
}
Property Name Type Description Notes
DevicesRestSyncEnabled <object> Objgct represerlmng global REST sync enabled flag for
devices on Profiler.

DevicesRestSyncEnabled.enabled | <string> Global REST sync enabled flag for devices on Profiler.

Devices: Delete device

Delete a device by IP Address. The operation is asynchronous. The device will be deleted within few minutes to
hours depending on how busy is the system.

DELETE https://{device}/api/profiler/1.17/devices/{device_ip}

Authorization
This request requires authorization.

Response Body

On success, the server does not provide any body in the responses.

Devices: Disable REST polling
Globally enable REST polling for all devices.

POST https://{device}/api/profiler/1.17/devices/restsync/disable

Authorization

This request requires authorization.

Request Body
Do not provide a request body.

Response Body

On success, the server does not provide any body in the responses.

Dscps: List DSCPs

Get complete DSCP configuration.

GET https://{device}/api/profiler/1.17/dscps

Authorization

This request requires authorization.

Response Body



On success, the server returns a response body with the following structure:

"id": number,
"description": string,
"name": string
}
1

Example:

"name": "AF12",

"id": 12
}
{
"description": "",
"name": "",
"id": 13
H
{

"name": "AF13",

"description": "Assured Forwarding Class 1 Medium Drop",

"description": "Assured Forwarding Class 1 High Drop",

"id": 14
}
1
Property Name Type Description Notes
CDSCPDefs <array of List of DSCP objects.
<object>>
CDSCPDefs{ DSCPDef] <object> Object representing DSCP information. Optional
CDSCPDefs{DSCPDefl.id <number> ID of the DSCP.
CDSCPDefs|DSCPDef].description | <string> Description of the DSCP.
CDSCPDefs{DSCPDef]l.name <string> Name of the DSCP.

Dscps: Get DSCP

Get information about a specific DSCP.

Authorization

This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

"id": number,
"description": string,
"name": string

-

xample:

~ m

"name": "AF11",

"description": "Assured Forwarding Class 1 Low Drop",

"id": 10
}
Property Name Type Description Notes
DSCPDef <object> | Object representing DSCP information.
DSCPDefid <number> | ID of the DSCP.
DSCPDef.description | <string> Description of the DSCP.
DSCPDefname <string> Name of the DSCP.




Dscps: Update DSCPs

Update DSCP configuration (only name and description can be updated).

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"id": number,
"description": string,
"name": string

v}
1l
' Example:
|
coAq
i "description": "Assured Forwarding Class 1 Medium Drop",
i "name": "AF12",
i "id": 12
L
oA
i "description": "",
1 "name": "
' "id": 13
P4
coAq
i "description": "Assured Forwarding Class 1 High Drop",
' "name": "AF13",
i "id": 14
&
]
Property Name Type Description Notes
CDSCPDefs <array of List of DSCP objects.
<object>>
CDSCPDefs| DSCPDef] <object> Object representing DSCP information. Optional
CDSCPDefs|DSCPDefl.id <number> ID of the DSCP.
CDSCPDefs|DSCPDef].description | <string> Description of the DSCP.
CDSCPDefs|DSCPDefl.name <string> Name of the DSCP.

Response Body
On success, the server does not provide any body in the responses.

Dscps: Update DSCP

Update information for a specific DSCP.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON



"id": number,

-

xample:

E
{

"description": string,
"name": string

"description": "Assured Forwarding Class 1 Low Drop",
"name": "AF11",

"id": 10
}
Property Name Type Description Notes
DSCPDef <object> | Object representing DSCP information.
DSCPDefid <number> | ID of the DSCP.
DSCPDef.description | <string> Description of the DSCP.
DSCPDef.name <string> Name of the DSCP.

Response Body
On success, the server does not provide any body in the responses.

Steelconnectmanagers: Enable Steelconnectmanagers polling

Enables data polling from Steelconnectmanagers.

Authorization
This request requires authorization.

Request Body

Provide a request body with the following structure:

JSON
L 3
L 3
i "ipaddr": string i
) J 3
0] :
' Example:
L 3
oo J
"ipaddr": "10.0.67.247"
. J
o 3
i "ipaddr": "10.99.30.252" i
b 3
oo J
"ipaddr": "10.7.15.18"
CY J
! 3
Property Name Type Description Notes
SemiPAddrs <array of IP addresses object representing the list of Steel Connect
<object>> Managers.

ScmiIPAddrs[ScmIPAddr]

<object>

IP address collection object representing the list of Steel
Connect Managers.

Optional

ScmiPAddrs|ScmIPAddr].ipaddr | <string>

IP address representing a Steel Connect Manager.

Response Body
On success, the server does not provide any body in the responses.

Steelconnectmanagers: Sync Steelconnectmanagers

Retrieves poll data from Steelconnectmanagers on which polling is enabled.



Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON

b |l

oA

"ipaddr": string

v}

N

' Example:

L

A

i "ipaddr": "10.0.67.247"

[

oA

i "ipaddr": "10.99.30.252"

b

A

i "ipaddr": "10.7.15.18"

&

]

Property Name Type Description Notes
SemiPAdars <array of IP addresses object representing the list of Steel Connect
<object>> Managers.
ScmiPAddrdScmIPAddr] <object> IP address collection object representing the list of Steel Optional
Connect Managers.
ScmiPAddrs|ScmIPAddr].ipaddr | <string> IP address representing a Steel Connect Manager.

Response Body
On success, the server does not provide any body in the responses.

Steelconnectmanagers: Disable Steelconnectmanagers polling

Disables data polling from Steelconnectmanagers.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"ipaddr": string
v}
1l

' Example:

o

"ipaddr": "10.0.67.247"
1

{
"ipaddr": "10.99.30.252"

~——

"ipaddr": "10.7.15.18"



Property Name Type Description Notes
SemiPAddrs <array of IP addresses object representing the list of Steel Connect
<object>> Managers.
ScmiPAddrScmIPAddr] <object> IP address collection object representing the list of Steel Optional
Connect Managers.
ScmiPAddrs|ScmIPAddr].ipaddr | <string> IP address representing a Steel Connect Manager.
Response Body
On success, the server does not provide any body in the responses.
Steelconnectmanagers: Get Steelconnectmanager
Get configuration of a Steelconnectmanager by IP address.
' GET https://{device}/api/profiler/1.17/steelconnectmanagers/{scm_ip}
Authorization
This request requires authorization.
Response Body
On success, the server returns a response body with the following structure:
JSON
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T 1
| :
. "sync": { 1
i "scmpoll": { i
i "enabled": string, 1
i "error_text": string, i
| "last_sync_ts": number, |
i "last_success_ts": number, i
i "error_id": number, i
i "state": string i
3 s
. :
. “ipaddr": string, 1
© "name": string i
) 3
Property Name Type Description Notes
Scm <object> Object representing a steel connect manager.
Scm.sync <object> Object re_pregent_mg Stee_l Connect Manager
synchronization information.
Sem.sync.sempoll <object> Object repre;ent}ng Stee} Connect Manager
synchronization information.
Scm.sync.scmpoll.enabled <string> Flag indicating if this Steel Connect Manager is enabled.
Scm.sync.scmpoll.error_text <string> Error description.
Scm.sync.scmpoll.last_sync_ts <number> Last attempted synchronization time.
Scm.sync.scmpoll.last_success_ts | <number> Last successful synchronization time.
Scm.sync.scmpoll.error_id <number> Error ID.
Values: SYNC_INITIALIZING, SYNC_FAILED,
Scm.sync.scmpoll.state <string> Synchronization status. SYNC_SUCCEEDED, SYNC_DISABLED,
SYNC_NA
Scm.ipaddr <string> Steel Connect Manager IP address.
Scm.name <string> Steel Connect Manager name.

Steelconnectmanagers: List Steelconnectmanagers

Get a list of Steelconnectmanagers and their application configuration data.

Authorization
This request requires authorization.



Response Body

On success, the server returns a response body with the following structure:

"sync": {
"scmpoll": {
"enabled": string,
"error_text": string,
"last_sync_ts": number,
"last_success_ts": number,
"error_id": number,
"state": string
}
.
"ipaddr": string,
"name": string

}
]
Example:
[
"ipaddr": "10.0.67.247",
"name": "10.0.67.247",
"sync": {
"scmpoll": {
"last_sync_ts": 1509563313,
"enabled": true,
"last_success_ts": 1509563313,
"state": "SYNC_SUCCEEDED",
"error_id": O,
"error_text": "OK"
}
}
}
1
Property Name Type Description Notes
<array of List of Steel Connect Managers (SCMs) and their
Scms . ) )
<object>> configuration data.
Scms[Sem] <object> gtaetzlhead Connect Manager (SCM) Configuration Optional
ScmslScml.sync <object> Object relpregentllng Stee_l Connect Manager
synchronization information.
SemslSem].sync.scmpoll <object> Object relpresentlmg Stee! Connect Manager
synchronization information.
SemslSem).sync.scmpoll.enabled <string> Flag indicating if this Steel Connect Manager is
enabled.
Scms{Scm].sync.scmpoll.error_text <string> Error description.
Scms[Scm].sync.scmpoll.last_sync_ts <number> Last attempted synchronization time.
Scms{Scm].sync.scmpoll.last_success_ts | <number> Last successful synchronization time.
Scms[Scm].sync.scmpoll.error_id <number> Error ID.
Values: SYNC_INITIALIZING, SYNC_FAILED,
Scms[Scm].sync.scmpoll.state <string> Synchronization status. SYNC_SUCCEEDED, SYNC_DISABLED,
SYNC_NA
Scms[Scm].ipaddr <string> Steel Connect Manager IP address.
Scms[Scm].name <string> Steel Connect Manager name.

Load_Balancers: Import load balancers

Authorization

This request requires authorization.

Parameters



Property Name Type

Description

Notes

overwrite

<string> false).

If it is true, existing load balancer is overwritten (default is

Optional

Request Body
Provide a request body with the following structure:

"password": string,
"id": number,
"username": string,
"status": {
"last_attempt_query": string,
"last_status": number,
"last_success_time": number,
"last_attempt_time": number
It
"virtualservers": [
{
"port": number,
"lbname": string,
"protocol": number,
"id": number,
"vsname": string,
"iplist": [
string
1
}
1
"name": string,
"type": string,
"hostportlist": [
{
"port": number,
"ipaddr": string,
"name": string
b
]
}
1

Example:

{

"status": {
"last_attempt_query": "list query via 10.0.0.1",
"last_success_time": 1395081752,
"last_status": O,
"last_attempt_time": 1395081752

1t

"username": "admin",

"name": "web server load_balancer",

"hostportlist": [

{
"ipaddr": "10.0.0.1"
I
{
"ipaddr": "10.0.0.2"
}
1
"password": "string",
"type": "F5_LTM"

Property Name Type

Description

LoadBalancers

<array of
<object>>

List of network load balancers data.

LoadBalancers[LoadBalancer]

<object>

Load balancer data.

Optional

LoadBalancers[LoadBalancer].password

<string>

Password.

Optional

LoadBalancers[LoadBalancer].id

<number>

Load balancer id assigned by the profiler.

Optional

LoadBalancers[LoadBalancer].username

<string>

User name.

Optional

LoadBalancers[LoadBalancer].status

<object>

Object representing a load balancer status data.

Optional

LoadBalancers[LoadBalancer].status.

last_attempt_query <string>

Description of last query: load balancer target IP,

query type.

Optional




LolzgtBi/tiftvjirs[LoadBaIancer].status. <number> Last retrieved load balancer status. Optional
LoadBalancers[LoadBalancer].status. Last time when load balancer status is successfully .
) <number> h Optional
last_success_time queried.
LolzgtBi/;g;e;i[It_ior:gBalancer].status. <number> Time stamp when the last query is conducted. Optional
LoadBalancers[LoadBalancer]. <array of Ob.JeCt reprgsentmg a Follecpon of virtual servers. )
. ) This object is only available in load balancers Optional
virtualservers <object>>
export.
Lo\izi‘;/;g:55[;[3?;:5:":2:\1(96?]‘ <object> Virtual server configuration information. Optional
LoadBalancers[LoadBalancer]. <number> Virtual server port
virtualservers[VirtualServer].port port.
LoadBalancers|{LoadBalancer]. <string> Load balancer name
virtualservers[VirtualServer].lbname 9 !
LoadBalancersiLoadBalancer]. <number> Virtual server protocol
virtualservers[VirtualServer].protocol P ’
Lojziiﬁg :fg[slisiar(tifjllggrcveg]‘ id <number> Load balancer database ID.
LoadBalancers[LoadBalancer]. . .
. . <string> Virtual server name.
virtualservers[VirtualServer].vsname
LoadBalancers{LoadBalancer]. <array of . .
virtualservers[VirtualServerl.iplist <string>> Virtual server IP list.
LoadBalancers[LoadBalancer].
virtualservers[VirtualServerl.iplist <string> IP Address. Optional
[item]
LoadBalancers[LoadBalancer].name <string> Load balancer name.
. Load balancer type. Note: type SIMULATED is Values: OTHER, SIMULATED, F5_LTM,
LoadBalancers[LoadBalancer].type <string> reserved for internal use only. STEELAPP
Load balancer management IP addresses and their
.. | <array of ports. If used as a Ul input, it could be either a DNS )
LoadBalancers{LoadBalancer].hostportlist <object>> name or IP address. For SteelApp load balancer, a Optional
configurable network port is available.
LoadBalancers[LoadBalancer].hostportlist i Object representing IP address, its DNS name, and .
<object> Optional
[HostPort] network port.
Lo[ﬁ)(’iiéifztc]e;z[rlzoadBalancer].hostportllst <number> Network port number. Optional
LoadBalancers[LoadBalancer].hostportlist <string> IP address. When used for input, it can be either IP Optional
[HostPort].ipaddr 9 address or DNS name. P
Lo[z%iiéifztc]err;[rl;oeadBalancer].hostportllst <string> DNS name of an IP address. Optional

Response Body

On success, the server returns a response body with the following structure:

"imported": number,
"parsed": number

}
Property Name Type Description Notes
LBImportRestuls <object> Object representing the result of importing load
balancers.
LBImportRestuls.imported <number> number of load balancers imported into the database.
LBImportRestuls.parsed <number> number of load balancers found in the input text.

Load Balancers: List virtual servers

GET https://{device}/api/profiler/1.17/load_balancers/virtual_servers?offset={number}&lbid={number}&vs_name={string}&sortby=
{string}&sort={string}&vs_protocol={number}&vs_host={string}&vs_port={number}&limit={number}&exact_ name={string}

Authorization
This request requires authorization.



Parameters

VirtualServers{VirtualServerl.iplist

<string>>

Virtual server IP list.

Property Name Type Description Notes
offset <number> Starting row number. Optional
Ibid <number> load balancer id. If provided, all virtual servers of the Optional
requested load balancer are returned.
vs_name <string> virtual server name. Optional
sortby <string> Sort by one o_f the following options: id (default), Optional
vs_name, vs_ip, vs_proto, and vs_port.
sort <string> Sort order: asc or desc (default). Optional
vs_protocol <number> virtual server protocol id (value range: 1 - 255). Optional
. virtual server host IP address or CIDR notation; DNS name .
vs_host <string> . Optional
is not supported.
virtual server port number (value range: 0 - 65535). If a .
vs_port <number> L o Optional
- zero is given, it is for all ports.
limit <number> Number of rows to be returned. Optional
exact_ name <string> if it is true, exact vs_name match is performed. Optional
Response Body
On success, the server returns a response body with the following structure:
JSON
A 3
! "port": number, !
i "lbname": string, i
! "protocol": number, !
i "id": number, i
; "vsname": string, ;
i "iplist": [ i
: string ;
o] !
& !
] !
. Example: i
i :
A !
! "protocol": 6, !
i "vsname": "tcp_all_ports", i
¢ "id": 1000, :
i "lbname": "f5", i
| "iplist": [ '
i "10.8.0.41" i
P :
i "port": 0 1
. h :
A 3
! "protocol": 6, !
i "vsname": "vs_http_perf", ‘
! "id": 1001, '
i "lbname": "stingray", i
! "iplist": [ !
i "10.9.0.39", ‘
' "10.9.0.40" '
i 1, ‘
© “port": 80 3
. 3
] :
Property Name Type Description Notes
VirtualServers <array of Object representing a collection of virtual servers.
<object>>
VirtualServers{VirtualServer] <object> Virtual server configuration information. Optional
VirtualServers{VirtualServer].port <number> Virtual server port.
VirtualServers{VirtualServerl.lbname | <string> Load balancer name.
VirtualServers{VirtualServerl.protocol | <number> Virtual server protocol.
VirtualServers[VirtualServerl.id <number> Load balancer database ID.
VirtualServers{VirtualServerl.vsname | <string> Virtual server name.
<array of




VirtualServers{VirtualServerl.iplist

litem] <string> IP Address. Optional

Load_Balancers: Delete a load_balancer _id

Delete a network load balancer.

Authorization
This request requires authorization.

Response Body
On success, the server does not provide any body in the responses.

Load_Balancers: List of load balancers

Get a list of load balancers.

Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> Starting row number. Optional
sortby <string> iSpo”r;ctbayngnti:;the following options: id (default), name, Optional
sort <string> Sort order: asc or desc (default). Optional
limit <number> Number of rows to be returned. Optional

Response Body
On success, the server returns a response body with the following structure:

JSON



"password": string,

"id": number,

"username": string,

"status": {
"last_attempt_query": string,
"last_status": number,
"last_success_time": number,
"last_attempt_time": number

Io

"virtualservers": [

{
"port": number,
"lbname": string,
"protocol": number,

"id": number,
"vsname": string,
"iplist": [
string
1
}

I

"name": string,
"type": string,
"hostportlist": [

"port": number,

"ipaddr": string,
"name": string

"username": "admin",

"hostportlist": [

}
]
}
1
Example:
[
{
"status": {
"last_attempt_query": "list query via 10.0.0.1",
"last_success_time": 1395081752,
"last_status": O,
"last_attempt_time": 1395081752
Tio

"name": "web server load_balancer",

{
"ipaddr": "10.0.0.1"
I
{
"ipaddr": "10.0.0.2"
}
I
"password": "string",
"type": "F5_LTM"
}
1
Property Name Type Description Notes
LoadBalancers <array of List of network load balancers data.
<object>>
LoadBalancers[LoadBalancer] <object> Load balancer data. Optional
LoadBalancers[LoadBalancer].password | <string> Password. Optional
LoadBalancers[LoadBalancer].id <number> Load balancer id assigned by the profiler. Optional
LoadBalancers[LoadBalancer].username | <string> User name. Optional
LoadBalancers[LoadBalancer].status <object> Object representing a load balancer status data. Optional
LoadBalancers[LoadBalancer].status. . Description of last query: load balancer target IP, .
<string> Optional
last_attempt_query query type.
LoadBalancers[LoadBalancer].status. <number> Last retrieved load balancer status. Optional
last_status
LoadBalancers[LoadBalancer].status. Last time when load balancer status is successfully .
- <number> . Optional
last_success_time queried.
LoadBa/ancers[L.oadBaIancer].status. <number> Time stamp when the last query is conducted. Optional
last_attempt_time
LoadBalancers[LoadBalancer]. <array of Oleect reprgsentlng a _coIIecFlon of virtual servers. .
. ) This object is only available in load balancers Optional
virtualservers <object>>

export.




LoadBalancers[LoadBalancer].

[HostPort].name

virtualservers[VirtualServer] <object> Virtual server configuration information. Optional
LoadBalancers[LoadBalancer]. <number> Virtual server port

virtualservers[VirtualServer].port port.
LoadBalancers[LoadBalancer]. <string> Load balancer name

virtualservers[VirtualServer].lbname 9 ’
LoadBalancersiLoadBalancer]. <number> Virtual server protocol

virtualservers[VirtualServer].protocol p :
LoadBalancers[LoadBalancer].

virtualservers[VirtualServerl.id <number> Load balancer database ID.
LoadBalancers|{LoadBalancer]. <string> Virtual server name

virtualservers[VirtualServer].vsname 9 :
LoadBalancers[LoadBalancer]. <array of . .

virtualservers[VirtualServerl.iplist <string>> Virtual server [P list.
LoadBalancers|{LoadBalancer].

virtualservers[VirtualServerl.iplist <string> IP Address. Optional

[item]
LoadBalancers[LoadBalancer].name <string> Load balancer name.

. Load balancer type. Note: type SIMULATED is Values: OTHER, SIMULATED, F5_LTM,
LoadBalancers{LoadBalancer].type <string> reserved for internal use only. STEELAPP
Load balancer management IP addresses and their
. <array of ports. If used as a Ul input, it could be either a DNS .
LoadBalancers{LoadBalancer]. hostportlist <object>> name or IP address. For SteelApp load balancer, a Optional
configurable network port is available.
LoadBalancers[LoadBalancer].hostportlist . Object representing IP address, its DNS name, and .
<object> Optional

[HostPort] network port.
Lo[‘la-iiﬁ;iéif;tc]egjrlzoadBaIancer].hostportllst <number> Network port number. Optional
LoadBalancers[LoadBalancer].hostportlist <string> IP address. When used for input, it can be either IP Optional

[HostPort].ipaddr 9 address or DNS name. P
LoadBalancers[LoadBalancer].hostportlist <string> DNS name of an IP address. Optional

Load_Balancers: Create a network load balancer

Create a network balancer.

Authorization

This request requires authorization.

Request Body

Provide a request body with the following structure:

JSON



"password": string,

"id": number,

"username": string,

"status": {
"last_attempt_query": string,
"last_status": number,
"last_success_time": number,
"last_attempt_time": number

Io

"virtualservers": [

{
"port": number,
"lbname": string,
"protocol": number,
"id": number,
"'vsname": string,
"iplist": [

string

]

}

I

"name": string,

"type": string,

"hostportlist": [

{
"port": number,
"ipaddr": string,
"name": string

"username": "admin",
"hostportlist": [

"ipaddr": "10.0.0.1",
"port": 9070

+

{

"ipaddr": "10.0.0.2",
"port": 9071
}
I
"password": "string",
"type": "STEELAPP"

}
I
}
Example:
"status": {
"last_attempt_query": "list query via 10.0.0.1",
"last_success_time": 1395081752,
"last_status": O,
"last_attempt_time": 1395081752
Vo

"name": "web server load_balancer",

}
Property Name Type Description Notes

LoadBalancer <object> Object representing a load balancer.

LoadBalancer.password <string> Password. Optional
LoadBalancer.id <number> Load balancer id assigned by the profiler. Optional
LoadBalancer.username <string> User name. Optional
LoadBalancer.status <object> Object representing a load balancer status data. Optional
LoadBalancer.status.last_attempt_query | <string> Description of last query: load balancer target IP, Optional

query type.
LoadBalancer.status.last_status <number> Last retrieved load balancer status. Optional
LoadBalancer.status.last_success_time <number> I(;?Jsetrite”(;]e when load balancer status is successfully Optional
LoadBalancer.status.last_attempt_time <number> Time stamp when the last query is conducted. Optional
<array of Object representing a collection of virtual servers.
LoadBalancer.virtualservers ay This object is only available in load balancers Optional
<object>>
export.
Loana/ancer.wrtualservers <object> Virtual server configuration information. Optional
[VirtualServer]
LoadBalancer.virtualservers .
: <number> Virtual server port.
[VirtualServer].port




LoadBalancer.virtualservers

[VirtualServer].lbname <string> Load balancer name.
LoadBalancer.virtualservers :
[VirtualServer].protocol <number> Virtual server protocol.
Lo[:z/cir’rﬂgiljggfvr.;/rl;'titéalservers <number> Load balancer database ID.
LoadBalancer.virtualservers . :
[VirtualServer].vsname <string> Virtual server name.
LoadBalancer.virtualservers <array of ) .
[VirtualServerl.iplist <string>> Virtual server IP list.
LoadBalancer.virtualservers . .
[VirtualServerl.iplist[item] <string> IP Address. Optional
LoadBalancername <string> Load balancer name.
LoadBalancertype <string> Load balancer type. Note: type SIMULATED is Values: OTHER, SIMULATED, F5_LTM,
e 9 reserved for internal use only. STEELAPP
Load balancer management IP addresses and their
. <array of ports. If used as a Ul input, it could be either a DNS )
LoadBalancerhostportlist <object>> name or IP address. For SteelApp load balancer, a Optional
configurable network port is available.
LoadBalancer.hostportlistfHostPort] <object> Object representing IP address, its DNS name, and Optional
network port.
LoadBalancer.hostportlist{HostPort].port | <number> Network port number. Optional
LoadBalancer.hostportlist{HostPort]. . IP address. When used for input, it can be either IP .
. <string> Optional
ipaddr address or DNS name.
LoadBalancerhostportlistfHostPort].name | <string> DNS name of an IP address. Optional

Response Body

On success, the server returns a response body with the following structure:

JSON




"password": string,

"id": number,

"username": string,

"status": {
"last_attempt_query": string,
"last_status": number,
"last_success_time": number,
"last_attempt_time": number

Iro

"virtualservers": [

{
"port": number,
"lbname": string,
"protocol": number,
"id": number,
"'vsname": string,
"iplist": [

string

1

}

I

"name": string,

"type": string,

"hostportlist": [

{
"port": number,
"ipaddr": string,
"name": string

"username": "admin",
"hostportlist": [

"ipaddr": "10.0.0.1",
"port": 9070

+

{

"ipaddr": "10.0.0.2",
"port": 9071
}
I
"password": "string",
"type": "STEELAPP"

}
1
}
Example:
"status": {
"last_attempt_query": "list query via 10.0.0.1",
"last_success_time": 1395081752,
"last_status": O,
"last_attempt_time": 1395081752
Vo

"name": "web server load_balancer",

}
Property Name Type Description Notes

LoadBalancer <object> Object representing a load balancer.

LoadBalancer.password <string> Password. Optional
LoadBalancer.id <number> Load balancer id assigned by the profiler. Optional
LoadBalancer.username <string> User name. Optional
LoadBalancer.status <object> Object representing a load balancer status data. Optional
LoadBalancer.status.last_attempt_query | <string> Description of last query: load balancer target IP, Optional

- = query type.
LoadBalancer.status.last_status <number> Last retrieved load balancer status. Optional
LoadBalancer.status.last_success_time <number> I(;?Jsetrite”(;]e when load balancer status is successfully Optional
LoadBalancer.status.last_attempt_time <number> Time stamp when the last query is conducted. Optional
<array of Object representing a collection of virtual servers.
LoadBalancer.virtualservers ay This object is only available in load balancers Optional
<object>>
export.
Loana/ancer.wrtualservers <object> Virtual server configuration information. Optional
[VirtualServer]
LoadBalancer.virtualservers )
: <number> Virtual server port.
[VirtualServer].port




LoadBalancer.virtualservers

[VirtualServer].Ibname <string> Load balancer name.
LoadBalancer.virtualservers :
) <number> Virtual server protocol.
[VirtualServer].protocol
Loaq’Ba/ancer,wrt_ualservers <number> Load balancer database ID.
[VirtualServer].id
LoadBalancer.virtualservers . ;
. <string> Virtual server name.
[VirtualServer].vsname
Loaq’Ba/ancer,wrt_ua_lservers <array of Virtual server IP list.
[VirtualServerl.iplist <string>>
LoadBalancer.virtualservers . )
[VirtualServerl.iplist{item] <string> IP Address. Optional
LoadBalancername <string> Load balancer name.
LoadBalancertype <string> Load balancer type. Note: type SIMULATED is Values: OTHER, SIMULATED, F5_LTM,
e 9 reserved for internal use only. STEELAPP
Load balancer management IP addresses and their
. <array of ports. If used as a Ul input, it could be either a DNS )
LoadBalancerhostportlist <object>> name or IP address. For SteelApp load balancer, a Optional

configurable network port is available.

Object representing IP address, its DNS name, and

LoadBalancer.hostportlistfHostPort] <object> network port. Optional
LoadBalancer.hostportlist{HostPort].port | <number> Network port number. Optional
LoadBalancer.hostportlist{HostPort]. . IP address. When used for input, it can be either IP .
. <string> Optional
ipaddr address or DNS name.
LoadBalancerhostportlistfHostPort].name | <string> DNS name of an IP address. Optional

Load Balancers: Detect a load balancer's SNATs that match a list of IP
protocol port or CIDR notation specified by user

Detect a load balancer's SNATs that match a list of IP protocol port or CIDR notation specified by user.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"cidr": string,

"ipprotoport": {
"port": number,
"protocol": number,
"ipaddr": string

Example:
[

{
"ipprotoport": {
"ipaddr": "1.1.1.1"

"ipprotoport": {
"protocol": 6,
"ipaddr": "2.2.2.2",
"port": 80

Property Name Type Description Notes




o <array of . . ) . .
IPProtoPortCidrList <object>> Object representing a list of ip protocol port or cidr.
IPProtoPortCidrList{IPProtoPortCidr] | <object> Object representing ip protocol port or cidr. Optional
/PfirgrtoPortC/er/st[IPProtoPortCldr]. <string> Network CIDR (string). Optional
/P,_DrotoPorl'C/drl_/st[IPProtoPortC|dr]. <object> Object representing ip protocol port. Optional
ipprotoport

IPProtoPortCidrList{IPProtoPortCidr]. <number> Network port number Optional
ipprotoport.port ’

IPProtoPortCidrList{IPProtoPortCidr]. <number> Network protocol Optional
ipprotoport.protocol ’

IPProtoPortCidrList{IPProtoPortCidr]. <string> Network IP address
ipprotoport.ipaddr 9 '

Response Body

On success, the server returns a response body with the following structure:

"type": string,
"snats": [
string
1
"warning": string

) 3
' Example:
A !
¢ "type": "SOMETIMES", i
. "snats": [ i
i "1.1.1.1", i
i "2.2.2.2" i
co ] :
B 3
Property Name Type Description Notes
SNATInfo <object> Object repregentmg SNATs info and a possible operation
related warning message.

SNATInfo.type <string> SNAT type that could be either NOT_USED, SOMETIMES, or | Optional; Values: NOT_USED, SOMETIMES,

P g ALWAYS. ALWAYS
SNATInfo.snats <array of Object representing a list of SNATs IP addresses. Optional

<string>>

SNATInfo.snats[item] <string> IP Address. Optional
SNATInfo.warning <string> A possible warning message providing more details on the Optional

requested operation.

Load Balancers: Detect load balancer's real servers that match a list
of IP protocol port or CIDR notation specified by user

Detect load balancer's real servers that match a list of IP protocol port or CIDR notation specified by user.

Authorization

This request requires authorization.

Request Body

Provide a request body with the following structure:

JSON



"cidr": string,

"ipprotoport": {
"port": number,
"protocol": number,
"ipaddr": string

}

}
1

Example:
[

b q

. “ipprotoport": {
3 "ipaddr": "1.1.1.1"
Co )

b

 d

"ipprotoport": {
"protocol": 6,
"ipaddr": "2.2.2.2",
"port": 80

}

Yo
{
"cidr": "10/8"

Property Name Type Description

<array of

IPProtoPortCidrList )
<object>>

Object representing a list of ip protocol port or cidr.

IPProtoPortCidrList{IPProtoPortCidr] | <object> Object representing ip protocol port or cidr.

Optional

IPProtoPortCidrList{IPProtoPortCidr].

cidr <string> Network CIDR (string).

Optional

IPProtoPortCidrList{IPProtoPortCidr].

ipprotoport <object> Object representing ip protocol port.

Optional

IPProtoPortCidrList{IPProtoPortCidr].

ipprotoport.port <number> Network port number.

Optional

IPProtoPortCidrList{IPProtoPortCidr].

. <number> Network protocol.
ipprotoport.protocol

Optional

IPProtoPortCidrList{IPProtoPortCidr].

ipprotoport.ipaddr <string> Network IP address.

Response Body
On success, the server returns a response body with the following structure:

"realservers": [

{

"port": number,
"protocol": number,
"ipaddr": string

"warning": string

-

m
X
)
3

i3
o

Property Name Type Description

Object representing real server list info and a possible

RealServerlListinfo <object> ) :
operation related warning message.

<array of

RealServerlListinfo.realservers )
<object>>

Object representing real servers.

Optional

RealServerlListinfo.realservers
[IPProtoPort]

<object> Object representing a real server which is an IPProtoPort.

Optional

RealServerlListinfo.realservers

[IPProtoPort].port <number> Network port number.

Optional

RealServerlListinfo.realservers

[IPProtoPort].protocol <number> Network protocol.

Optional




RealServerlListinfo.realservers i
[IPProtoPort].ipaddr <string> Network IP address.
RealServerListinfo.warning <string> A possible warning message providing more details on the Optional
requested operation.

Load Balancers: Refresh load balancer virtual servers
Refresh load balancer virtual servers.

POST https://{device}/api/profiler/1.17/load_balancers/{load_balancer_id}/refresh

Authorization

This request requires authorization.

Request Body
Do not provide a request body.

Response Body

On success, the server does not provide any body in the responses.

Load_Balancers: Update load balancers

Update network a load balancer (fields that can be updated are name, type, primary ip, secondary ip, user
name, and password).

PUT https://{device}/api/profiler/1.17/load_balancers/{load_balancer_id}

Authorization

This request requires authorization.

Request Body

Provide a request body with the following structure:

JSON



"password": string,

"id": number,

"username": string,

"status": {
"last_attempt_query": string,
"last_status": number,
"last_success_time": number,
"last_attempt_time": number

Iro

"virtualservers": [

{
"port": number,
"lbname": string,
"protocol": number,
"id": number,
"'vsname": string,
"iplist": [

string

1

}

I

"name": string,

"type": string,

"hostportlist": [

{
"port": number,
"ipaddr": string,
"name": string

"username": "admin",
"hostportlist": [

"ipaddr": "10.0.0.1",
"port": 9070

+

{

"ipaddr": "10.0.0.2",
"port": 9071
}
I
"password": "string",
"type": "STEELAPP"

}
1
}
Example:
"status": {
"last_attempt_query": "list query via 10.0.0.1",
"last_success_time": 1395081752,
"last_status": O,
"last_attempt_time": 1395081752
Vo

"name": "web server load_balancer",

}
Property Name Type Description Notes

LoadBalancer <object> Object representing a load balancer.

LoadBalancer.password <string> Password. Optional
LoadBalancer.id <number> Load balancer id assigned by the profiler. Optional
LoadBalancer.username <string> User name. Optional
LoadBalancer.status <object> Object representing a load balancer status data. Optional
LoadBalancer.status.last_attempt_query | <string> Description of last query: load balancer target IP, Optional

- = query type.
LoadBalancer.status.last_status <number> Last retrieved load balancer status. Optional
LoadBalancer.status.last_success_time <number> I(;?Jsetrite”(;]e when load balancer status is successfully Optional
LoadBalancer.status.last_attempt_time <number> Time stamp when the last query is conducted. Optional
<array of Object representing a collection of virtual servers.
LoadBalancer.virtualservers ay This object is only available in load balancers Optional
<object>>
export.
Loana/ancer.wrtualservers <object> Virtual server configuration information. Optional
[VirtualServer]
LoadBalancer.virtualservers )
: <number> Virtual server port.
[VirtualServer].port




LoadBalancer.virtualservers

[VirtualServer].lbname <string> Load balancer name.
LoadBalancer.virtualservers :
[VirtualServer].protocol <number> Virtual server protocol.
Lo[:z/cir’rﬂ‘;i/;gg%;/rl;'titéaIservers <number> Load balancer database ID.
LoadBalancer.virtualservers . :
[VirtualServer].vsname <string> Virtual server name.
LoadBalancer.virtualservers <array of ) .
[VirtualServerl.iplist <string>> Virtual server IP list.
LoadBalancer.virtualservers . .
[VirtualServerl.iplist[item] <string> IP Address. Optional
LoadBalancername <string> Load balancer name.
LoadBalancertype <string> Load balancer type. Note: type SIMULATED is Values: OTHER, SIMULATED, F5_LTM,
e 9 reserved for internal use only. STEELAPP
Load balancer management IP addresses and their
. <array of ports. If used as a Ul input, it could be either a DNS )
LoadBalancerhostportlist <object>> name or IP address. For SteelApp load balancer, a Optional
configurable network port is available.
LoadBalancerhostportlist{HostPort] <object> Object representing IP address, its DNS name, and Optional
network port.
LoadBalancer.hostportlist{HostPort].port | <number> Network port number. Optional
LoadBalancer.hostportlist{HostPort]. . IP address. When used for input, it can be either IP .
. <string> Optional
ipaddr address or DNS name.
LoadBalancerhostportlistfHostPort].name | <string> DNS name of an IP address. Optional

Response Body
On success, the server does not provide any body in the responses.

Load Balancers: List of virtual servers

GET https://{device}/api/profiler/1.17/load_balancers/{load_balancer_id}/virtual_servers?offset={number}&vs_name={string}&sortby=
{string}&sort={string}&vs_protocol={number}&vs_host={string}&vs_port={number}&limit={number}&exact_ name={string}

Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> Starting row number. Optional
vs_name <string> virtual server name. Optional
sortby <string> Sort by one o_f the following options: id (default), Optional
vs_name, vs_ip, vs_proto, and vs_port.
sort <string> Sort order: asc or desc (default). Optional
vs_protocol <number> virtual server protocol id (value range: 1 - 255). Optional
. virtual server host IP address or CIDR notation; DNS name .
vs_host <string> . Optional
is not supported.
virtual server port number (value range: 0 - 65535). If a .
vs_port <number> L o Optional
- zero is given, it is for all ports.
limit <number> Number of rows to be returned. Optional
exact_name <string> if it is true, exact vs_name match is performed. Optional

Response Body
On success, the server returns a response body with the following structure:

JSON



"port": number,
"lbname": string,
"protocol": number,
"id": number,
"vsname": string,
"iplist": [
string

]

}

]

Example:

A

. "protocol": 6,

| "vsname": "tcp_all_ports",
© "id": 1000,

; "lbname": "f5",

© o iplist": [

"10.8.0.41"

: I
"port": 0

b

v q

' "protocol": 6,

i "vsname": "vs_http_perf",
. "id": 1001,

‘ "lbname": "stingray",

© o Uiplist™: [

; "10.9.0.39",

3 "10.9.0.40"

; I
. "port": 80

Property Name

Type

Description

VirtualServers

<array of
<object>>

Object representing a collection of virtual servers.

VirtualServers{VirtualServer]

<object>

Virtual server configuration information.

Optional

VirtualServers{VirtualServer].port

<number>

Virtual server port.

VirtualServers{VirtualServerl.lbname

<string>

Load balancer name.

VirtualServers{VirtualServer].protocol

<number>

Virtual server protocol.

VirtualServers{VirtualServerl.id

<number>

Load balancer database ID.

VirtualServers{VirtualServer].vsname

<string>

Virtual server name.

VirtualServers{VirtualServerl.iplist

<array of
<string>>

Virtual server IP list.

VirtualServers{VirtualServerl.iplist
[item]

<string>

IP Address.

Optional

Load_Balancers: Get a load balancer

Authorization

This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

JSON



"password": string,

"id": number,

"username": string,

"status": {
"last_attempt_query": string,
"last_status": number,
"last_success_time": number,
"last_attempt_time": number

Io

"virtualservers": [

{
"port": number,
"lbname": string,
"protocol": number,
"id": number,
"'vsname": string,
"iplist": [

string

1

}

I

"name": string,

"type": string,

"hostportlist": [

{
"port": number,
"ipaddr": string,
"name": string

"username": "admin",
"hostportlist": [

"ipaddr": "10.0.0.1",
"port": 9070

+

{

"ipaddr": "10.0.0.2",
"port": 9071
}
Ik
"password": "string",
"type": "STEELAPP"

}
I
}
Example:
"status": {
"last_attempt_query": "list query via 10.0.0.1",
"last_success_time": 1395081752,
"last_status": O,
"last_attempt_time": 1395081752
Vo

"name": "web server load_balancer",

}
Property Name Type Description Notes

LoadBalancer <object> Object representing a load balancer.

LoadBalancer.password <string> Password. Optional
LoadBalancer.id <number> Load balancer id assigned by the profiler. Optional
LoadBalancer.username <string> User name. Optional
LoadBalancer.status <object> Object representing a load balancer status data. Optional
LoadBalancer.status.last_attempt_query | <string> Description of last query: load balancer target IP, Optional

= = query type.
LoadBalancer.status.last_status <number> Last retrieved load balancer status. Optional
LoadBalancer.status.last_success_time <number> I&?Jsetrit;r;e when load balancer status is successfully Optional
LoadBalancer.status.last_attempt_time <number> Time stamp when the last query is conducted. Optional
<array of Object representing a collection of virtual servers.
LoadBalancer.virtualservers ay This object is only available in load balancers Optional
<object>>
export.
Loana/ancer.wrtualservers <object> Virtual server configuration information. Optional
[VirtualServer]
LoadBalancer.virtualservers .
: <number> Virtual server port.
[VirtualServer].port




LoadBalancer.virtualservers

[VirtualServer].lbname <string> Load balancer name.
LoadBalancer.virtualservers :
[VirtualServer].protocol <number> Virtual server protocol.
Lo[:z/cifrﬂ‘;iggg%;/rl;tizaIservers <number> Load balancer database ID.
LoadBalancer.virtualservers . :
[VirtualServer].vsname <string> Virtual server name.
LoadBalancer.virtualservers <array of ) .
[VirtualServerl.iplist <string>> Virtual server IP list.
LoadBalancer.virtualservers . .
[VirtualServerl.iplist[item] <string> IP Address. Optional
LoadBalancername <string> Load balancer name.
LoadBalancertype <string> Load balancer type. Note: type SIMULATED is Values: OTHER, SIMULATED, F5_LTM,
P 9 reserved for internal use only. STEELAPP
Load balancer management IP addresses and their
. <array of ports. If used as a Ul input, it could be either a DNS )
LoadBalancerhostportlist <object>> name or IP address. For SteelApp load balancer, a Optional
configurable network port is available.
LoadBalancerhostportlistfHostPort] <object> Object representing IP address, its DNS name, and Optional
network port.
LoadBalancer.hostportlist{HostPort].port | <number> Network port number. Optional
LoadBalancer.hostportlist{HostPort]. . IP address. When used for input, it can be either IP .
. <string> Optional
ipaddr address or DNS name.
LoadBalancer.hostportlistfHostPort]l.name | <string> DNS name of an IP address. Optional

Load_Balancers: Export load balancers

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

JSON



"password": string,

"id": number,

"username": string,

"status": {
"last_attempt_query": string,
"last_status": number,
"last_success_time": number,
"last_attempt_time": number

Io

"virtualservers": [

{
"port": number,
"lbname": string,
"protocol": number,

"id": number,
"'vsname": string,
"iplist": [
string
1
}

I

"name": string,
"type": string,
"hostportlist": [

"port": number,

"ipaddr": string,
"name": string

"username": "admin",

"hostportlist": [

}
]
}
1
Example:
[
{
"status": {
"last_attempt_query": "list query via 10.0.0.1",
"last_success_time": 1395081752,
"last_status": O,
"last_attempt_time": 1395081752
Tio

"name": "web server load_balancer",

{
"ipaddr": "10.0.0.1"
I
{
"ipaddr": "10.0.0.2"
}
I
"password": "string",
"type": "F5_LTM"
}
1
Property Name Type Description Notes
LoadBalancers <array or List of network load balancers data.
<object>>
LoadBalancers[LoadBalancer] <object> Load balancer data. Optional
LoadBalancers[LoadBalancer].password | <string> Password. Optional
LoadBalancers[LoadBalancer].id <number> Load balancer id assigned by the profiler. Optional
LoadBalancers[LoadBalancer].username | <string> User name. Optional
LoadBalancers[LoadBalancer].status <object> Object representing a load balancer status data. Optional
LoadBalancers[LoadBalancer].status. . Description of last query: load balancer target IP, .
<string> Optional
last_attempt_query query type.
LoadBalancers[LoadBalancer].status. <number> Last retrieved load balancer status. Optional
last_status
LoadBalancers[LoadBalancer].status. Last time when load balancer status is successfully .
- <number> . Optional
last_success_time queried.
LoadBa/ancers[L.oadBaIancer].status. <number> Time stamp when the last query is conducted. Optional
last_attempt_time
LoadBalancers[LoadBalancer]. <array of Oleect reprgsentlng a _coIIecFlon of virtual servers. .
. ) This object is only available in load balancers Optional
virtualservers <object>>

export.




LoadBalancers[LoadBalancer]. . . . o . .
virtualservers[VirtualServer] <object> Virtual server configuration information. Optional
LoadBalancers[LoadBalancer]. <number> Virtual server port
virtualservers[VirtualServer].port port.
LoadBalancers[LoadBalancer]. <string> Load balancer name
virtualservers[VirtualServer].lbname 9 ’
LoadBalancersiLoadBalancer]. <number> Virtual server protocol
virtualservers[VirtualServer].protocol p :
LoadBalancers[LoadBalancer].
virtualservers[VirtualServer].id <number> Load balancer database ID.
LoadBalancers|{LoadBalancer]. , X
. . <string> Virtual server name.
virtualservers[VirtualServer].vsname
LoadBalancers[LoadBalancer]. <array of . .
virtualservers[VirtualServerl.iplist <string>> Virtual server [P list.
LoadBalancers|{LoadBalancer].
virtualservers[VirtualServerl.iplist <string> IP Address. Optional
[item]
LoadBalancers[LoadBalancer].name <string> Load balancer name.
. Load balancer type. Note: type SIMULATED is Values: OTHER, SIMULATED, F5_LTM,
LoadBalancers{LoadBalancer].type <string> reserved for internal use only. STEELAPP
Load balancer management IP addresses and their
. <array of ports. If used as a Ul input, it could be either a DNS .
LoadBalancers{LoadBalancer].hostportlist <object>> name or IP address. For SteelApp load balancer, a Optional
configurable network port is available.
LoadBalancers[LoadBalancer].hostportlist . Object representing IP address, its DNS name, and .
<object> Optional
[HostPort] network port.
L()[iiiﬁs’iéif;ge;‘)[koadBaIancer].hostporthst <number> Network port number. Optional
LoadBalancers[LoadBalancer].hostportlist <string> IP address. When used for input, it can be either IP Optional
[HostPort].ipaddr 9 address or DNS name. P
Lo[iicz’)ﬂ;filif;tc]e;z[rl;oeadBalancer].hostportllst <string> DNS name of an IP address. Optional

Load _Balancers: Detect load balancers that match a list of IP protocol
port or CIDR notation specified by user

Detect load balancers that match a list of IP protocol port or CIDR notation specified by user.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON




"cidr": string,

"ipprotoport": {
"port": number,
"protocol": number,
"ipaddr": string

- 3
C} J
] 3
. Example: ‘
0 J
A 3
i "ipprotoport": { i
i "ipaddr": "1.1.1.1" ‘
5 J
b 3
 d :
i "ipprotoport": { ‘
' "protocol": 6, '
i "ipaddr": "2.2.2.2", i
; "port": 80 1
- |
- ]
| |
! "cidr": "10/8" |
| b |
0] :
g S g g S S S g G g g g g g 1
Property Name Type Description Notes
IPProtoPortCidrList :igzt‘i Object representing a list of ip protocol port or cidr.
IPProtoPortCidrList{IPProtoPortCidr] | <object> Object representing ip protocol port or cidr. Optional
/P/CJirgrtoPortC/er/st[IPProtoPortCldr]. <string> Network CIDR (string). Optional
IPProtoPortCidrList{IPProtoPortCidr]. ) . L )
ipprotoport <object> Object representing ip protocol port. Optional
/P{JrotoPortC/er/st[IPProtoPortCldr]. <number> Network port number. Optional
ipprotoport.port
/P,_DrotoPortC/er/st{IPProtoPortC|dr]. <number> Network protocol. Optional
ipprotoport.protocol
IPProtoPortCidrList{IPProtoPortCidr]. <string> Network IP address

ipprotoport.ipaddr

Response Body

On success, the server returns a response body with the following structure:

JSON




"Ib_ipprotoport_cidr_lists": [
{

"id": number,
"name": string,
"type": string,
"ipprotoport_cidr_list": [
{
"cidr": string,
"ipprotoport": {
"port": number,
"protocol": number,
"ipaddr": string

"warning": string

}
Example:
"Ib_ipprotoport_cidr_lists": [
{"ipprotoport_cidr_list": [

"ipprotoport": {
"ipaddr": "1.1.1.1"
}
}
Ik
"id": 0
18
{

"ipprotoport_cidr_list": [

"ipprotoport": {
"protocol": 6,
"ipaddr": "2.2.2.2",
"port": 80

}

}
1
"type": "STEELAPP",
"id": 1

Property Name

Type

Description

LBIPProtoPortCidrlListsinfo

<object>

Object representing a list of LBIPProtoPortCidrList and
a possible operation related warning message.

LBIPProtoPortCidrListsinfo.
Ib_ipprotoport_cidr_lists

<array of
<object>>

Object representing LBIPProtoPortCidrLists.

Optional

LBIPProtoPortCidrlListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList]

<object>

a list of load balancer ip protocol port or cidr.

Optional

LBIPProtoPortCidrListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].id

<number>

Load balancer database ID.

LBIPProtoPortCidrlListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].name

<string>

Load balancer name.

Optional

LBIPProtoPortCidrListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].type

<string>

Load balancer type.

Optional; Values: OTHER, SIMULATED,
F5_LTM, STEELAPP

LBIPProtoPortCidrlListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].
ipprotoport_cidr_list

<array of
<object>>

A list of ip protocol port or cidr notation.

LBIPProtoPortCidrListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].
ipprotoport_cidr_list[IPProtoPortCidr]

<object>

Object representing ip protocol port or cidr.

Optional

LBIPProtoPortCidrListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].
ipprotoport_cidr_list[IPProtoPortCidr].
cidr

<string>

Network CIDR (string).

Optional




LBIPProtoPortCidrListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].

ipprotoport

ipprotoport_cidr_list[IPProtoPortCidr].

<object>

Object representing ip protocol port.

Optional

LBIPProtoPortCidrListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].

ipprotoport.port

ipprotoport_cidr_list[IPProtoPortCidr].

<number>

Network port number.

Optional

LBIPProtoPortCidrListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].

ipprotoport.protocol

ipprotoport_cidr_list[IPProtoPortCidr].

<number>

Network protocol.

Optional

LBIPProtoPortCidrlListsinfo.
Ib_ipprotoport_cidr_lists
[LBIPProtoPortCidrList].

ipprotoport.ipaddr

ipprotoport_cidr_list[IPProtoPortCidr].

<string>

Network IP address.

LBIPProtoPortCidrListsinfo.warning

<string>

A possible warning message providing more details on
the requested operation.

Optional

Cbgos: Sync chqos devices config

Retrieves configuration data from cbqgos devices on which polling is enabled.

Authorization

This request requires authorization.

Request Body

Provide a request body with the following structure:

"ipaddr": string

Example:
[

{
"ipaddr": "10.99.16.252"

iz
{

"ipaddr": "10.99.15.252"

"ipaddr": "10.99.14.252"

Property Name

Type

Description

CbqosIPAddrs

<array of
<object>>

IP addresses collection object representing the list of
devices with cbqos settings.

ChbqosIPAddrs{CbqosIPAddr]

<object>

IP address object representing a device with cbqos
settings.

Optional

CbqoslIPAddrs{CbqosIPAddr].ipaddr

<string>

IP address representing a device with cbqgos settings.

Response Body

On success, the server does not provide any body in the responses.

Cbqgos: Enable cbhqos devices polling

Enables data polling from cbqgos devices.



Authorization
This request requires authorization.

Request Body

Provide a request body with the following structure:

"polling_interval": number,
"useb4bit": string,
"ipaddr": string
}
1

Example:

{
"use64bit": true,
"ipaddr": "10.99.16.252",
"polling_interval": 300

H

{

"use64bit": false,
"ipaddr": "10.99.15.252",
"polling_interval": 900

’

{
"use64bit": false,
"ipaddr": "10.99.14.252",
"polling_interval": 300

}
1
Property Name Type Description Notes
CbqosConfigs <array of List of objects r_epreselntlng config information for
<object>> enabling a device polling.

, X . Object representing config information for enabling a .
CbgosConfigs[CbgosConfig] <object> device polling. Optional
quolem?ﬂgs[quosConﬁg]. <number> Time between two polls.

polling_interval
ChbqosConfigs|CbgosConfigl.use64bit | <string> Use 64 bit counter.
CbqgosConfigs[CbqosConfigl.ipaddr <string> Device IP address.

Response Body

On success, the server does not provide any body in the responses.

Cbqgos: Get cbqos device

Get a device with cbqos settings by device ip.

Authorization
This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

JSON



"polling_interval": number,
"last_stats_resp_ts": number,
"last_config_req_ts": number,
"useb4bit": string,

"type_id": number,
"last_stats_req_ts": number,
"last_config_status": string,
"last_stats_status": string,
"ipaddr": string,

"name": string,
"last_config_resp_ts": number

}

Example:

{
"last_stats_status": "TIMEOUT",
"last_config_status": "OK",
"name": "shark-Columbus",
"type_id": 11,
"ipaddr": "10.99.14.253",
"last_stats_resp_ts": 1450120092,
"last_stats_req_ts": 1450120080,
"last_config_resp_ts": 1450120060,
"last_config_req_ts": 1450120050,
"polling_interval": 300,
"use64bit": false

}

Property Name Type Description Notes
CbqgosDevice <object> Object representing a device with cbqgos settings.
CbgosDevice.polling_interval <number> Time between two polls.
ChbqosDevice.last_stats_resp_ts | <number> Timestamp of the last stats poll response.
CbqgosDevice.last_config_req_ts | <number> Timestamp of the last config poll request.
ChgosDevice.use64bit <string> Use 64 bit counter.

CbqgosDevice.type_id <number> Device type id (2 - NetFlow, 11 - Cascade Shark, etc.)
ChbqosDevice.last_stats_req_ts <number> Timestamp of the last stats poll request.
CbqgosDevice.last_config_status | <string> Status of the last config poll.
ChqosDevice.last_stats_status <string> Status of the last stats poll.

ChqosDevice.ipaddr <string> Device IP address.

CbqosDevice.name <string> Device name.

CbqosDevice.last_config_resp_ts | <number> Timestamp of the last config poll response.

Cbqos: Disable cbqos devices polling

Disables data polling from cbqos devices.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON



L 3
) 3
i "ipaddr": string i
) J 3
0] :
' Example:
L 3
oo J
"ipaddr": "10.99.16.252"
. J
A 3
i "ipaddr": "10.99.15.252" i
b 3
Ao J
"ipaddr": "10.99.14.252"
CY J
) | |
Property Name Type Description Notes
CbqosiPAddrs <arr'ay of IP a_ddress_es collection pbject representing the list of
<object>> devices with cbqos settings.

CbqosIPAddrsIChqosIPAddr] <object> 'sr;ft?fgiss object representing a device with cbqos Optional
ChqosIPAddrs{CbqosIPAddrl.ipaddr | <string> IP address representing a device with cbqgos settings.

Response Body
On success, the server does not provide any body in the responses.

Cbqgos: List cbqos/devices

Get a list of devices with cbqgos settings.

Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> | Starting row number. Optional
limit <number> | Number of rows to be returned. Optional

Response Body
On success, the server returns a response body with the following structure:

JSON



"polling_interval": number,
"last_stats_resp_ts": number,
"last_config_req_ts": number,
"use64bit": string,

"type_id": number,
"last_stats_req_ts": number,
"last_config_status": string,
"last_stats_status": string,
"ipaddr": string,

"name": string,
"last_config_resp_ts": number

. !
bl :
' Example:
L s
1 "last_stats_status": "TIMEOUT", i
' "ast_config_status": "OK",
i "name": "shark-Columbus", i
© o "type_id": 11,
i "ipaddr": "10.99.14.253", ‘
' "last_stats_resp_ts": 1450120092,
1 "last_stats_req_ts": 1450120080, i
"last_config_resp_ts": 1450120060,
1 "last_config_req_ts": 1450120050, i
' "polling_interval: 300,
"useb64bit": false
b :
A s
i "last_stats_status": "TIMEOUT", ]
1 "last_config_status": "OK", :
' "name": "WAN-RTR-Philadelphia",
i "type_id": 2, ‘
"ipaddr": "10.99.17.254",
1 "last_stats_resp_ts": 1450120032, :
"last_stats_req_ts": 1450120020,
1 "last_config_resp_ts": 1450120010, :
"last_config_req_ts": 1450120005,
: "polling_interval": 900, ‘
'\ "use64bit": true
U 3
D] :
Property Name Type Description Notes
CbqosDevices :‘ngzg; List of devices with their cbgos settings.
ChbqosDevices|CbqosDevice] <object> Object representing a device with cbqos settings. Optional
Clz)%zlalsir?gez/ncte:r{él?qosDewce]. <number> Time between two polls.
Ct:g:tsggilsce;se[;:pbc::sDewce]. <number> Timestamp of the last stats poll response.
CbgosDeviceslCbgosDevice]. <number> Timestamp of the last config poll request.

last_config_req_ts

ChqosDevices|CbqosDevice].use64bit | <string>

Use 64 bit counter.

CbqosDevices|CbqosDevicel.type_id | <number>

Device type id (2 - NetFlow, 11 - Cascade Shark, etc.)

ChqosDevices|CbgosDevice].

last_config_resp_ts

last stats req ts <number> Timestamp of the last stats poll request.
quo‘gDeW.CESICbQOSDeVICe]' <string> Status of the last config poll.
last_config_status
CbgosDevices CbqosDevicel. <string> Status of the last stats poll.
last_stats_status
CbqgosDevices|CbgosDevice].ipaddr <string> Device IP address.
ChqosDevices|CbqosDevice].name <string> Device name.
CbgosDevices|CbgosDevice]. <number> Timestamp of the last config poll response.

Ping: Ping

Simple test of service availability.



Authorization
This request requires authorization.

Response Body
On success, the server does not provide any body in the responses.

Hns: Resolve IP addresses to names

Resolve IP addresses to names.

Authorization
This request does not require authorization.

Request Body
Provide a request body with the following structure:

JSON
[0
. String
]
' Example:
ol
© "10.99.16.252",
. "10.100.5.12",
¢ "10.99.16.253"
]

Property Name Type Description Notes
IPAddrs <array of List of IP addresses.

<string>>

IPAddrs[item] <string> IP address. Optional

Response Body
On success, the server returns a response body with the following structure:

JSON

i

. [prop} string

}

' Example:

v

© "10.100.5.12": "DCCluster1-EH3",

. "10.99.16.252": "SH-Austin",

' "10.99.16.253": "shark-Austin"

o}

Property Name Type Description Notes
IP2NameMap <object> |IP address to name map.
IPZNameMaplpropl | <string> | Name resolved from IP address. Optional

Sharks: Enable Sharks polling

Enables data polling from Sharks.

Authorization
This request requires authorization.

Parameters



Property Name Type Description Notes

Get data from Shark or Alloy: 'shark' or 'alloy'(default

source <string> 'shark') Optional
Request Body
Provide a request body with the following structure:
JSON
L[ 3
A 3
; "ipaddr": string :
b 3
] :
' Example:
L 3
Co A !
‘ "ipaddr": "10.99.16.252" ‘
C b !
A !
i "ipaddr": "10.99.15.252" i
o !
coAq :
"ipaddr": "10.99.14.252"
& :
{1 3
Property Name Type Description Notes
SharkIPAddrs <arr§y of IP addresses object representing the list of all Sharks.
<object>>
SharklPAddrsSharkIPAddr] <object> ISPhZ(ril?Sress collection object representing the list of all Optional
SharkIPAddrs[SharkIPAddrl.ipaddr | <string> IP address representing a Shark.
Response Body
On success, the server does not provide any body in the responses.
Sharks: Sync Sharks apps
Retrieves application data from Sharks on which polling is enabled.
POST https://{device}/api/profiler/1.17/sharks/apps/sync?source={string}
Authorization
This request requires authorization.
Parameters
Property Name Type Description Notes
. Get data from Shark or Alloy: 'shark' or 'alloy'(default .
source <string> 'shark'). Optional

Request Body
Provide a request body with the following structure:

JSON



LI 3
A 3
i "ipaddr": string i
) 3
0] :
' Example:
! !
coAq :
i "ipaddr": "10.99.16.252" i
. :
. !
i "ipaddr": "10.99.15.252" i
o !
oA :
i "ipaddr": "10.99.14.252" i
& :
! 3
Property Name Type Description Notes
SharkIPAddrs <array of IP addresses object representing the list of all Sharks.
<object>>
SharklPAddrsSharkIPAddr] <object> ISthcriI?Sress collection object representing the list of all Optional
SharkIPAddrs{SharkIPAddrl.ipaddr | <string> IP address representing a Shark.
Response Body
On success, the server does not provide any body in the responses.
Sharks: Get Shark apps
Get configuration of a Shark by IP address.
. GET https://{device}/api/profiler/1.17/sharks/{shark_ip}
Authorization
This request requires authorization.
Response Body
On success, the server returns a response body with the following structure:
JSON
A 3
. "sync": { 1
: "apps": { :
i "enabled": string, 1
i "error_text": string, :
i "last_sync_ts": number, i
; "last_success_ts": number, !
i "is_alloy": string, i
; "error_id": number, !
i "state": string i
& !
b !
¢+ ipaddr": string !
) 3
Property Name Type Description Notes
Shark <object> Object representing a Shark.
Shark.sync <object> Object representing Shark synchronization information.
Sharksync.apps <object> iject rgpresentmg Shark application synchronization
information.
. Flag indicating if application synchronization is enabled
Shark.sync.apps.enabled <string> on this Shark.
Shark.sync.apps.error_text <string> Error description.
Shark.sync.apps.last_sync_ts <number> Last attempted application synchronization time.
Shark.sync.apps.last_success_ts | <number> Last successful application synchronization time.
Shark.sync.apps.is_alloy <string> Device is AppResponse-based.




Shark.sync.apps.error_id <number> Error ID.
Values: SYNC_INITIALIZING, SYNC_FAILED,
Shark.sync.apps.state <string> Synchronization status. SYNC_SUCCEEDED, SYNC_DISABLED,
SYNC_NA
Shark.ipaddr <string> Shark IP address.
Sharks: Disable Sharks polling
Disables data polling from Sharks.
' POST https://{device}/api/profiler/1.17/sharks/sync/disable?source={string}
Authorization
This request requires authorization.
Parameters
Property Name Type Description Notes
. Get data from Shark or Alloy: 'shark' or 'alloy'(default )
source <string> ) \ Optional
shark').
Request Body
Provide a request body with the following structure:
JSON
© “ipaddr": string
) 3
2] :
. Example:
L 3
oA !
; "ipaddr": "10.99.16.252" ;
I :
A 3
; "ipaddr": "10.99.15.252" ;
b 3
oA !
; "ipaddr": "10.99.14.252" ;
& !
] 3
Property Name Type Description Notes
SharkIPAddrs <array of IP addresses object representing the list of all Sharks.
<object>>
SharklPAddrsiSharklPAddr] <object> ISPhZcriI?Sress collection object representing the list of all Optional
SharkIPAddrs{SharklPAddrl.ipaddr | <string> IP address representing a Shark.
Response Body
On success, the server does not provide any body in the responses.
Sharks: List Sharks
Get a list of Sharks and their application configuration data.
' GET https://{device}/api/profiler/1.17/sharks?source={string}
Authorization
This request requires authorization.
Parameters
Property Name Type Description Notes
. Get data from Shark or Alloy: 'shark' or 'alloy'(default .
source <string> 'shark'). Optional




Response Body

On success, the server returns a response body with the following structure:

JSON
L 1
0 :
) 3
: nsynct: { i
3 Ilappsll: { 3
i "enabled": string, i
1 "error_text": string, i
i "last_sync_ts": number, i
| "last_success_ts": number, |
g "is_alloy": string, i
| “error_id": number, |
g "state": string i
I 3
. ]
‘ "ipaddr": string ‘
5 J
| 3
. Example: ‘
| ]

Property Name Type Description Notes

Sharks <arr§y of List of Sharks and their configuration data.

<object>>
Sharks[Shark] <object> Shark configuration data. Optional
SharksiSharkl.sync <object> iject representmg Shark synchronization
information.
. Object representing Shark application
Sharks{Shark].sync.apps <object> synchronization information.
. Flag indicating if application synchronization is

Sharks[Shark].sync.apps.enabled <string> enabled on this Shark.

Sharks[Shark].sync.apps.error_text <string> Error description.

Sharks[Shark].sync.apps.last_sync_ts <number> Last attempted application synchronization time.

Sharks[Shark].sync.apps.last_success_ts | <number> Last successful application synchronization time.

Sharks[Shark].sync.apps.is_alloy <string> Device is AppResponse-based.

Sharks[Shark].sync.apps.error_id <number> Error ID.

Values: SYNC_INITIALIZING, SYNC_FAILED,

Sharks[Shark].sync.apps.state <string> Synchronization status. SYNC_SUCCEEDED, SYNC_DISABLED,

SYNC_NA

Sharks[Shark].ipaddr <string> Shark IP address.

Interfaces: Delete interfaces

Delete network interfaces with the given field values.

Authorization

This request requires authorization.

Request Body

Provide a request body with the following structure:

JSON



"ipaddr": string,
"ifindex": number

Example:
[
{
"ifindex": 2,
"ipaddr": "10.2.3.5"

"ifindex": 3,
"ipaddr": "10.2.3.5"

Property Name Type Description Notes

<array of

CinterfaceDeleteDefs )
<object>>

List of interfaces to delete.

CinterfaceDeleteDefs

[CInterfaceDeleteDef] <object> object representing interface to delete. Optional

CinterfaceDeleteDefs

[CInterfaceDeleteDef].ipaddr <string> IP address of interface to delete.

CinterfaceDeleteDefs

[CInterfaceDeleteDef].ifindex <number> interface's index of interface to delete.

Response Body
On success, the server does not provide any body in the responses.

Interfaces: List silent interfaces

Get all silent interafces by excluding all active interfaces listed in the given report.

Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
include_modified <string> |f it is false, no.modmed interfaces will be considered Optional
silent (default is true).
report_id <string> ID of the report containing all active interafces.

Response Body
On success, the server returns a response body with the following structure:

JSON



"mac": string,
"sampling_rate": number,
"id": number,
"fast_data_tracked": string,
"ifdescr": string,
"outbound_speed": number,

"ifalias_override": string,

"ipaddr": string,
"name": string,
"label": string,

"ifalias": string,
"inbound_speed": number,
"ifindex": number

"user_sampling_rate": number,

"user_inbound_speed": number,

"user_outbound_speed": number,

S} 3
B s
Example:
ol :
| |
' "user_sampling_rate": 60, '
i "name": "Routerl", i
"ipaddr": "10.2.5.5",
1 "fast_data_tracked": true, i
© “ifalias": "alias", 3
1 "user_inbound_speed": 140736208929648, :
' "inbound_speed": 140736208929120, 3
i "label": "4", :
" "mac": "08:00:2b:01:02:04", 3
1 "ifalias_override": "alias override", :
© “ifdescr": "6",
i "ifindex": 2, ‘
© "sampling_rate": 50,
1 "outbound_speed": 140736208929104, :
' "user outbound_speed": 44153724,
"id": 3
. :
U 3
' "user_sampling_rate": 80, '
: "name": "Router2", ‘
"ipaddr": "10.2.5.5",
1 "fast_data_tracked": false, :
© “ifalias™: "alias", 3
1 "user_inbound_speed": 140736208929648, :
"inbound_speed": 140736208929120,
‘ "label": "unique", ‘
"mac": "08:00:2b:01:02:05",
1 "ifalias_override": "alias override", :
© “ifdescr": "6",
‘ "ifindex": 2, ‘
© "sampling_rate": 70,
| "outbound_speed": 140736208929104, :
© "user outbound_speed": 44153724,
"id": 4
Co} :
| 3

Property Name Type Description Notes
CinterfaceDefs <array of List of interfaces.
<object>>
CinterfaceDefs[CinterfaceDef] <object> Object representing an interface. Optional
CinterfaceDefs[ClnterfaceDef].mac <string> Interface's mac address.
The rate at which packets are sampled; a value of 100

C/nterfa_ceDefs[CInten‘aceDef]. <number> indicates that one%f every hundreg packets is Optional

sampling_rate

- sampled.

CinterfaceDefs[ClinterfaceDef].id <number> Interface's ID.
CinterfaceDefs[CinterfaceDef]. <string> Flag, that shows if the interface is fast data source Optional

fast_data_tracked tracked.
CinterfaceDefs[ClinterfaceDef].ifdescr | <string> Name (ifDescr).
CinterfaceDefs[ClnterfaceDef]. <number> Interface's reported outbound speed. Optional

outbound_speed
C/nterfaceDe_fs[CInten‘aceDef]. <number> Sampling rate declared by the user. Optional

user_sampling_rate
CinterfaceDefs| CinterfaceDef]. <string> ifAlias (Override). Optional

ifalias_override




Clgézci?rfggjﬂggigaceDef]. <number> Interface's inbound speed declared by the user. Optional

CinterfaceDefs[ClnterfaceDefl.ipaddr | <string> IP address of the interface.

CinterfaceDefs[CInterfaceDef]l.name | <string> Device name.

CinterfaceDefs[CinterfaceDef].label <string> Interface's label.

CinterfaceDefs{CinterfaceDef]. <number> Interface's outbound speed declared by the user. Optional
user_outbound_speed

CinterfaceDefs[ClnterfaceDefl.ifalias | <string> Description (ifAlias).

C/_nterfaceDefs[CInterfaceDef]. <number> Interface's reported inbound speed. Optional
inbound_speed

ClinterfaceDefs[CInterfaceDefl.ifindex | <number> Interface's index.

Interfaces: Delete interface

Delete one network interface. The operation is asynchronous. The interface will be deleted within few minutes
to hours depending on how busy is the system.

Authorization
This request requires authorization.

Response Body
On success, the server does not provide any body in the responses.

Interfaces: Update interfaces

Update network interfaces (fields that can be updated: label, user_inbound_speed, user_outbound_speed,
ifalias_override, user_sampling_rate, fast_data_tracked).

' PUT https://{device}/api/profiler/1.17/interfaces

'
L

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON



"fast_data_tracked": string,
"user_sampling_rate": number,
"ifalias_override": string,
"user_inbound_speed": number,
"ipaddr": string,
"label": string,
"user_outbound_speed": number,
"ifindex": number
}
]

Example:
[

{
"user_sampling_rate": 60,
"ipaddr": "10.2.3.5",
"user_inbound_speed": 140736208929648,
"label": "hsdgs",
"ifalias_override": "my alias override",
"fast_data_tracked": true,
"ifindex": 2,
"user_outbound_speed": 44153724

To

{
"user_sampling_rate": 70,
"ipaddr": "10.2.3.5",
"user_inbound_speed": 140736208929648,
"label": "jhgvas",
"ifalias_override": "my alias override",
"fast_data_tracked": false,
"ifindex": 3,
"user_outbound_speed": 44153724

1
Property Name Type Description Notes
CinterfaceUpdateDefs <array or List of update interfaces.
<object>>

Cl?éﬂ:f;iggi?ﬁ:gsef] <object> object representing update interface. Optional

CinterfaceUpdateDefs update the flag, that shows if the interface is fast
[CInterfaceUpdateDef]. <string> data source tracked, will be updated within a minute | Optional
fast_data_tracked or two.

CinterfaceUpdateDefs update interface's sampling rate declared by the
[CinterfaceUpdateDef]. <number> user, set to -1 to remove the override and use the Optional
user_sampling_rate sampling rate retrieved by SNMP polling.

Cl(éﬁ]{:;iggg‘;gi?:geﬂ ifalias override <string> update interface's ifalias override. Optional

CinterfaceUpdateDefs update interface's inbound speed declared by the
[CinterfaceUpdateDef]. <number> user, set to -1 to remove the override and use the Optional
user_inbound_speed speed retrieved by SNMP polling.

Cl(éﬁf(:;iggg‘;gﬁ:gseﬂ ipaddr <string> update interface's IP address.

le’éﬁ:{:f;gggiifﬁsgeﬂ label <string> update interface's label. Optional

CinterfaceUpdateDefs update interface's outbound speed declared by the
[CInterfaceUpdateDef]. <number> user, set to -1 to remove the override and use the Optional
user_outbound_speed speed retrieved by SNMP polling.

CinterfaceUpdateDefs . o
[CInterfac':UpdateDef].ifindex <number> update interface's index.

Response Body

On success, the server does not provide any body in the responses.

Interfaces: Get interface

Get one network interface.

Authorization
This request requires authorization.



Response Body

On success, the server returns a response body with the following structure:

"mac": string,
"sampling_rate": number,
"id": number,
"fast_data_tracked": string,
"ifdescr": string,
"outbound_speed": number,

"ifalias_override": string,

"ipaddr": string,
"name": string,
"label": string,

"ifalias": string,
"inbound_speed": number,
"ifindex": number

Example:

{

"user_sampling_rate": 60,
"name": "Devicel",
"ipaddr": "10.2.3.5",
"fast_data_tracked": true,
"ifalias": "alias",

"label": 4",
"mac": "08:00:2b:01:02:04",

"ifdescr": "6",
"ifindex": 2,
"sampling_rate": 50,

"user_sampling_rate": number,

"user_inbound_speed": number,

"user_outbound_speed": number,

"user_inbound_speed": 140736208929648,
"inbound_speed": 140736208929120,

"ifalias_override": "my alias override",

"outbound_speed": 140736208929104,
"user_outbound_speed": 44153724,

"id": 2
}
Property Name Type Description Notes
CinterfaceDef <object> Object representing an interface.
CinterfaceDef.mac <string> Interface's mac address.
The rate at which packets are sampled; a value of 100
CinterfaceDef.sampling_rate <number> indicates that one of every hundred packets is Optional
sampled.
CinterfaceDefid <number> Interface's ID.
CinterfaceDeffast_data_tracked <string> ';!:?I'(etzét shows if the interface is fast data source Optional
CinterfaceDef.ifdescr <string> Name (ifDescr).
CinterfaceDef.outbound_speed <number> Interface's reported outbound speed. Optional
CinterfaceDef.user_sampling_rate <number> Sampling rate declared by the user. Optional
CinterfaceDef.ifalias_override <string> ifAlias (Override). Optional
CinterfaceDef.user_inbound_speed | <number> Interface's inbound speed declared by the user. Optional
CinterfaceDef.ipaddr <string> IP address of the interface.
CinterfaceDefname <string> Device name.
CinterfaceDeflabel <string> Interface's label.
CinterfaceDef.user_outbound_speed | <number> Interface's outbound speed declared by the user. Optional
CinterfaceDefifalias <string> Description (ifAlias).
CinterfaceDef.inbound_speed <number> Interface's reported inbound speed. Optional
CinterfaceDef.ifindex <number> Interface's index.

Interfaces: List interfaces

Get a list of all known network interfaces.



Authorization

This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> | Starting element number. Optional
) . Filter network interfaces by an IP .
ipaddr <string> address. Optional
limit <number> | Number of rows to be returned. Optional

Response Body

On success, the server returns a response body with the following structure:

"mac": string,

"sampling_rate": number,

"id": number,
"fast_data_tracked": string,
"ifdescr": string,
"outbound_speed": number,
"user_sampling_rate": number,
"ifalias_override": string,
"user_inbound_speed": number,
"ipaddr": string,

"name": string,

"label": string,
"user_outbound_speed": number,
"ifalias": string,
"inbound_speed": number,
"ifindex": number

]

Example:
[

v o

' "user_sampling_rate": 60,

i "name": "Routerl",

© “ipaddr": "10.2.5.5",

i "fast_data_tracked": true,

© “ifalias": "alias",

: "user_inbound_speed": 140736208929648,
"inbound_speed": 140736208929120,

; "label": "4",

' "mac": "08:00:2b:01:02:04",

: "ifalias_override": "alias override",

© “ifdescr": "6",

: "ifindex": 2,

"sampling_rate": 50,

: "outbound_speed": 140736208929104,
' "user_outbound_speed": 44153724,

; "id": 3

’

~——

"user_sampling_rate": 80,

"name": "Router2",

"ipaddr": "10.2.5.5",
"fast_data_tracked": false,

"ifalias": "alias",
"user_inbound_speed": 140736208929648,
"inbound_speed": 140736208929120,
"label": "unique",

"mac": "08:00:2b:01:02:05",
"ifalias_override": "alias override",
"ifdescr": "6",

"ifindex": 2,

"sampling_rate": 70,
"outbound_speed": 140736208929104,
"user_outbound_speed": 44153724,
"id": 4

Property Name Type

Description




CinterfaceDefs <arrfay of List of interfaces.
<object>>
CinterfaceDefs[CinterfaceDef] <object> Object representing an interface. Optional
CinterfaceDefs[ClinterfaceDef].mac <string> Interface's mac address.
The rate at which packets are sampled; a value of 100
C/gatfnrfa”cneDf;‘i[eCInterfaceDef]. <number> indicates that one of every hundred packets is Optional
pling_ sampled.
CinterfaceDefs[ClnterfaceDef].id <number> Interface's ID.
CinterfaceDefs[CinterfaceDef]. <string> Flag, that shows if the interface is fast data source Obtional
fast_data_tracked g tracked. P
CinterfaceDefs[CinterfaceDef].ifdescr | <string> Name (ifDescr).
C/gltjitrfucige;fs[ecegterfaceDef]. <number> Interface's reported outbound speed. Optional
Clgégfigiaﬁ%CI:;teerfaceDef]. <number> Sampling rate declared by the user. Optional
C/irflgﬁ;f;ac;ge;lr‘_is([jglnterfaceDef]. <string> ifAlias (Override). Optional
Clgégfairfsgjﬁ[CSIS;ZZMEDef]' <number> Interface's inbound speed declared by the user. Optional
CinterfaceDefs[CinterfaceDef].ipaddr | <string> IP address of the interface.
CinterfaceDefs[CinterfaceDef].name | <string> Device name.
CinterfaceDefs[CInterfaceDef].label <string> Interface's label.
ClgégfiﬁgsﬁglZLZZZCGDGH' <number> Interface's outbound speed declared by the user. Optional
CinterfaceDefs[CInterfaceDef].ifalias | <string> Description (ifAlias).
C/{;\tsgﬁa{]cj[;zz[eglnten‘aceDef]. <number> Interface's reported inbound speed. Optional
CinterfaceDefs[ClinterfaceDef].ifindex | <number> Interface's index.

Autonomous_Systems: Delete autonomous_system

Delete a private Autonomous System. The data is cached, please do a system restart after using this

.../system/restart.

Authorization
This request requires authorization.

Response Body
On success, the server does not provide any body in the responses.

Autonomous_Systems: Get autonomous_system

Get a Autonomous System by AS Number.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

JSON



"id": number,
"is_public": string,
"name": string

)
' Example:
v
© "is_public": false,
. "id": 64530,
© "name": "RVBD-AS"
)
Property Name Type Description Notes
BGPAS <object> Object representing a Autonomous System.
BGPAS.id <number> Autonomous System Number.
BGPAS.is_public <string> Flag.mdlcatlng if the Autonomous System is
= public.
BGPAS.name <string> Autonomous System Name.
Autonomous_Systems: List autonomous_systems

Get a list of Autonomous Systems.

'
L

Authorization

This request requires authorization.

' GET https://{device}/api/profiler/1.17/autonomous_systems?offset={number}&limit={number}

Parameters
Property Name Type Description Notes
offset <number> | Starting row number. Optional
limit <number> | Number of rows to be returned. Optional

Response Body

On success, the server returns a response body with the following structure:

JSON



"id": number,
"is_public": string,
"name": string
}
1

Example:

"is_public": true,
"id": 0,
"name": "IANA-RSVD-0"
1o
{
"is_public": true,
"id": 1,
"name": "LVLT-1"
To
{

"is_public": true,
"id": 2,
"name": "UDEL-DCN"
}
{
"is_public": true,
"id": 3,
"name": "MIT-GATEWAYS"
18
{
"is_public": true,
"id": 4,
"name": "ISI-AS"

Property Name Type Description Notes

<array of

BGPASList ;
<object>>

List of Autonomous Systems.

BGPASLIst{BGPAS] <object> Object representing a Autonomous System. Optional

BGPASLIis{BGPAS].id <number> Autonomous System Number.

BGPASLIis{BGPASl.is_public <string> Flag indicating if the Autonomous System is public.

BGPASLIis{BGPAS].name <string> Autonomous System Name.

Autonomous_Systems: Update autonomous_system

Update a private Autonomous System. The data is cached, please do a system restart after using this operation
.../system/restart.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"id": number,
"is_public": string,
"name": string

-

xample:

~ m

"is_public": false,
"id": 64530,
"name": "RVBD-AS"



Property Name Type Description Notes

BGPAS <object> Object representing a Autonomous System.

BGPAS.id <number> Autonomous System Number.

BGPAS.is_public <string> FIag'mdlcatmg if the Autonomous System is
public.

BGPAS.name <string> Autonomous System Name.

Response Body
On success, the server does not provide any body in the responses.

Autonomous_Systems: Create autonomous_systems

Create a new private Autonomous System. The data is cached, please do a system restart after using this
operation .../system/restart.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"id": number,
"is_public": string,
"name": string

) 3
' Example:
A !
'+ "is_public": false, i
. "id": 64530, ‘
© "name": "RVBD-AS" i
) 3

Property Name Type Description Notes
BGPAS <object> Object representing a Autonomous System.
BGPAS.id <number> Autonomous System Number.
BGPAS.is_public <string> FIag.mdlcatmg if the Autonomous System is

public.

BGPAS.name <string> Autonomous System Name.

Response Body
On success, the server returns a response body with the following structure:

"id": number,
"is_public": string,
"name": string

) 3
' Example:
A 3
© "is_public": false, ;
. "id": 64530, ‘
© "name": "RVBD-AS" ‘
o 3
Property Name Type Description Notes

BGPAS <object> Object representing a Autonomous System.

BGPAS.id <number> Autonomous System Number.

BGPAS.is_public <string> ;Iuag”::ndlcatmg if the Autonomous System is




BGPAS.name

<string>

Autonomous System Name.

User_Defined Policies: Enable policy

Enable a user defined policy.

POST https://{device}/api/profiler/1.17/user_defined_policies/{id}/enable

Authorization

This request requires authorization.

Request Body

Do not provide a request body.

Response Body

On success, the server does not provide any body in the responses.

User_Defined Policies: Export all policies

Export all user defined policies in one operation.

GET https://{device}/api/profiler/1.17/user_defined_policies/export

Authorization

This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

JSON

"enabled": string,
"alert_notification": {
"low_alert_recipient":

string,

"medium_alert_recipient_id": number,
"high_alert_recipient_id": number,
"low_alert_recipient_id": number,
"high_alert_recipient": string,
"medium_alert_recipient": string

}
"id": number,
"schedule": {

"time_zone_name": string,

"days": [
string
L
"time_start": number,
"time_end": number,

"time_zone_id": number

+
"deleted": string,
"revision_id": number,
"filters": {
"server_hosts_count":
"ports": {
"ports": [
{
"port": number,
"protocol": numbe
"name": string
I
1
"negated": string,
"groups": [
{

"name": string,

string,

r,

"group_id": number

}
1
"protocols": [
J




1
"id": number,
"name": string
}
1
H
"client_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
1
"cidrs": [
string
1
"host_groups": [
{
"group_type_id": number,
"'group_name": string,
"group_id": number,

"group_type_name": string

]
+
"interfaces_path": {
"devices": [

"ipaddr": string,
"name": string
}
15
"negated": string,
"groups": [
{
"path": string,
"group_id": number
}
1
"interfaces": [
{
"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
H
"client_hosts_count": string,
"server_hosts": {
"role": string,
"negated": string,
"hosts": [

"mac": string,
"ipaddr": string,
"name": string
}
1
"cidrs": [
string
1

host_groups": [

"group_type_id": number,
"group_name": string,
"group_id": number,

"group_type_name": string

}
1
+
"interfaces": {
"devices": [

"ipaddr": string,
"name": string
}
L
"negated": string,
"groups": [
{
"path": string,
"group_id": number



"interfaces": [

"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
H
"dscps": {
"negated": string,
"dscps": [
{
"name": string,
"code_point": number
}
1
H
"applications": {
"negated": string,
"applications": [
{
"id": number,
"code": string,
"name": string,
"tunneled": string

1
}
H
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
'scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string
}
}
1

Example:
[

"description": "Description text",
"schedule": {
"time_zone_id": 160,
"time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"
I
"time_end": 86399
B
"deleted": false,
"enabled": true,
"name": "HostPolicyl",

"filters": {
"server_hosts": {
"hosts": [
{
"ipaddr": "10.0.0.1"
}
1

role": "SERVER",
"negated": true

+
"dscps": {

"dscps": [
"code_point": 10,
"name": "AF11"

1o
{

"code_point": 14,
"name": "AF13"



}
]’
"negated": false
I
"interfaces": {
"negated": false,
"interfaces": [
{
"ifindex": 1,
"direction": "INBOUND",
"ipaddr": "10.99.11.252"
}
1
"groups": [

"path": "/WAN",
"group_id": 2
}
]’
"devices": [
{
"ipaddr": "10.38.8.71"
I
]
I
"ports": {
"negated": false,
"protocols": [
{
"id": 6,
"name": "tcp"
}
1
"ports": [
{
"protocol": 17,
"name": "udp/80",

"port": 80
}
1
"groups": [
{

"group_id": 2,
"name": "Email"
}
]
I
"applications": {
"applications": [

"tunneled": false,
"id": 617,
"name": "Facebook"
I
{
"tunneled": false,
"id": 603,
"name": "WEB"
}
1
"negated": false
I
"interfaces_path": {
"negated": true,
"groups": [

"path": "/WAN/Optimized",
"group_id": 3
}
]
I
"server_hosts_count": "PERHOST",
"client_hosts_count": "AGGREGATE",
"client_hosts": {
"hosts": [

"ipaddr": "100.0.0.2"
1o
{
"ipaddr": "100.0.0.1"
}
1
"role": "CLIENT",
"cidrs": [
"10.0.0.0/8"

I
"host_groups": [



"group_type_id": 102,
"group_id": 5,

"group_name": "Boston"

-~

"group_type_id": 102,
"group_id": 4,

u :
"group_name": "Dallas"

"negated": false
}
1
"threshold": {

"severity": 100,
"metric": "BYTES",
"value": 1,
"rate": "PERSEC",
"duration": 1,
"type": "ABOVE"
L
"revision_id": 12023,
"type": "HOST",
"id": 12024,
"alert_notification": {

"high_alert_recipient": "Mark",
"high_alert_recipient_id": 65,

"medium_alert_recipient_id": 2,
"low_alert_recipient_id": 1

"low_alert_recipient": "Default",

"group_type_name": "ByLocation",

"group_type_name": "ByLocation",

"direction": "EITHER_A2B_OR_B2A",

"medium_alert_recipient": "* Owner",

}
1
g g g S S g G g g g g 1
Property Name Type Description Notes
RuleDetailList <array of List/Export of User defined policy objects.
<object>>
RuleDetailList{RuleDetail] <object> User defined policy object, includes traffic filters. Optional
RuleDetailList{RuleDetail].enabled <string> Whep true the policy is enabled and it will be
monitored by the system.

RL;/Ir-:'eDrtel:c/)/tLi;isct;Ft{iuolsDetalll. <object> Object that includes an alert notification information.
RuleDetailLisRuleDetail]. <string> Low recipient name Optional

alert_notification.low_alert_recipient 9 P ’ P
RuleDetailList{RuleDetail].

alert_notification. <number> Medium recipient id. Optional

medium_alert_recipient_id
RuleDetailList{RuleDetail].

alert_notification. <number> High recipient id. Optional

high_alert_recipient_id
RuleDetailList{RuleDetail].

alert_notification. <number> Low recipient id. Optional

low_alert_recipient_id
RuleDetailList{RuleDetail].

alert_notification. <string> High recipient name. Optional

high_alert_recipient
RuleDetailList{RuleDetail].

alert_notification. <string> Medium recipient name. Optional

medium_alert_recipient
RuleDetailList{RuleDetaill.id <number> Policy identifier. Optional
RuleDetaill isf{RuleDetail].schedule <object> Object that |nc|udeslpoI|cy schedule information

(when to track and fire events).

RuleDetailList{RuleDetail].schedule. . ) .

time zone name <string> Time zone name. Optional
RuleDetailList{RuleDetail].schedule.days <arr§y of List of days.

<string>>
o . Optional; Values: SUNDAY, MONDAY,
R‘fi/ffnf]fa”usﬂ RuleDetail].schedule.days | ., ;. Day of the week. TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY

Rtéi/;iel:;g#st[RuIeDetall].scheduIe. <number> Start time.
RuleDetailList{RuleDetail].schedule. <number> End time.

time_end




RuleDetailList{RuleDetail].schedule.

} ] <number> Time zone id. Optional
time_zone_id
When true the policy is marked deleted. Deleted
RuleDetailList{RuleDetail].deleted <string> policies are kept for historical reasons and can be Optional
retrieved using the API.
RuleDetaillListfRuleDetail].revision_id <number> When the policy is edited, this id is incremented. Optional
RuleDetailListiRuleDetaill.filters <object> Object that includes all traffic filters.
RuleDetailList{RuleDetail].filters. <string> Statlst|lcs: flag tlo |n$i_|cate how tolcount the server Optional; Values: AGGREGATE, PERHOST
server_hosts_count hosts ('per host' or 'in aggregate').
RuleDetailList{RuleDetail].filters.ports <object> Object Fhat includes all traffic port/protocol/port Optional
group filters.
RuleDetailList{RuleDetail].filters.ports. <arr§y of List of port objects (Protocol/port). Optional
ports <object>>
RuleDetailListiRuleDetaill.filters.ports. . ) .
ports[CProtoPort] <object> One CProtoPort object. Optional
RuleDetailList{RuleDetail].filters.ports. - .
ports[CProtoPort].port <number> Port specification. Optional
RuleDetailList{RuleDetail].filters.ports. e e .
ports[CProtoPort].protocol <number> Protocol specification. Optional
RuleDetailList{RuleDetail].filters.ports. . - .
ports[CProtoPort].name <string> Protocol + port combination name. Optional
RuleDetailList{RuleDetail].filters.ports. i Boolean flag indication whether the . .
<string> ports/protocols/port groups should be included (false) | Optional
negated
or excluded (true).
RuleDetailList{RuleDetail].filters.ports. <arrfay of List of port group objects. Optional
groups <object>>
RuleDetailList{RuleDetail].filters.ports. <object> One CPortGroup object. Optional
groups[CPortGroup]
RuleDetailList{RuleDetail].filters.ports. ; .
groups[CPortGroup].name <string> Name of the port group. Optional
RuleDetailList{RuleDetail].filters.ports. .
groups[CPortGroup].group_ id <number> ID of the port group. Optional
RuleDetailList{RuleDetail].filters.ports. <arr§y of List of protocol objects. Optional
protocols <object>>
RuleDetailL/s{RuleDetail] filters.ports. <object> Object representing Protocol information. Optional
protocols[CProtocol]
RuleDetailLis{ RuIeDete_)lI].flIters.ports. <number> ID of the Protocol. Optional
protocols[CProtocol].id
RuleDetailList{RuleDetail].filters.ports. <string> Name of the Protocol. Optional
protocols[CProtocol].name
RuleDetailLis{RuleDetail].filters. i Object that includes all traffic client host/cidr/host .
: <object> ) Optional
client_hosts group filters.
RuleDetaillList{RuleDetail].filters. <string> flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
client_hosts.role 9 treated as client or server or both. CLIENT, SERVER
RuleDetailList{RuleDetaill.filters. ) Boolean flag indication whether the .
- <string> hosts/cidrs/groups should be included (false) or Optional
client_hosts.negated
excluded (true).
Ru/gDeta//Llst{ RuleDetail].filters. <array of List of Hosts objects. Optional
client_hosts.hosts <object>>
RuleDetailLis{RuleDetail].filters. i . .
client_hosts. hosts[CHost] <object> One CHost object. Optional
RuleDetailList{RuleDetail].filters. , .
client_hosts. hosts[CHost].mac <string> Host MAC address. Optional
RuleDetailLis{RuleDetail].filters. . .
client_hosts.hosts[CHost].ipaddr <string> Host IP address. Optional
RuleDetailList{RuleDetail].filters. , .
client_hosts.hosts[CHost].name <string> Host name. Optional
Ru/gDeta//Llst[ RuleDetalI].flIters. <array of List of CIDR objects. Optional
client_hosts.cidrs <string>>
RuleDetaillListiRuleDetail].filters. . . .
client_hosts.cidrs[item] <string> CIDR object. Optional
Ru/?Deta//Llst[ RuleDetail].filters. <arrfay of List of Host Groups objects. Optional
client_hosts.host_groups <object>>
RuleDetaillList{RuleDetail].filters.
client_hosts.host_groups <object> Object representing host group type and host group. | Optional
[CFullHostGroup]
RuleDetaillList{RuleDetail].filters.
client_hosts.host_groups <number> Host Group type id. Optional

[CFullHostGroup]l.group_type_id




RuleDetaillList{RuleDetail].filters.

client_hosts.host_groups <string> Host Group name. Optional
[CFullHostGroup]l.group_name
RuleDetailLisf{RuleDetail].filters.
client_hosts.host_groups <number> Host Group id. Optional
[CFullHostGroupl.group_id
RuleDetailList{RuleDetail].filters.
client_hosts.host_groups <string> Host Group type name. Optional
[CFullHostGroup]l.group_type_name
RuleDetailLisf{RuleDetail] filters. . Object that includes all traffic .
- <object> interface/device/interface group in network path Optional
interfaces_path .
filters.
RL_//eDeta//L/st[ RuIeDe_ta|I].f|Iters. <array of List of Device objects. Optional
interfaces_path.devices <object>>
RuleDetailLis{RuleDetail].filters. . . . .
interfaces_path.devices[CDevice] <object> One CDevice object. Optional
RuleDetailList{RuleDetail].filters.
interfaces_path.devices[CDevicel. <string> Device IP address. Optional
ipaddr
RuleDetailListiRuleDetaill.filters. <string> Device name Obtional
interfaces_path.devices[CDevicel.name 9 ’ P
RuleDetaillList{RuleDetail].filters. <string> flag indicating if the interfaces/devices/interface Obtional
interfaces_path.negated 9 groups should be included (false) or excluded (true). P
Rz_J/eDeta//L/st[ RuleDetail].filters. <arrfay of List of interface groups objects. Optional
interfaces_path.groups <object>>
RuleDetailListiRuleDetail].filters.
interfaces_path.groups <object> Interface group object. Optional
[CInterfaceGroup]
RuleDetaillList{RuleDetail].filters. Full interface group path, e
interfaces_path.groups <string> M Views/Bos?on/é)a‘;bri'd .eg/.sub roupl Optional
[CInterfaceGroup].path Y 9 group=.
RuleDetailLis{RuleDetail].filters.
interfaces_path.groups <number> Interface group id. Optional
[CinterfaceGroup].group_id
RL_//eDeta//Llst[ RngDetalll.fllters. <array of List of interface objects. Optional
interfaces_path.interfaces <object>>
RuleDetailLis{RuleDetail].filters.
interfaces_path.interfaces <object> Interface object. Optional
[CInterfaceDirection]
RuleDetailList{RuleDetail].filters.
interfaces_path.interfaces <string> IP Address of the interface. Optional
[CInterfaceDirection].ipaddr
RL.J/eDeta//L/st[RngDetalI].ﬂIters. . Name of the interface, DNS and interface label can .
interfaces_path.interfaces <string> ) Optional
— . be used, e.g. myinterface:port1.
[CInterfaceDirection].name
RuleDetailList{RuleDetail].filters. ) . .
interfaces_path.interfaces <string> Direction of the interface. Optional; Values: INBOUND, OUTBOUND,
R . X . BOTH
[CInterfaceDirection].direction
RuleDetailLis{RuleDetail].filters.
interfaces_path.interfaces <number> Ifindex. Optional
[CInterfaceDirection].ifindex
Ru/gDeta//L/st[RuIeDetall].ﬂIters. <string> Statlst|lcs: flag tlo |nfi_|cate how tolcount the client Optional; Values: AGGREGATE, PERHOST
client_hosts_count hosts (‘per host' or 'in aggregate').
RuleDetailLis{RuleDetail].filters. i Object that includes all traffic server host/cidr/host .
<object> ) Optional
server_hosts group filters.
RuleDetailList{RuleDetail].filters. <string> flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
server_hosts.role 9 treated as client or server or both. CLIENT, SERVER
RuleDetailList{RuleDetaill.filters. . Boolean flag indication whether the .
<string> hosts/cidrs/groups should be included (false) or Optional
server_hosts.negated
excluded (true).
RuleDetailList{RuleDetail].filters. <arr§:'y of List of Hosts objects. Optional
server_hosts.hosts <object>>
RuleDetaillList{RuleDetail].filters. . . .
server hosts.hosts[CHost] <object> One CHost object. Optional
RuleDetailListiRuleDetail].filters. X .
server_hosts.hosts[CHost].mac <string> Host MAC address. Optional
RuleDetaillList{RuleDetail].filters. . :
server hosts.hosts[CHost].ipaddr <string> Host IP address. Optional
RuleDetailList{RuleDetail].filters. . .
server_hosts.hosts[CHost].name <string> Host name. Optional
RuleDetailList{RuleDetail].filters. <array of List of CIDR objects. Optional

server_hosts.cidrs

<string>>




RuleDetaillList{RuleDetail].filters.

server hosts.cidrslitem] <string> CIDR object. Optional
RuleDetailListiRuleDetaill.filters. <array of List of Host Groups objects. Optional
server_hosts.host_groups <object>>
RuleDetaillLis{RuleDetail].filters.
server_hosts.host_groups <object> Object representing host group type and host group. | Optional
[CFullHostGroup]
RuleDetailLis{RuleDetail].filters.
server_hosts.host_groups <number> Host Group type id. Optional
[CFullHostGroupl.group_type_id
RuleDetailList{RuleDetail].filters.
server_hosts.host_groups <string> Host Group name. Optional
[CFullHostGroup]l.group_name
RuleDetailLis{RuleDetail].filters.
server_hosts.host_groups <number> Host Group id. Optional
[CFullHostGroupl.group_id
RuleDetailListiRuleDetail].filters.
server_hosts.host_groups <string> Host Group type name. Optional
[CFullHostGroupl.group_type_name
RuleDetailList{RuleDetail].filters. <object> Object that includes all traffic Obtional
interfaces 4 interface/device/interface group filters. P
RL_//eDeta//L/st[ RL_JIeDetalI].flIters. <arrf'iy of List of Device objects. Optional
interfaces.devices <object>>
RuleDetaillList{RuleDetail].filters. . . . .
interfaces.devices[CDevice] <object> One CDevice object. Optional
RuleDetailList{RuleDetail].filters. X . .
interfaces.devices[CDevicel.ipaddr <string> Device IP address. Optional
RuleDetaillList{RuleDetail].filters. <string> Device name Obtional
interfaces.devices[CDevice]l.name 9 ' P
RuleDetailList{RuleDetail].filters. <string> flag indicating if the interfaces/devices/interface Obtional
interfaces.negated 9 groups should be included (false) or excluded (true). P
RL_//eDeta//Llst[ RuleDetail].filters. <arrfay of List of interface groups objects. Optional
interfaces.groups <object>>
RuleDetailLis{RuleDetail].filters. i . .
interfaces.groups[CinterfaceGroup] <object> Interface group object. Optional
RuleDetaillList{RuleDetail].filters. Full interface group path, e.g
g\attehrfaces.groups[CInterfaceGroup]. <string> /MyViews/Boston/Cambridge/subgroupl. Optional
RuleDetailLis{RuleDetail].filters.
interfaces.groups[CInterfaceGroup]. <number> Interface group id. Optional
group_id
RL_//eDeta//Lls_t{ RuleDetail].filters. <array of List of interface objects. Optional
interfaces.interfaces <object>>
RuleDetailLis{RuleDetail].filters.
interfaces.interfaces <object> Interface object. Optional
[CInterfaceDirection]
RuleDetaillList{RuleDetail].filters.
interfaces.interfaces <string> IP Address of the interface. Optional
[CInterfaceDirection].ipaddr
Rz‘J/eDeta//L/slt{RuleDetalI].ﬂIters. ) Name of the interface, DNS and interface label can .
interfaces.interfaces <string> be used. e.q. myinterface:portl Optional
[CinterfaceDirection].name &g my P ’
RuleDetailList{RuleDetail].filters. . . .
interfaces.interfaces <string> Direction of the interface. Optional; Values: INBOUND, OUTBOUND,
X . . . BOTH
[CInterfaceDirection].direction
RuleDetailLis{RuleDetail].filters.
interfaces.interfaces <number> Ifindex. Optional
[CinterfaceDirection].ifindex
RuleDetailList{RuleDetail].filters.dscps <object> Object that includes all traffic dscp filters. Optional
RuleDetailList{RuleDetail].filters.dscps. . Boolean flag indication whether the DSCPs should be .
<string> . Optional
negated included (false) or excluded (true).
RuleDetailList{RuleDetail].filters.dscps. <arrf'iy of List of DSCP objects. Optional
dscps <object>>
RuleDetailList{RuleDetail].filters.dscps. i . .
dscps[CDSCP] <object> One CDSCP object. Optional
RuleDetailList{RuleDetail].filters.dscps. ; .
dscps[CDSCP].name <string> DSCP name. Optional
RuleDetailList{RuleDetail].filters.dscps. . .
dscps[CDSCP].code. point <number> DSCP code point. Optional
RU/ED?taI(L/St[ RuleDetaill.filters. <object> Object that includes all traffic application filters. Optional
applications
RuleDetailList{RuleDetail].filters. . Boolean flag indication whether the applications .
<string> Optional

applications.negated

should be included (false) or excluded (true).




rate

Ru/eDgta/(Llsﬂ Rulepetglll.fllters. <array or List of application objects. Optional
applications.applications <object>>
RuleDetailLis{RuleDetail].filters.
applications.applications <object> One CApplication object. Optional
[CApplication]
RuleDetailList{RuleDetail].filters.
applications.applications <number> Application id. Optional
[CApplication].id
RuleDetailList{RuleDetail].filters.
applications.applications <string> Application code. Optional
[CApplication].code
RuleDetailLis{RuleDetail].filters.
applications.applications <string> Application name. Optional
[CApplication].name
RuleDetailList{RuleDetail].filters.
applications.applications <string> Flag: is the application tunneled. Optional
[CApplication].tunneled
RuleDetailLis{RuleDetail].description <string> Policy description.
RuleDetailListfRuleDetail].name <string> Policy name. Must be unique in the system.
o . . . Values: HOST, INTERFACE,
RuleDetailList{RuleDetail].type <string> Policy type. RESPONSE_TIME
L . . Object that includes threshold information (what
RuleDetailList{RuleDetail].threshold <object> metric to be tracked and how).
Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,
o . RETRANS_PACKETS,
R‘:ﬁfﬁf”“ﬂ RuleDetaill.threshold. <string> Metric to be tracked. RETRANS_BYTES_PCT,
RETRANS_PACKETS_PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT
o . Threshold severity - the bigger the number the more
RLé/:\Ze;it;a//L/st[RuIeDetalll.threshoId. <number> serious the events would be considered (min 0, max | Optional
Y 100, default 100).
Threshold scope: INDIVIDUAL: the threshold violates
o . if any individual host violates; AVERAGE: the
RL;/cefe:a//L/st[RuIeDetalI].threshoId. <string> threshold violates if the average for the group Optional; Values: INDIVIDUAL, AVERAGE
P violates (applies for response type policies only,
default INDIVIDUAL).
Set to Below when the policy needs to trigger when
RuleDetailList{RuleDetail].threshold. <string> the manc vglue goes below the threshold otherwise Values: ABOVE, BELOW
type the policy triggers when the metric value goes above
the threshold.
o . Optional; Values: A2B, B2A,
R‘é’ﬁgg’tﬁi‘z’#’sﬂR“'eDeta"]'threSh"'d' <string> Tracked direction. EITHER A2B_OR_B2A, A2B_PLUS_B2A, IN,
OUT, IN_OR_OUT
RuleDetailList{RuleDetail].threshold. <string> Threshold value.
value
o . Number of consecutive minutes that metric must
Ru/eDe.ta//L/st[RuleDetalI].threshoId. <number> violate before an event is triggered (min 1, default Optional
duration 1)
RuleDetailList{RuleDetail].threshold. <string> Threshold rate (seconds, minutes, milliseconds). Optional; Values: PERMS, PERSEC,

PERMIN

User_Defined_Policies: Get policy

Get a user defined policy.

Authorization

This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

"alert_notification": {

"enabled": string,
"low alert recipient": string,




"medium_alert_recipient_id": number,
"high_alert_recipient_id": number,
"low_alert_recipient_id": number,
"high_alert_recipient": string,
"medium_alert_recipient": string
I
"id": number,
"schedule": {
"time_zone_name": string,
"days": [
string
I
"time_start": number,
"time_end": number,
"time_zone_id": number
Ity
"deleted": string,
"revision_id": number,
"filters": {
"server_hosts_count": string,
"ports": {
"ports": [
{
"port": number,
"protocol": number,
"name": string
}
L
"negated": string,
"groups": [
{
"name": string,
"group_id": number
}
I
"protocols": [

"id": number,
"name": string
}
]
I
"client_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
L
"cidrs": [
string
Iy
"host_groups": [
{
"group_type_id": number,
"'group_name": string,
"group_id": number,
"group_type_name": string

]
H
"interfaces_path": {
"devices": [

"ipaddr": string,
"name": string
}
I
"negated": string,
"groups": [
{
"path": string,
"group_id": number
}
Il
"interfaces": [

"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
]
I



"client_hosts_count": string,
"server_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
“ipaddr": string,
"name": string
}
I
"cidrs": [
string
1,
"host_groups": [
{
"group_type_id": number,
"'group_name": string,
"group_id": number,
"group_type_name": string

|
H
"interfaces": {
"devices": [
"ipaddr": string,
"name": string
}
Il
"negated": string,
"groups": [
{

"path": string,
"group_id": number
}
I
"interfaces": [
{
"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
I3
"dscps": {
"negated": string,
"dscps": [
{
"name": string,
"code_point": number
}
I
H
"applications": {
"negated": string,
"applications": [

"id": number,
"code": string,
"name": string,
"tunneled": string
}
1
}
}
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
"'scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string
}
}

Example:
{
"description": "Description text",
"schedule": {
"time_zone_id": 160,



“time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"
I
"time_end": 86399
+
"deleted": false,
"enabled": true,
"name": "HostPolicyl",
"filters": {
"server_hosts": {
"hosts": [
{
"ipaddr": "10.0.0.1"
}

Ik
"role": "SERVER",
"negated": true

I
"dscps": {
"dscps": [

"code_point": 10,
"name": "AF11"

b
{

"code_point": 14,
"name": "AF13"
b
|
+
"interfaces": {
"negated": false,
"interfaces": [

negated": false

"ifindex": 1,
"direction": "INBOUND",
"ipaddr": "10.99.11.252"
}
Ik
"groups": [
{
"path": "/WAN",
"group_id": 2
}
Ik
"devices": [
{
"ipaddr": "10.38.8.71"
b
I
+
"ports": {
"negated": false,
"protocols": [
{
"id": 6,
"name": "tcp"
}
1
"ports": [
{
"protocol": 17,
"name": "udp/80",

"port": 80
}
;
"groups": [
{

"group_id": 2,
"name": "Email"
}
1
I
"applications": {
"applications": [
{
"tunneled": false,
"id": 617,
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+
{
"tunneled": false,
"id": 603,
"name": "WEB"
}
I
"negated": false
I
"interfaces_path": {
"negated": true,
"groups": [

"path": "/WAN/Optimized",
"group_id": 3
}
]
I
"server_hosts_count": "PERHOST",
"client_hosts_count": "AGGREGATE",

"client_hosts": {
"hosts": [

{

"ipaddr": "100.0.0.2"
b
{

"ipaddr": "100.0.0.1"
}
Ik
"role": "CLIENT",
"cidrs": [
"10.0.0.0/8"
1
"host_groups": [
{
"group_type_id": 102,
"group_id": 5,
"group_type_name": "ByLocation"
"group_name": "Boston"
I
{
"group_type_id": 102,
"group_id": 4,
"group_type_name": "ByLocation"
"group_name": "Dallas"
}

1
"negated": false
}
}

"threshold": {

"direction": "EITHER_A2B_OR_B2A",

"severity": 100,

"metric": "BYTES",

"value": 1,

"rate": "PERSEC",

"duration": 1,

"type": "ABOVE"
}
"revision_id": 12023,
"type": "HOST",
"id": 12024,
"alert_notification": {
"low_alert_recipient": "Default",
"high_alert_recipient": "Mark",
"high_alert_recipient_id": 65,
"medium_alert_recipient": "* Owner",
"medium_alert_recipient_id": 2,
"low_alert_recipient_id": 1

"
’

"
’

}
}
Property Name Type Description Notes

RuleDetail <object> Obje_ct _representmg a User defined policy, includes
traffic filters.

RuleDetailenabled <string> Whep true the policy is enabled and it will be
monitored by the system.

RuleDetail.alert_notification <object> iject that includes an alert notification
information.

RuleDetail.alert_notification. . L .

= <string> Low recipient name. Optional

low_alert_recipient




RuleDetail.alert_notification.

medium_alert_ recipient id <number> Medium recipient id. Optional
RuleDetail.alert_notification. <number> High recipient id. Optional
high_alert_recipient_id
Ru/eDeta//.aIert._r)otlflganon. <number> Low recipient id. Optional
low_alert_recipient_id
RuleDetail.alert_notification. <string> High recipient name Optional
high_alert_recipient g 9 P ’ P
RuleDetail.alert_notification. i . - .
: - <string> Medium recipient name. Optional
medium_alert_recipient
RuleDetail.id <number> Policy identifier. Optional
RuleDetailschedule <object> Object that |nc|udeslpollcy schedule information
(when to track and fire events).
RuleDetail.schedule.time_zone_name <string> Time zone name. Optional
RuleDetail.schedule.days <array of List of days.
<string>>
Optional; Values: SUNDAY, MONDAY,
RuleDetail.schedule.days[item] <string> Day of the week. TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY
RuleDetail.schedule.time_start <number> Start time.
RuleDetail.schedule.time_end <number> End time.
RuleDetail.schedule.time_zone_id <number> Time zone id. Optional
When true the policy is marked deleted. Deleted
RuleDetail.deleted <string> policies are kept for historical reasons and can be Optional
retrieved using the API.
RuleDetail.revision_id <number> When the policy is edited, this id is incremented. Optional
RuleDetail filters <object> Object that includes all traffic filters.
RuleDetailfilters.server hosts count <string> Statistics: flag to indicate how to count the server Optional; Values: AGGREGATE,
) : = - 9 hosts ('per host' or 'in aggregate'). PERHOST
RuleDetailfilters.ports <object> Object Fhat includes all traffic port/protocol/port Optional
group filters.

e <array of . . .
RuleDetail filters.ports.ports <object>> List of port objects (Protocol/port). Optional
RuleDetail filters.ports.ports . ) )

[CProtoPort] <object> One CProtoPort object. Optional
RuleDetailfilters.ports.ports - .
[CProtoPort].port <number> Port specification. Optional
RuleDetail filters.ports.ports e s .
[CProtoPort]. protocol <number> Protocol specification. Optional
RuleDetailfilters.ports.ports . - .
[CProtoPort].name <string> Protocol + port combination name. Optional
Boolean flag indication whether the
RuleDetail filters.ports.negated <string> ports/protocols/port groups should be included Optional
(false) or excluded (true).
e <array of . . )
RuleDetail filters.ports.groups <object>> List of port group objects. Optional
RuleDetail filters.ports.groups . ) .
[CPortGroup] <object> One CPortGroup object. Optional

RuleDetailfilters.ports.groups . .
[CPortGroup].name <string> Name of the port group. Optional

RuleDetailfilters.ports.groups .
[CPortGroup].group, id <number> ID of the port group. Optional

RuleDetailfilters.ports.protocols <array of List of protocol objects. Optional

<object>>

RuleDetallfilters. ports. protocols <object> Object representing Protocol information. Optional
[CProtocol]

Ru/eDeta//.ﬁIt(_-:-rs.ports.protocols <number> ID of the Protocol. Optional
[CProtocol].id

RuleDetailfilters. ports. protocols <string> Name of the Protocol. Optional
[CProtocol].name

RuleDetailfilters.client_hosts <object> Object Fhat includes all traffic client host/cidr/host Optional

group filters.

e . . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,

RuleDetailfilters.client_hosts.role <string=> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetailfilters.client_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).
RuleDetail filters.client_hosts.hosts <array of List of Hosts objects. Optional

<object>>




RuleDetailfilters.client_hosts.hosts

[CHost] <object> One CHost object. Optional
szfﬁsigl/ﬂgt?rs.cllent_hosts.hosts <string> Host MAC address. Optional
RL[/é:eﬁ;:{a]//i.‘f)l;tg;.cllent_hosts.hosts <string> Host IP address. Optional
RuleDetailfilters.client_hosts.hosts . :

[CHost].name - <string> Host name. Optional
RuleDetail filters.client_hosts.cidrs <array of List of CIDR objects. Optional

<string>>
Rtfi/teeDrsia//.fllters.cllent_hosts.CIdrs <string> CIDR object. Optional
RuleDetailfilters.client_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetall filters.client_hosts. <object> Object representing host group type and host Obtional

host_groups[CFullHostGroup] 4 group. P
RuleDetail filters.client_hosts.

host_groups[CFullHostGroup]. <number> Host Group type id. Optional

group_type_id
RuleDetailfilters.client_hosts. <string> Host Group name Obtional

host_groups[CFullHostGroup].group_name 9 P : P
RuleDetailfilters.client_hosts. . .

host_groups[CFullHostGroupl.group_id <number> Host Group id. Optional
RuleDetail filters.client_hosts.

host_groups[CFullHostGroup]. <string> Host Group type name. Optional

group_type_name

Object that includes all traffic
RuleDetailfilters.interfaces_path <object> interface/device/interface group in network path Optional
filters.
Ru/eQeta//.fllters.mterfaces_path. <arr§y of List of Device objects. Optional
devices <object>>
Rtélz\ﬁig«z/[/éllljt:\rlfég\]ten‘aces_path. <object> One CDevice object. Optional
RLé/:ai:[/gg:\rl?ég]]t?pr;adﬁs_path. <string> Device IP address. Optional
RuleDetail filters.interfaces_path. . . .
devices[CDevice].name — <string> Device name. Optional
e . flag indicating if the interfaces/devices/interface
RilzD:tl:é/.ﬁlters.|nterfaces_path. <string> groups should be included (false) or excluded Optional
9 (true).
RuleDetail filters.interfaces_path. <array of List of interface groups objects. Optional
groups <object>>
Ré’fgjf:{gﬁ:?;?ég:g&S]S—path' <object> Interface group object. Optional
RuleDetail filters.interfaces_path. <string> Full interface group path, e.g. Obtional

groups[CinterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
RuleDetailfilters.interfaces_path. . .

groupsCinterfaceGroup].group.id <number> Interface group id. Optional
RtljleDeta//.fllters.|nter‘faces_path. <array of List of interface objects. Optional

interfaces <object>>
RuleDetailfilters.interfaces_path. , . .
interfaces[CInterfaceDireE?ion] <object> Interface object. Optional
R[ijr/ftgrigi/éz[Itg:]st;r:;’gagifzzzitnh]' ipaddr <string> IP Address of the interface. Optional
RuleDetailfilters.interfaces_path. <string> Name of the interface, DNS and interface label can Obtional

interfaces[ClInterfaceDirection].name g be used, e.g. myinterface:port1. P
RuleDetail filters.interfaces_path. .

. P . . . . Optional; Values: INBOUND,

ljr}tzzftai(():re]s[CInterfaceDlrectlon]. <string> Direction of the interface. OUTBOUND, BOTH
RuleDetail filters.interfaces_path.

interfaces[CInterfaceDirection]. <number> Ifindex. Optional

ifindex

e . . Statistics: flag to indicate how to count the client Optional; Values: AGGREGATE,
RuleDetail filters.client_hosts_count <string> hosts (‘per host' or 'in aggregate). PERHOST
RuleDetailfilters.server hosts <object> Object Fhat includes all traffic server host/cidr/host Optional
group filters.
e . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetailfilters.server_hosts.role <string=> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetail filters.server_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional

excluded (true).




<array of

RuleDetail filters.server_hosts.hosts N List of Hosts objects. Optional
<object>>
RuleDetail filters.server_hosts.hosts <object> One CHost object. Optional
[CHost]
RuleDetailfilters.server_hosts.hosts
[CHost].mac <string> Host MAC address. Optional
RuleDetail filters.server_hosts.hosts . ;
[CHost].ipaddr <string> Host IP address. Optional
RuleDetailfilters.server_hosts.hosts . .
- <string> Host name. Optional
[CHost].name
RuleDetailfilters.server_hosts.cidrs <array of List of CIDR objects. Optional
<string>>
Ru_/eDeta//.flIters.server_hosts.adrs <string> CIDR object. Optional
[item]
RuleDetail filters.server_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetail filters.server_hosts. <object> Object representing host group type and host Optional
host_groups[CFullHostGroup] group.
RuleDetailfilters.server_hosts.
host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetail filters.server_hosts. <string> Host Group name Obtional
host_groups[CFullHostGroup]l.group_name g P ' P
RuleDetailfilters.server_hosts. ; :
host_groups[CFullHostGroup].group. id <number> Host Group id. Optional
RuleDetail filters.server_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
e . . Object that includes all traffic .
RuleDetail filters.interfaces <object> interface/device/interface group filters. Optional
RuleDetail filters.interfaces.devices <arr§y of List of Device objects. Optional
<object>>
Ru/eDetfall.ﬁlters.mterfaces.dewces <object> One CDevice object. Optional
[CDevice]
RuleDetailfilters.interfaces.devices . . .
[CDevicel.ipaddr <string> Device IP address. Optional
RuleDetailfilters.interfaces.devices . . .
. <string> Device name. Optional
[CDevicel.name
flag indicating if the interfaces/devices/interface
RuleDetailfilters.interfaces.negated <string> groups should be included (false) or excluded Optional
(true).
RuleDetailfilters.interfaces.groups <array of List of interface groups objects. Optional
<object>>
RuleDetail filters.interfaces.groups . . .
[CinterfaceGroup] <object> Interface group object. Optional
RuleDetailfilters.interfaces.groups <string> Full interface group path, e.g. Obtional
[CInterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
RuleDetailfilters.interfaces.groups . .
[CinterfaceGroup].group. id <number> Interface group id. Optional
RuleDetailfilters.interfaces.interfaces <array of List of interface objects. Optional
<object>>
RuleDetail filters.interfaces.interfaces . . .
[CInterfaceDirection] <object> Interface object. Optional
RuleDetailfilters.interfaces.interfaces . . .
[CinterfaceDirection].ipaddr <string> IP Address of the interface. Optional
RuleDetail filters.interfaces.interfaces <string> Name of the interface, DNS and interface label can Obtional
[CinterfaceDirection].name g be used, e.g. myinterface:port1. P
RuleDetailfilters.interfaces.interfaces <string> Direction of the interface Optional; Values: INBOUND,
[CinterfaceDirection].direction 9 : OUTBOUND, BOTH
RuleDetailfilters.interfaces.interfaces <number> Ifindex Obtional
[CInterfaceDirection].ifindex ’ P
RuleDetailfilters.dscps <object> Object that includes all traffic dscp filters. Optional
e . Boolean flag indication whether the DSCPs should .
RuleDetailfilters.dscps.negated <string> be included (false) or excluded (true). Optional
RuleDetail filters.dscps.dscps <arr§y of List of DSCP objects. Optional
<object>>
RuleDetail filters.dscps.dscps[CDSCP] <object> One CDSCP object. Optional
RuleDetailfilters.dscps.dscps[CDSCP]. <string> DSCP name. Optional

name




Ru/eDeta//:flIters.dscps.dscps[CDSCP]. <number> DSCP code point. Optional
code_point
RuleDetailfilters.applications <object> Object that includes all traffic application filters. Optional

e I . Boolean flag indication whether the applications .

RuleDetail filters.applications.negated <string> should be included (false) or excluded (true). Optional

Ru/eDleta/(.fllters.appl|cat|ons. <array of List of application objects. Optional
applications <object>>

RuleDetailfilters.applications. , - . .
applicationsICApplication] <object> One CApplication object. Optional

RuleDetailfilters.applications. s .
applications(CApplication].id <number> Application id. Optional

RuleDetailfilters.applications. . N .
applicationsICApplication].code <string> Application code. Optional

RuleDetailfilters.applications. . - .
applications[CApplication].name <string> Application name. Optional

RuleDetailfilters.applications. . o —— .
applications{CApplication].tunneled <string> Flag: is the application tunneled. Optional

RuleDetail.description <string> Policy description.

RuleDetail.name <string> Policy name. Must be unique in the system.

. . . Values: HOST, INTERFACE,
RuleDetailtype <string> Policy type. RESPONSE_TIME
RuleDetailthreshold <object> Objelct that includes threshold information (what

metric to be tracked and how).
Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,
RETRANS_PACKETS,
RuleDetailthreshold.metric <string> Metric to be tracked. RETRANS_BYTES_PCT,
RETRANS_PACKETS_PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT
Threshold severity - the bigger the number the
RuleDetailthreshold.severity <number> more serious the events would be considered (min | Optional
0, max 100, default 100).
Threshold scope: INDIVIDUAL: the threshold violates
if any individual host violates; AVERAGE: the
RuleDetail.threshold.scope <string> threshold violates if the average for the group Optional; Values: INDIVIDUAL, AVERAGE
violates (applies for response type policies only,
default INDIVIDUAL).
Set to Below when the policy needs to trigger when
RuleDetailthreshold.type <string> the manc value goes pelow the threshold . Values: ABOVE, BELOW
otherwise the policy triggers when the metric value
goes above the threshold.
Optional; Values: A2B, B2A,
RuleDetailthreshold.direction <string> Tracked direction. EITHER_A2B_OR_B2A, A2B_PLUS_B2A,
IN, OUT, IN_OR_OUT
RuleDetailthreshold.value <string> Threshold value.
Number of consecutive minutes that metric must
RuleDetailthreshold.duration <number> violate before an event is triggered (min 1, default | Optional
1).
RuleDetailthreshold.rate <string> Threshold rate (seconds, minutes, milliseconds). ggFt{IISITI\?l; Values: PERMS, PERSEC,

User _Defined_Policies: Create policy

Create a new user defined policy.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"enabled": string,
. "alert_notification": {
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"medium_alert_recipient_id": number,
"high_alert_recipient_id": number,
"low_alert_recipient_id": number,
"high_alert_recipient": string,
"medium_alert_recipient": string

1t

"id": number,

"schedule": {
"time_zone_name": string,
"days": [

string
I
"time_start": number,
"time_end": number,
"time_zone_id": number

Ity
"deleted": string,
"revision_id": number,
"filters": {
"server_hosts_count": string,
"ports": {
"ports": [
{
"port": number,
"protocol": number,
"name": string
}

L

"negated": string,

"groups": [

{
"name": string,
"group_id": number
}
I
"protocols": [

"id": number,
"name": string
}
]
Io
"client_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
L
"cidrs": [
string
I
"host_groups": [
{
"group_type_id": number,
"'group_name": string,
"group_id": number,
"group_type_name": string

1
+
"interfaces_path": {
"devices": [
{
"ipaddr": string,
"name": string
}
I
"negated": string,
"groups": [
{
"path": string,
"group_id": number
}
Il
"interfaces": [

"ipaddr": string,

"name": string,

"direction": string,

"ifindex": number
}

]
18



"client_hosts_count": string,
"server_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
L
"cidrs": [
string
1,
"host_groups": [
{
"group_type_id": number,
"'group_name": string,
"group_id": number,
"group_type_name": string

]
I
"interfaces": {
"devices": [
"ipaddr": string,
"name": string
}
1,
"negated": string,
"groups": [
{

"path": string,
"group_id": number
}
I
"interfaces": [
{
"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
I3
"dscps": {
"negated": string,
"dscps": [
{
"name": string,
"code_point": number
}
I
H
"applications": {
"negated": string,
"applications": [

"id": number,
"code": string,
"name": string,
"tunneled": string
}
1
}
1
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
"'scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string
}
}

Example:
{
"description": "Description text",
"schedule": {
"time zone id": 160,



"time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"
I
"time_end": 86399
o
"deleted": false,
"enabled": true,
"name": "HostPolicyl",
"filters": {
"server_hosts": {
"hosts": [
{
"ipaddr": "10.0.0.1"
}

1
"role": "SERVER",
"negated": true

I
"dscps": {
"dscps": [

"code_point": 10,
"name": "AF11"

b
{

"code_point": 14,
"name": "AF13"
}
Ik
"negated": false
+
"interfaces": {
"negated": false,
"interfaces": [

"ifindex": 1,
"direction": "INBOUND",
"ipaddr": "10.99.11.252"
}
1
"groups": [
{
"path": "/WAN",
"group_id": 2
}
Ik
"devices": [
{
"ipaddr": "10.38.8.71"
b
I
I
"ports": {
"negated": false,
"protocols": [
{
"id": 6,
"name": "tcp"
}
1
"ports": [
{
"protocol": 17,
"name": "udp/80",

"port": 80
}
I
"groups": [
{

"group_id": 2,
"name": "Email"
}
1
o
"applications": {
"applications": [
{
"tunneled": false,
"id": 617,



"name": "Facebook"
I
{
"tunneled": false,
"id": 603,
"name": "WEB"
}
Ik
"negated": false
I
"interfaces_path": {
"negated": true,
"groups": [

"path": "/WAN/Optimized",
"group_id": 3
}
]
Do
"server_hosts_count": "PERHOST",
"client_hosts_count": "AGGREGATE",

"client_hosts": {
"hosts": [

"ipaddr": "100.0.0.2"
I
{
"ipaddr": "100.0.0.1"
}
Ik
"role": "CLIENT",
"cidrs": [
"10.0.0.0/8"
1
"host_groups": [
{
"group_type_id": 102,
"group_id": 5,
"group_type_name": "ByLocation",
"group_name": "Boston"
I
{
"group_type_id": 102,
"group_id": 4,
"group_type_name": "ByLocation",
"group_name": "Dallas"
}
1
"negated": false
}
}

"threshold": {

"direction": "EITHER_A2B_OR_B2A",

"severity": 100,

"metric": "BYTES",

"value": 1,

"rate": "PERSEC",

"duration": 1,

"type": "ABOVE"
1
"revision_id": 12023,
"type": "HOST",
"id": 12024,
"alert_notification": {
"low_alert_recipient": "Default",
"high_alert_recipient": "Mark",
"high_alert_recipient_id": 65,
"medium_alert_recipient": "* Owner",
"medium_alert_recipient_id": 2,
"low_alert_recipient_id": 1

}
Property Name Type Description Notes

RuleDetail <object> Obje_ct _representmg a User defined policy, includes
traffic filters.

RuleDetailenabled <string> Whep true the policy is enabled and it will be
monitored by the system.

RuleDetail.alert_notification <object> .ObJECt that includes an alert notification
information.

RuleDetail.alert_notification. . o .

= <string> Low recipient name. Optional
low_alert_recipient




RuleDetail.alert_notification.

medium_alert_recipient id <number> Medium recipient id. Optional
RuleDetail.alert_notification. ) o ) .
high_alert_recipient_id <number> High recipient id. Optional
Ru/eDeta//.aIert._r)otlflganon. <number> Low recipient id. Optional
low_alert_recipient_id
RuleDetail.alert_notification. <string> High recipient name Optional
high_alert_recipient g 9 P ’ P
RuleDetail.alert_notification. . . - .
: - <string> Medium recipient name. Optional
medium_alert_recipient
RuleDetail.id <number> Policy identifier. Optional
RuleDetailschedule <object> Object that |nc|udeslpollcy schedule information
(when to track and fire events).
RuleDetail.schedule.time_zone_name <string> Time zone name. Optional
RuleDetail.schedule.days <array of List of days.
<string>>
Optional; Values: SUNDAY, MONDAY,
RuleDetail.schedule.days[item] <string> Day of the week. TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY
RuleDetail.schedule.time_start <number> Start time.
RuleDetail.schedule.time_end <number> End time.
RuleDetail.schedule.time_zone_id <number> Time zone id. Optional
When true the policy is marked deleted. Deleted
RuleDetail.deleted <string> policies are kept for historical reasons and can be Optional
retrieved using the API.
RuleDetail.revision_id <number> When the policy is edited, this id is incremented. Optional
RuleDetail filters <object> Object that includes all traffic filters.
RuleDetailfilters.server hosts count <string> Statistics: flag to indicate how to count the server Optional; Values: AGGREGATE,
) : - - 9 hosts ('per host' or 'in aggregate'). PERHOST
RuleDetailfilters.ports <object> Object Fhat includes all traffic port/protocol/port Optional
group filters.

e <array of . . .
RuleDetailfilters.ports.ports <object>> List of port objects (Protocol/port). Optional
RuleDetail filters.ports.ports . ) )

[CProtoPort] <object> One CProtoPort object. Optional
RuleDetailfilters.ports.ports - .
[CProtoPort]. port <number> Port specification. Optional
RuleDetail filters.ports.ports e s .
[CProtoPort]. protocol <number> Protocol specification. Optional
RuleDetailfilters.ports.ports . - .
[CProtoPort].name <string> Protocol + port combination name. Optional
Boolean flag indication whether the
RuleDetailfilters.ports.negated <string> ports/protocols/port groups should be included Optional
(false) or excluded (true).
e <array of . . )
RuleDetail filters.ports.groups <object>> List of port group objects. Optional
RuleDetail filters.ports.groups . ) .
[CPortGroup] <object> One CPortGroup object. Optional

RuleDetailfilters.ports.groups . .
[CPortGroup].name <string> Name of the port group. Optional

RuleDetailfilters.ports.groups .
[CPortGroup].group, id <number> ID of the port group. Optional

RuleDetailfilters.ports.protocols <arr'ay of List of protocol objects. Optional

<object>>

RuleDetailfilters. ports. protocols <object> Object representing Protocol information. Optional
[CProtocol]

Ru/eDeta//.ﬁIt(_-:-rs.ports.protocols <number> ID of the Protocol. Optional
[CProtocol].id

RuleDetailfilters. ports. protocols <string> Name of the Protocol. Optional
[CProtocol].name

RuleDetail filters.client_hosts <object> Object Fhat includes all traffic client host/cidr/host Optional

group filters.
e . . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetail filters.client_hosts.role <string> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the

RuleDetail filters.client_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).

RuleDetail filters.client_hosts.hosts <array of List of Hosts objects. Optional

<object>>




RuleDetailfilters.client_hosts.hosts

[CHost] <object> One CHost object. Optional
RL{?ﬁ:ﬁg/lﬂEﬁrs.cllent_hosts.hosts <string> Host MAC address. Optional
RL{’;_?::S’?S??;‘C“ent—hOSts'hOStS <string> Host IP address. Optional
RuleDetailfilters.client_hosts.hosts . ;

[CHost].name - <string> Host name. Optional
RuleDetail filters.client_hosts.cidrs <array of List of CIDR objects. Optional

<string>>
Rtfi/teeDrsia//.fllters.cllent_hosts.CIdrs <string> CIDR object. Optional
RL;’/eDeta//.ﬁIters.cllent_hosts. <array of List of Host Groups objects. Optional
ost_groups <object>>
RuleDetail filters.client_hosts. <object> Object representing host group type and host Obtional

host_groups[CFullHostGroup] 4 group. P
RuleDetailfilters.client_hosts.

host_groups[CFullHostGroup]. <number> Host Group type id. Optional

group_type_id
RuleDetailfilters.client_hosts. <string> Host Group name Obtional

host_groups[CFullHostGroupl.group_name 9 P ' P
RuleDetailfilters.client_hosts. . .

host_groups[CFullHostGroupl.group_id <number> Host Group id. Optional
RuleDetail filters.client_hosts.

host_groups[CFullHostGroup]. <string> Host Group type name. Optional

group_type_name

Object that includes all traffic
RuleDetail filters.interfaces_path <object> interface/device/interface group in network path Optional
filters.
Ru/eQeta//.fllters.|nterfaces_path. <arr'ay of List of Device objects. Optional
devices <object>>
Rté/:\ﬁigz/[/gllljt:\rlilen]ten‘aces_path. <object> One CDevice object. Optional
RL(/j/:aigaslllgllljt;e\rl?élen]tiepr;z%ers_path. <string> Device IP address. Optional
RuleDetail filters.interfaces_path. . . .
devices[CDevice].name ! <string> Device name. Optional
e . flag indicating if the interfaces/devices/interface
RilzD:tl:é/.ﬁlters.|nterfaces_path. <string> groups should be included (false) or excluded Optional
9 (true).
RuleDetail filters.interfaces_path. <arr'ay of List of interface groups objects. Optional
groups <object>>
RLgfg;f{gﬁ:ﬁ;zzg:gﬁg]s—path' <object> Interface group object. Optional
RuleDetail filters.interfaces_path. <string> Full interface group path, e.g. Obtional

groups[CinterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
RuleDetailfilters.interfaces_path. . .

groups[CInterfaceGroup]};roup id <number> Interface group id. Optional
Rt.J/eDeta//.fllters.|nter‘faces_path. <array of List of interface objects. Optional

interfaces <object>>
RuleDetailfilters.interfaces_path. ) . .
interfaces[CInterfaceDireEi)ion] <object> Interface object. Optional
R[ijr/ftg rigiléz[Itcelzst.e”r]ft:crgaljci?:&pi&:)?]. ipaddr <string> IP Address of the interface. Optional
RuleDetailfilters.interfaces_path. <string> Name of the interface, DNS and interface label can Obtional

interfaces[ClInterfaceDirection].name g be used, e.g. myinterface:port1. P
RuleDetail filters.interfaces_path. .

. P . . . . Optional; Values: INBOUND,

Lr}tzzft?(():ss[CInterfaceDlrectlon]. <string> Direction of the interface. OUTBOUND, BOTH
RuleDetail filters.interfaces_path.

interfaces[CInterfaceDirection]. <number> Ifindex. Optional

ifindex

e . . Statistics: flag to indicate how to count the client Optional; Values: AGGREGATE,
RuleDetailfilters.client_hosts_count <string> hosts (‘per host' or 'in aggregate). PERHOST
RuleDetailfilters.server_hosts <object> Object Fhat includes all traffic server host/cidr/host Optional
group filters.
e . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetailfilters.server_hosts.role <string=> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetail filters.server_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional

excluded (true).




<array of

RuleDetail filters.server_hosts.hosts N List of Hosts objects. Optional
<object>>
RuleDetail filters.server_hosts.hosts <object> One CHost object. Optional
[CHost]
RuleDetail filters.server_hosts.hosts <string> Host MAC address. Optional
[CHost].mac
RuleDetail filters.server_hosts.hosts . :
[CHost].ipaddr <string> Host IP address. Optional
RuleDetailfilters.server_hosts.hosts . .
- <string> Host name. Optional
[CHost].name
RuleDetailfilters.server_hosts.cidrs <array of List of CIDR objects. Optional
<string>>
Ru_/eDeta//.flIters.server_hosts.udrs <string> CIDR object. Optional
[item]
RuleDetail filters.server_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetailfilters.server_hosts. <object> Object representing host group type and host Optional
host_groups[CFullHostGroup] group.
RuleDetailfilters.server_hosts.
host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetail filters.server_hosts. <string> Host Group name Obtional
host_groups[CFullHostGroup]l.group_name g P ' P
RuleDetailfilters.server_hosts. ; :
host_groups[CFullHostGroup].group. id <number> Host Group id. Optional
RuleDetail filters.server_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
e . . Object that includes all traffic .
RuleDetail filters.interfaces <object> interface/device/interface group filters. Optional
RuleDetail filters.interfaces.devices <arr§y of List of Device objects. Optional
<object>>
Ru/eDetfall.ﬁIters.mterfaces.dewces <object> One CDevice object. Optional
[CDevice]
RuleDetailfilters.interfaces.devices i . )
[CDevicel.ipaddr <string> Device IP address. Optional
RuleDetailfilters.interfaces.devices . . .
. <string> Device name. Optional
[CDevicel.name
flag indicating if the interfaces/devices/interface
RuleDetailfilters.interfaces.negated <string> groups should be included (false) or excluded Optional
(true).
RuleDetailfilters.interfaces.groups <array of List of interface groups objects. Optional
<object>>
RuleDetail filters.interfaces.groups . . .
[CinterfaceGroup] <object> Interface group object. Optional
RuleDetailfilters.interfaces.groups <string> Full interface group path, e.g. Obtional
[CInterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
RuleDetailfilters.interfaces.groups . .
[CinterfaceGroup].group. id <number> Interface group id. Optional
RuleDetailfilters.interfaces.interfaces <array of List of interface objects. Optional
<object>>
RuleDetailfilters.interfaces.interfaces . . .
[CInterfaceDirection] <object> Interface object. Optional
RuleDetailfilters.interfaces.interfaces . . .
[CinterfaceDirection].ipaddr <string> IP Address of the interface. Optional
RuleDetail filters.interfaces.interfaces <string> Name of the interface, DNS and interface label can Obtional
[CInterfaceDirection].name g be used, e.g. myinterface:port1. P
RuleDetailfilters.interfaces.interfaces <string> Direction of the interface Optional; Values: INBOUND,
[CIinterfaceDirection].direction 9 : OUTBOUND, BOTH
RuleDetailfilters.interfaces.interfaces <number> Ifindex Obtional
[CInterfaceDirection].ifindex ' P
RuleDetailfilters.dscps <object> Object that includes all traffic dscp filters. Optional
e . Boolean flag indication whether the DSCPs should .
RuleDetailfilters.dscps.negated <string> be included (false) or excluded (true). Optional
RuleDetail filters.dscps.dscps <arr§y of List of DSCP objects. Optional
<object>>
RuleDetail filters.dscps.dscps[CDSCP] <object> One CDSCP object. Optional
RuleDetailfilters.dscps.dscps[CDSCP]. <string> DSCP name. Optional

name




Ru/eDeta//:flIters.dscps.dscps[CDSCP]. <number> DSCP code point. Optional
code_point
RuleDetail filters.applications <object> Object that includes all traffic application filters. Optional

e - . Boolean flag indication whether the applications )
RuleDetailfilters.applications.negated <string> should be included (false) or excluded (true). Optional
Ru/eDleta/(.fllters.appl|cat|ons. <array of List of application objects. Optional

applications <object>>
RuleDetailfilters.applications. ) — . .
applicationsICApplication] <object> One CApplication object. Optional
RuleDetailfilters.applications. s .
applications{CApplication].id <number> Application id. Optional
RuleDetailfilters.applications. . N .
applicationsICApplication].code <string> Application code. Optional
RuleDetailfilters.applications. . - .
applications{CApplication].name <string> Application name. Optional
RuleDetailfilters.applications. . o —— .
applications{CApplication].tunneled <string> Flag: is the application tunneled. Optional
RuleDetail.description <string> Policy description.
RuleDetail.name <string> Policy name. Must be unique in the system.

. . . Values: HOST, INTERFACE,
RuleDetailtype <string> Policy type. RESPONSE_TIME
RuleDetailthreshold <object> Objetl:t that includes threshold information (what

metric to be tracked and how).
Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,
RETRANS_PACKETS,
RuleDetailthreshold.metric <string> Metric to be tracked. RETRANS_BYTES_PCT,
RETRANS_PACKETS_PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT
Threshold severity - the bigger the number the
RuleDetailthreshold.severity <number> more serious the events would be considered (min | Optional
0, max 100, default 100).
Threshold scope: INDIVIDUAL: the threshold violates
if any individual host violates; AVERAGE: the
RuleDetail.threshold.scope <string> threshold violates if the average for the group Optional; Values: INDIVIDUAL, AVERAGE
violates (applies for response type policies only,
default INDIVIDUAL).
Set to Below when the policy needs to trigger when
RuleDetailthreshold.type <string> the manc value goes pelow the threshold . Values: ABOVE, BELOW
otherwise the policy triggers when the metric value
goes above the threshold.
Optional; Values: A2B, B2A,
RuleDetailthreshold.direction <string> Tracked direction. EITHER_A2B_OR_B2A, A2B_PLUS_B2A,
IN, OUT, IN_OR_OUT
RuleDetailthreshold.value <string> Threshold value.
Number of consecutive minutes that metric must
RuleDetailthreshold.duration <number> violate before an event is triggered (min 1, default | Optional
1).
RuleDetailthreshold.rate <string> Threshold rate (seconds, minutes, milliseconds). ggFtill\?lTl\?l; Values: PERMS, PERSEC,

Response Body
On success, the server returns a response body with the following structure:

"enabled": string,

"alert_notification": {
"low_alert_recipient": string,
"medium_alert_recipient_id": number,
"high_alert_recipient_id": number,
"low_alert_recipient_id": number,
"high_alert_recipient": string,
"medium_alert_recipient": string

L

"id": number,

"schedule": {
"time_zone_name": string,
"days": [

string
I
"time_start": number,

Hilona Al
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urne_ena o rurriver,
"time_zone_id": number
1o
"deleted": string,
"revision_id": number,
"filters": {
"server_hosts_count": string,
"ports": {
"ports": [
{
"port": number,
"protocol": number,
"name": string
}
1,
"negated": string,
"groups": [

"name": string,
"group_id": number
}
L
"protocols": [

"id": number,
"name": string
}
1
+
"client_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
L
"cidrs": [
string
I
"host_groups": [

"group_type_id": number,
"group_name": string,
"group_id": number,
"group_type_name": string

]
Bo
"interfaces_path": {
"devices": [

"ipaddr": string,
"name": string
}
I8
"negated": string,
"groups": [
{
"path": string,
"group_id": number
}
1,
"interfaces": [
{
"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
+
"client_hosts_count": string,
"server_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
I
"cidrs": [
string
1



ar

"host_groups": [

"group_type_id": number,
"'group_name": string,
"group_id": number,
"group_type_name": string

I
+
"interfaces": {

"devices": [

"ipaddr": string,
"name": string
}
I
"negated": string,
"groups": [
{
"path": string,
"group_id": number

15
"interfaces": [
{
"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
]
I
"dscps": {
"negated": string,
"dscps": [
{
"name": string,
"code_point": number
}
1
I
"applications": {
"negated": string,
"applications": [
{
"id": number,
"code": string,
"name": string,
"tunneled": string
b
I
)
It
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
"scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string
}
}

Example:

"description": "Description text",
"schedule": {
"time_zone_id": 160,
"time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"
If
"time_end": 86399
}

"deleted": false,



"enabled": true,
"name": "HostPolicyl",
"filters": {
"server_hosts": {
"hosts": [
{
"ipaddr": "10.0.0.1"
b
1
"role": "SERVER",
"negated": true

+
"dscps": {

"dscps": [
"code_point": 10,
"name": "AF11"

+
{
"code_point": 14,
"name": "AF13"
}
I

"negated": false
I
"interfaces": {

"negated": false,

"interfaces": [

"ifindex": 1,
"direction": "INBOUND",
"ipaddr": "10.99.11.252"
}
1
"groups": [
{
"path": "/WAN",
"group_id": 2

1
"devices": [
{
"ipaddr": "10.38.8.71"
}
1
I
"ports": {
"negated": false,
"protocols": [
{
"id": 6,
"name": "tcp"
}
1
"por‘ts": [
{
"protocol": 17,
"name": "udp/80",
"port": 80
}
1
"groups": [
{
"group_id": 2,
"name": "Email"
}
|
I
"applications": {
"applications": [

"tunneled": false,
"id": 617,
"name": "Facebook"
Iio
{
"tunneled": false,
"id": 603,
"name": "WEB"
}
Ik
"negated": false
+
"interfaces_path": {
"negated": true,
"groups": [

{



"path": "/WAN/Optimized",
"group_id": 3
}
I
b

"client_hosts": {
"hosts": [

"ipaddr": "100.0.0.2"

Iio
{
"ipaddr": "100.0.0.1"
}
Ik
"role": "CLIENT",
"cidrs": [

"10.0.0.0/8"
]

host_groups": [

"group_type_id": 102,
"group_id": 5,

"group_name": "Boston"

3
{

"group_type_id": 102,
"group_id": 4,

"group_name": "Dallas"
}
I
"negated": false
}
18
"threshold": {
"severity": 100,
"metric": "BYTES",
"value": 1,
"rate": "PERSEC",
"duration": 1,
"type": "ABOVE"
1
"revision_id": 12023,
"type": "HOST",
"id": 12024,
"alert_notification": {
"low_alert_recipient": "Default",
"high_alert_recipient": "Mark",
"high_alert_recipient_id": 65,

"medium_alert_recipient_id": 2,
"low_alert_recipient_id": 1

"server_hosts_count": "PERHOST",
"client_hosts_count": "AGGREGATE",

"direction": "EITHER_A2B_OR_B2A",

"medium_alert_recipient": "* Owner",

"group_type_name": "ByLocation",

"group_type_name": "ByLocation",

}
Property Name Type Description Notes
RuleDetail <object> Objgct representlng a User defined policy, includes
traffic filters.
RuleDetailenabled <string> Whe!w true the policy is enabled and it will be
monitored by the system.
RuleDetail.alert_notification <object> iject that includes an alert notification
- information.
RuleDetail.alert_notification. . o .
= <string> Low recipient name. Optional
low_alert_recipient
Ru/eD?ta//.aIert_notllfllcatlop. <number> Medium recipient id. Optional
medium_alert_recipient_id
RuleDetail.alert_notification. . - . .
high_alert_recipient id <number> High recipient id. Optional
Ru/eDeta//.aIert._rl10t|f|§at|0n. <number> Low recipient id. Optional
low_alert_recipient_id
RuleDetail.alert_notification. <string> High recipient name Optional
high_alert_recipient g 9 P ’ P
RuleDetail.alert_notification. . . - .
- - <string> Medium recipient name. Optional
medium_alert_recipient
RuleDetail.id <number> Policy identifier. Optional




Object that includes policy schedule information

RuleDetail.schedule <object> (when to track and fire events).
RuleDetail.schedule.time_zone_name <string> Time zone name. Optional
<array of
RuleDetail.schedule.days <string>> List of days.
Optional; Values: SUNDAY, MONDAY,
RuleDetail.schedule.days[item] <string> Day of the week. TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY
RuleDetail.schedule.time_start <number> Start time.
RuleDetail.schedule.time_end <number> End time.
RuleDetail.schedule.time_zone_id <number> Time zone id. Optional
When true the policy is marked deleted. Deleted
RuleDetail.deleted <string> policies are kept for historical reasons and can be Optional
retrieved using the API.
RuleDetail.revision_id <number> When the policy is edited, this id is incremented. Optional
RuleDetail filters <object> Object that includes all traffic filters.
RuleDetailfilters.server hosts count <string> Statistics: flag to indicate how to count the server Optional; Values: AGGREGATE,
: ’ - - 9 hosts (‘per host' or 'in aggregate'). PERHOST
RuleDetailfilters.ports <object> Object Fhat includes all traffic port/protocol/port Optional
group filters.

e <array of . . .
RuleDetail filters.ports.ports <object>> List of port objects (Protocol/port). Optional
RuleDetailfilters.ports.ports , ) .

[CProtoPort] <object> One CProtoPort object. Optional
RuleDetail filters.ports.ports I .
[CProtoPort].port <number> Port specification. Optional
RuleDetail filters.ports.ports e s .
[CProtoPort]. protocol <number> Protocol specification. Optional
RuleDetail filters.ports.ports . _— .
[CProtoPort].name <string> Protocol + port combination name. Optional
Boolean flag indication whether the
RuleDetailfilters.ports.negated <string> ports/protocols/port groups should be included Optional
(false) or excluded (true).
e <array of . . .
RuleDetailfilters.ports.groups <object>> List of port group objects. Optional
RuleDetail filters.ports.groups . ) )
[CPortGroup] <object> One CPortGroup object. Optional

RuleDetail filters.ports.groups i .
[CPortGroup].name <string> Name of the port group. Optional

RuleDetailfilters.ports.groups "
[CPortGroup].group. id <number> ID of the port group. Optional

RuleDetailfilters.ports.protocols <arr'ay of List of protocol objects. Optional

<object>>

RuleDetailfilters.ports. protocols <object> Object representing Protocol information. Optional
[CProtocol]

Ru/eDeta//.fllt_ers.ports.protocols <number> ID of the Protocol. Optional
[CProtocol].id

RuleDetail filters.ports.protocols <string> Name of the Protocol. Optional
[CProtocol].name

RuleDetailfilters.client hosts <object> Object Fhat includes all traffic client host/cidr/host Optional

- group filters.
e . . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetailfilters.client_hosts.role <string> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetailfilters.client_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).
RuleDetailfilters.client_hosts.hosts <aray of List of Hosts objects. Optional
- <object>>
RuleDetail filters.client_hosts.hosts <object> One CHost object. Optional
[CHost]
RuleDetailfilters.client_hosts.hosts <string> Host MAC address. Optional
[CHost].mac
RuleDetailfilters.client_hosts.hosts . .
[CHost].ipaddr <string> Host IP address. Optional
RuleDetailfilters.client_hosts.hosts . .
<string> Host name. Optional
[CHost].name
RuleDetailfilters.client_hosts.cidrs <array of List of CIDR objects. Optional

<string>>




RuleDetailfilters.client_hosts.cidrs

litem] <string> CIDR object. Optional
RuleDetail filters.client_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetailfilters.client_hosts. . Object representing host group type and host .
host_groups[CFullHostGroup] <object> group. Optional
RuleDetail filters.client_hosts.
host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetail filters.client_hosts. <string> Host Groun name Obtional
host_groups[CFullHostGroupl.group_name g P ’ P
RuleDetailfilters.client_hosts. . .
host_groups[CFullHostGroup].group_id <number> Host Group id. Optional
RuleDetail filters.client_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
Object that includes all traffic
RuleDetailfilters.interfaces_path <object> interface/device/interface group in network path Optional
filters.
Ru/eQeta//.fllters.|nterfaces_path. <arr'ay of List of Device objects. Optional
devices <object>>
Rté/:aigasl[/éllljt:\rligten‘aces_path. <object> One CDevice object. Optional
Rtélsaig:-;/[/.(leé)t:\r/?égt?pr;adc(ﬁs_path. <string> Device IP address. Optional
RuleDetailfilters.interfaces_path. . . .
devices[CDevice].name ! <string> Device name. Optional
e . flag indicating if the interfaces/devices/interface
RL:]/:D:tt:é/.fllters.|nten‘aces_path. <string> groups should be included (false) or excluded Optional
9 (true).
RuleDetail filters.interfaces_path. <array of List of interface groups objects. Optional
groups <object>>
RLgf(f;f{g::ttir;'a'gg:ssFe)]s—path' <object> Interface group object. Optional
RuleDetail filters.interfaces_path. <string> Full interface group path, e.g. Obtional
groups[CinterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
RuleDetailfilters.interfaces_path. . .
groups[CInterfaceGroup]E:jproup id <number> Interface group id. Optional
Rg/eDeta//.fllters.mterfaces_path. <arr§y of List of interface objects. Optional
interfaces <object>>
RuleDetailfilters.interfaces_path. . . .
interfaces[CInterfaceDireEgion] <object> Interface object. Optional
R[ijrﬁet’g fri/éz;tcﬁ:i}:;rt:gaac;?:Etpii?]' ipaddr <string> IP Address of the interface. Optional
RuleDetailfilters.interfaces_path. <string> Name of the interface, DNS and interface label can Obtional
interfaces[ClInterfaceDirection].name g be used, e.g. myinterface:port1. P
RuleDetail filters.interfaces_path. .
. P . . . . Optional; Values: INBOUND,
:jr}tzzft?gﬁs[CInterfaceDlrectlon]. <string> Direction of the interface. OUTBOUND, BOTH
RuleDetailfilters.interfaces_path.
interfaces[CInterfaceDirection]. <number> Ifindex. Optional
ifindex
e . i Statistics: flag to indicate how to count the client Optional; Values: AGGREGATE,
RuleDetailfilters.client_hosts_count <string> hosts (‘per host' or 'in aggregate). PERHOST
RuleDetail filters.server_hosts <object> Object Fhat includes all traffic server host/cidr/host Optional
group filters.
e . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
Rulebetailfilters.server_hosts.role <string=> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetail filters.server_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).
RuleDetailfilters.server_hosts.hosts <array of List of Hosts objects. Optional
- <object>>
RL{?HD:SI';//.ﬁIters.server_hosts.hosts <object> One CHost object. Optional
szlcel_?:stgllr.::srs.server_hosts.hosts <string> Host MAC address. Optional
RL{éeHD:st;//i.’f)lLtg;.server_hosts.hosts <string> Host IP address. Optional
RuleDetailfilters.server_hosts.hosts . .
<string> Host name. Optional

[CHost].name




<array of

RuleDetailfilters.server_hosts.cidrs ; List of CIDR objects. Optional
- <string>>
Ru(eDeta//.flIters.server_hosts.CIdrs <string> CIDR object. Optional
[item]
RuleDetailfilters.server_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetail filters.server_hosts. <object> Object representing host group type and host Optional
host_groups[CFullHostGroup] group.
RuleDetailfilters.server_hosts.
host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetail filters.server_hosts. <string> Host Groun name Obtional
host_groups[CFullHostGroupl.group_name g P ’ P
RuleDetailfilters.server_hosts. . .
host_groups[CFullHostGroup].group_id <number> Host Group id. Optional
RuleDetail filters.server_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
e . ) Object that includes all traffic .
RuleDetail filters.interfaces <object> interface/device/interface group filters. Optional
RuleDetailfilters.interfaces.devices <array of List of Device objects. Optional
<object>>
Ru/eDet‘a//.fllters.|nter‘faces.deV|ces <object> One CDevice object. Optional
[CDevice]
RuleDetailfilters.interfaces.devices . . .
[CDevicel.ipaddr <string> Device IP address. Optional
RuleDetailfilters.interfaces.devices y . .
. <string> Device name. Optional
[CDevicel.name
flag indicating if the interfaces/devices/interface
RuleDetail filters.interfaces.negated <string> groups should be included (false) or excluded Optional
(true).
RuleDetail filters.interfaces.groups <arr§y of List of interface groups objects. Optional
<object>>
RuleDetail filters.interfaces.groups . . .
[CinterfaceGroup] <object> Interface group object. Optional
RuleDetail filters.interfaces.groups <string> Full interface group path, e.g. Obtional
[CInterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
RuleDetail filters.interfaces.groups . .
[CinterfaceGroup].group. id <number> Interface group id. Optional
RuleDetailfilters.interfaces.interfaces <arr§y of List of interface objects. Optional
<object>>
RuleDetailfilters.interfaces.interfaces ) . .
[ClnterfaceDirection] <object> Interface object. Optional
RuleDetailfilters.interfaces.interfaces . . .
[CinterfaceDirection].ipaddr <string> IP Address of the interface. Optional
RuleDetailfilters.interfaces.interfaces <string> Name of the interface, DNS and interface label can Obtional
[CInterfaceDirection].name g be used, e.g. myinterface:port1. P
RuleDetail filters.interfaces.interfaces <string> Direction of the interface Optional; Values: INBOUND,
[CInterfaceDirection].direction g ’ OUTBOUND, BOTH
RuleDetailfilters.interfaces.interfaces <number> Ifindex Obtional
[CinterfaceDirection].ifindex ! P
RuleDetailfilters.dscps <object> Object that includes all traffic dscp filters. Optional
e . Boolean flag indication whether the DSCPs should .
RuleDetail filters.dscps.negated <string> be included (false) or excluded (true). Optional
RuleDetailfilters.dscps.dscps <array of List of DSCP objects. Optional
<object>>
RuleDetailfilters.dscps.dscps[CDSCP] <object> One CDSCP object. Optional
RuleDetail filters.dscps.dscps[CDSCP]. <string> DSCP name. Optional
name
Ru/eDeta//l.flIters.dscps.dscps[CDSCP]. <number> DSCP code point. Optional
code_point
RuleDetail filters.applications <object> Object that includes all traffic application filters. Optional
e - . Boolean flag indication whether the applications .
RuleDetail filters.applications.negated <string> should be included (false) or excluded (true). Optional
Ru/eDgta/(.flIters.appllcatlons. <arr'ay of List of application objects. Optional
applications <object>>
RuleDetail filters.applications. ) S . .
applications(CApplication] <object> One CApplication object. Optional
RuleDetail filters.applications. <number> Application id. Optional

applications[CApplication].id




RuleDetailfilters.applications.

applicationsICApplication].code <string> Application code. Optional
RuleDetail filters.applications. . L .
applications[CApplication].name <string> Application name. Optional
RuleDetailfilters.applications. . . —— .
applications[CApplication].tunneled <string> Flag: is the application tunneled. Optional
RuleDetail.description <string> Policy description.
RuleDetail.name <string> Policy name. Must be unique in the system.

) . Values: HOST, INTERFACE,
RuleDetailtype <string> Policy type. RESPONSE TIME

Object that includes threshold information (what

RuleDetailthreshold <object> metric to be tracked and how).

Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,
RETRANS_PACKETS,
RuleDetailthreshold.metric <string> Metric to be tracked. RETRANS_BYTES_PCT,
RETRANS_PACKETS_PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT

Threshold severity - the bigger the number the
RuleDetailthreshold.severity <number> more serious the events would be considered (min | Optional
0, max 100, default 100).

Threshold scope: INDIVIDUAL: the threshold violates
if any individual host violates; AVERAGE: the
RuleDetail.threshold.scope <string> threshold violates if the average for the group Optional; Values: INDIVIDUAL, AVERAGE
violates (applies for response type policies only,
default INDIVIDUAL).

Set to Below when the policy needs to trigger when
the metric value goes below the threshold
otherwise the policy triggers when the metric value
goes above the threshold.

RuleDetailthreshold.type <string> Values: ABOVE, BELOW

Optional; Values: A2B, B2A,
RuleDetailthreshold.direction <string> Tracked direction. EITHER_A2B_OR_B2A, A2B_PLUS_B2A,
IN, OUT, IN_OR_OUT

RuleDetailthreshold.value <string> Threshold value.
Number of consecutive minutes that metric must
RuleDetail.threshold.duration <number> violate before an event is triggered (min 1, default | Optional
1).
RuleDetail.threshold.rate <string> Threshold rate (seconds, minutes, milliseconds). Optional; Values: PERMS, PERSEC,

PERMIN

User _Defined Policies: Create policies

Create multiple user defined policies in one operation.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"enabled": string,
"alert_notification": { i
"low_alert_recipient": string,
"medium_alert_recipient_id": number, i
"high_alert_recipient_id": number,
"low_alert_recipient_id": number, i
"high_alert_recipient": string,
"medium_alert_recipient": string
b ;
"id": number, i
"schedule": {
"time_zone_name": string, i
"days": [
string



"time_start": number,
"time_end": number,
"time_zone_id": number
h
"deleted": string,
"revision_id": number,
"filters": {
"server_hosts_count": string,
"ports": {
"ports": [
{
"port": number,
"protocol": number,
"name": string
}
1
"negated": string,
"groups": [

"name": string,
"group_id": number
}
1
"protocols": [

"id": number,
"name": string
}
1
+
"client_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
1
"cidrs": [
string
1
"host_groups": [

"group_type_id": number,
""group_name": string,
"group_id": number,
"group_type_name": string

]
bo
"interfaces_path": {
"devices": [

"ipaddr": string,
"name": string
}
1
"negated": string,
"groups": [
{
"path": string,
"group_id": number
}
1
"interfaces": [
{
"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
+
"client_hosts_count": string,
"server_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
1
"cidrs": [



string
1
"host_groups": [

"group_type_id": number,
"group_name": string,
"group_id": number,
"group_type_name": string

1
To
"interfaces": {

"devices": [

"ipaddr": string,
"name": string
}
15
"negated": string,
"groups": [
{
"path": string,
"group_id": number

1
"interfaces": [
{
"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
I
]
+
"dscps": {
"negated": string,
"dscps": [
{

"name": string,
"code_point": number
}
1
+
"applications": {
"negated": string,
"applications": [
{
"id": number,
"code": string,
"name": string,
"tunneled": string
}
1
}
+
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
'scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string
}
}
1

Example:
[
{
"description": "Description text",
"schedule": {
"time_zone_id": 160,
"time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"



I
"time_end": 86399
+
"deleted": false,
"enabled": true,
"name": "HostPolicyl",
"filters": {
"server_hosts": {
"hosts": [
{
"ipaddr": "10.0.0.1"
}
1
"role": "SERVER",
"negated": true
+
"dscps": {
"dscps": [

"code_point": 10,
"name": "AF11"
1o
{

"code_point": 14,
"name": "AF13"
}
1;
"negated": false
I
"interfaces": {
"negated": false,
"interfaces": [

"ifindex": 1,
"direction": "INBOUND",
"ipaddr": "10.99.11.252"
}
1
"groups": [
{
"path": "/WAN",
"group_id": 2

1
"devices": [
{
"ipaddr": "10.38.8.71"
}
1
I
"ports": {
"negated": false,
"protocols": [
{
"id": 6,
"name": "tcp"
}
1
"por‘ts": [
{
"protocol": 17,
"name": "udp/80",

"port": 80
}
1
"groups": [
{

"group_id": 2,
"name": "Email"
}
1
I
"applications": {
"applications": [

"tunneled": false,
"id": 617,
"name": "Facebook"
Iio
{

"tunneled": false,
"id": 603,
"name": "WEB"
}
1
"negated": false
+
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meeriactes_pdtin @ {
"negated": true,
"groups": [

"path": "/WAN/Optimized",
"group_id": 3
}
1
}

"client_hosts": {

"hosts": [
"ipaddr": "100.0.0.2"
1o
{
"ipaddr": "100.0.0.1"
}
]’
"role": "CLIENT",
"cidrs": [
"10.0.0.0/8"
1

host_groups": [

"group_type_id": 102,
"group_id": 5,

"group_name": "Boston"

"severity": 100,
"metric": "BYTES",
"value": 1,
"rate": "PERSEC",
"duration": 1,
"type": "ABOVE"
}
"revision_id": 12023,
"type": "HOST",
"id": 12024,
"alert_notification": {

"high_alert_recipient": "Mark",
"high_alert_recipient_id": 65,

"low_alert_recipient_id": 1

"low_alert_recipient": "Default",

"server_hosts_count": "PERHOST",
"client_hosts_count": "AGGREGATE",

"group_type_name": "ByLocation",

I
{
"group_type_id": 102,
"group_id": 4,
"group_type_name": "ByLocation",
"group_name": "Dallas"
}
Ik
"negated": false
}
I
"threshold": {

"direction": "EITHER_A2B_OR_B2A",

"medium_alert_recipient": "* Owner",
"medium_alert_recipient_id": 2,

}
}
1
g g g S S g g G g g g g 1
Property Name Type Description Notes
RuleDetailList <array of List/Export of User defined policy objects.
<object>>
RuleDetailList{RuleDetail] <object> User defined policy object, includes traffic filters. Optional
RuleDetailList{RuleDetail].enabled <string> Whe_n true the policy is enabled and it will be
monitored by the system.

RualliDrtefé/tLi;iﬂaF:stDeta'”' <object> Object that includes an alert notification information.
RuleDetailLisiRuleDetail]. <string> Low recipient name Optional

alert_notification.low_alert_recipient 9 P ’ P
RuleDetailList{RuleDetail].

alert_notification. <number> Medium recipient id. Optional

medium_alert_recipient_id
RuleDetailList{RuleDetail].

alert_notification. <number> High recipient id. Optional

high_alert_recipient_id




RuleDetailList{RuleDetail].

alert_notification. <number> Low recipient id. Optional
low_alert_recipient_id
RuleDetailList{RuleDetail].
alert_notification. . . . .
- L1 High t . t |
high alert recipient <string> igh recipient name Optiona
RuleDetailList{RuleDetail].
alert_notification. <string> Medium recipient name. Optional
medium_alert_recipient
RuleDetailListiRuleDetaill.id <number> Policy identifier. Optional
RuleDetaill isf{RuleDetail].schedule <object> Object that mcludeslpollcy schedule information
(when to track and fire events).
RuleDetailList{RuleDetail].schedule. . ) .
. <string> Time zone name. Optional
time_zone_name
RuleDetailLis{RuleDetail].schedule.days <array of List of days.
<string>>
o . Optional; Values: SUNDAY, MONDAY,
R‘fi/ffnf]ta”usﬂ RuleDetail].schedule.days | _ ., Day of the week. TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY
Ru_/eDeta//L/st[RuleDetalI].scheduIe. <number> Start time.
time_start
Ru_/eDeta//L/st[RuleDetalI].scheduIe. <number> End time.
time_end
Ru_/eDeta//L/s{'[RuleDetalI].scheduIe. <number> Time zone id. Optional
time_zone_id
When true the policy is marked deleted. Deleted
RuleDetailList{RuleDetail].deleted <string> policies are kept for historical reasons and can be Optional
retrieved using the API.
RuleDetailListiRuleDetail].revision_id <number> When the policy is edited, this id is incremented. Optional
RuleDetailList{RuleDetail].filters <object> Object that includes all traffic filters.
RuleDetailList{RuleDetail].filters. <string> Statlst|'cs: flag t'o |n('i_|cate how tolcount the server Optional; Values: AGGREGATE, PERHOST
server_hosts_count hosts ('per host' or 'in aggregate').
RuleDetailList{RuleDetail].filters.ports <object> Object that includes all traffic port/protocol/port Optional
group filters.
RuleDetailList{RuleDetail].filters.ports. <arrf3y of List of port objects (Protocol/port). Optional
ports <object>>
RuleDetailList{RuleDetail].filters.ports. i . .
ports[CProtoPort] <object> One CProtoPort object. Optional
RuleDetailListiRuleDetaill.filters.ports. - .
ports[CProtoPort].port <number> Port specification. Optional
RuleDetailList{fRuleDetail].filters.ports. e s .
ports[CProtoPort].protocol <number> Protocol specification. Optional
RuleDetailListiRuleDetaill.filters.ports. . - .
ports[CProtoPort].name <string> Protocol + port combination name. Optional
o . Boolean flag indication whether the
RuleDetailLisiRuleDetail] filters.ports. <string> ports/protocols/port groups should be included (false) | Optional
negated
or excluded (true).
RuleDetailListiRuleDetaill.filters.ports. <array of List of port group objects. Optional
groups <object>>
RuleDetailList{RuleDetail].filters.ports. <object> One CPortGroup object. Optional
groups[CPortGroup]
RuleDetailListiRuleDetaill.filters.ports. . .
groups[CPortGroup].name <string> Name of the port group. Optional
RuleDetailList{RuleDetail].filters.ports. .
groups[CPortGroup].group. id <number> ID of the port group. Optional
RuleDetailLis{RuleDetail].filters.ports. <array of List of protocol objects. Optional
protocols <object>>
RuleDetailLisiRuleDetaill.filters.ports. <object> Object representing Protocol information. Optional
protocols[CProtocol]
Ru/eDeta//L/st[RuleDetglI].flIters.ports. <number> ID of the Protocol. Optional
protocols[CProtocol].id
RuleDetailList{RuleDetail].filters.ports. <string> Name of the Protocol. Optional
protocols[CProtocol].name
RuleDetailList{RuleDetail].filters. . Object that includes all traffic client host/cidr/host .
: <object> ) Optional
client_hosts group filters.
RuleDetailListiRuleDetaill.filters. <string> flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
client_hosts.role 9 treated as client or server or both. CLIENT, SERVER
o R Boolean flag indication whether the
RuleDetailLisiRuleDetail].filters. <string> hosts/cidrs/groups should be included (false) or Optional

client_hosts.negated

excluded (true).




Ru/_eDeta//Llst{ RuleDetail].filters. <array of List of Hosts objects. Optional
client_hosts.hosts <object>>

RuleDetailLis{RuleDetail].filters. i . .
client_hosts. hosts[CHost] <object> One CHost object. Optional

RuleDetailList{RuleDetail].filters. <string> Host MAC address. Optional
client_hosts.hosts[CHost].mac

RuleDetailLis{RuleDetail].filters. . .
client_hosts.hosts[CHost].ipaddr <string> Host IP address. Optional

RuleDetailList{RuleDetail].filters. X .
client_hosts.hosts[CHost].name <string> Host name. Optional

Ru/?Deta//L/st[ RyleDetalI].flIters. <array of List of CIDR objects. Optional
client_hosts.cidrs <string>>

RuleDetailList{RuleDetail].filters. , . .
client_hosts.cidrslitem] <string> CIDR object. Optional

Ru/?Deta//L/st[ RuleDetaill.filters. <array of List of Host Groups objects. Optional
client_hosts.host_groups <object>>

RuleDetailList{RuleDetail].filters.
client_hosts.host_groups <object> Object representing host group type and host group. | Optional
[CFullHostGroup]

RuleDetaillList{RuleDetail].filters.
client_hosts.host_groups <number> Host Group type id. Optional
[CFullHostGroup]l.group_type_id

RuleDetailList{RuleDetail].filters.
client_hosts.host_groups <string> Host Group name. Optional
[CFullHostGroupl.group_name

RuleDetailList{RuleDetail].filters.
client_hosts.host_groups <number> Host Group id. Optional
[CFullHostGroup].group_id

RuleDetailLis{RuleDetail].filters.
client_hosts.host_groups <string> Host Group type name. Optional
[CFullHostGroupl.group_type_name

o P Object that includes all traffic

RL_//eDeta//L/st[RuIeDetalI].ﬁIters. <object> interface/device/interface group in network path Optional

interfaces_path )
= filters.

RL_J/eDeta//L/st[ RuIeDeFalI].flIters. <arrf3y of List of Device objects. Optional
interfaces_path.devices <object>>

RuleDetaillList{RuleDetail].filters. , . . .
interfaces_path.devices[CDevice] <object> One CDevice object. Optional

RuleDetailLis{RuleDetail].filters.
interfaces_path.devices[CDevice]. <string> Device IP address. Optional
ipaddr

RuleDetaillList{RuleDetail].filters. <string> Device name Obtional
interfaces_path.devices[CDevicel.name 9 ’ P

RuleDetailList{RuleDetail].filters. <string> flag indicating if the interfaces/devices/interface Obtional
interfaces_path.negated 9 groups should be included (false) or excluded (true). P

RL_//eDeta//L/st[ RuleDetail].filters. <arr§y of List of interface groups objects. Optional
interfaces_path.groups <object>>

RuleDetailLis{RuleDetail].filters.
interfaces_path.groups <object> Interface group object. Optional
[CInterfaceGroup]

RuleDetailList{RuleDetail].filters. Full interface group path, e
interfaces_path.groups <string> M Views/Bosgon/Cpa?nbria .eg/.sub roupl Optional
[CInterfaceGroup].path y 9 group-L.

RuleDetailLis{RuleDetail].filters.
interfaces_path.groups <number> Interface group id. Optional
[CInterfaceGroupl.group_id

RuleDetailList{RuleDetail].filters. <array of . . . .
interfaces_path.interfaces <object>> List of interface objects. Optional

RuleDetailList{RuleDetail].filters.
interfaces_path.interfaces <object> Interface object. Optional
[CInterfaceDirection]

RuleDetailList{RuleDetail].filters.
interfaces_path.interfaces <string> IP Address of the interface. Optional
[CInterfaceDirection].ipaddr

Rz_J/eDeta//L/st[RulgDetalI].flIters. . Name of the interface, DNS and interface label can .
interfaces_path.interfaces <string> . . Optional

. . be used, e.g. myinterface:port1.

[CInterfaceDirection]l.name

RuleDetailList{RuleDetail].filters. . . .
interfaces_path.interfaces <string> Direction of the interface. Optional; Values: INBOUND, OUTBOUND,

— . . . BOTH

[CInterfaceDirection].direction

RuleDetailList{RuleDetail].filters.
interfaces_path.interfaces <number> Ifindex. Optional

[CInterfaceDirection].ifindex




RuleDetaillList{RuleDetail].filters.

Statistics: flag to indicate how to count the client

client_hosts_count <string> hosts (‘per host' or 'in aggregate'). Optional; Values: AGGREGATE, PERHOST
RuleDetailLis{RuleDetail].filters. . Object that includes all traffic server host/cidr/host .
<object> ) Optional
server_hosts group filters.
RuleDetailList{RuleDetail].filters. <string> flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
server_hosts.role 9 treated as client or server or both. CLIENT, SERVER
RuleDetailLisf{RuleDetail] filters. ) Boolean flag indication whether the .
server hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
- ’ excluded (true).
RuleDetailList{RuleDetail].filters. <arr§y of List of Hosts objects. Optional
server_hosts.hosts <object>>
R[;/eergiia/r:élssiﬁ\lgst[;[ectilltl)]s{l]lters. <object> One CHost object. Optional
RL;/:SIZ?I&Z Zi:ﬂ;iféﬂgﬂtﬁr:c <string> Host MAC address. Optional
RuleDetailListiRuleDetaill.filters. . '
server hosts.hosts{CHost].ipaddr <string> Host IP address. Optional
RuleDetailListfRuleDetail].filters. . .
server_hosts.hosts[CHost].name <string> Host name. Optional
RuleDetailList RgleDetalI].flIters. <arrfay of List of CIDR objects. Optional
server_hosts.cidrs <string>>
RuleDetailList{RuleDetail].filters. . . .
server hostll.cidrs[item]] <string> CIDR object. Optional
RuleDetailList{RuleDetail].filters. <arrfay of List of Host Groups objects. Optional
server_hosts.host_groups <object>>
RuleDetailLis{RuleDetail].filters.
server_hosts.host_groups <object> Object representing host group type and host group. | Optional
[CFullHostGroup]
RuleDetaillist{RuleDetail].filters.
server_hosts.host_groups <number> Host Group type id. Optional
[CFullHostGroup]l.group_type_id
RuleDetailLis{RuleDetail].filters.
server_hosts.host_groups <string> Host Group name. Optional
[CFullHostGroupl.group_name
RuleDetaillListfRuleDetail].filters.
server_hosts.host_groups <number> Host Group id. Optional
[CFullHostGroup].group_id
RuleDetailLis{RuleDetail].filters.
server_hosts.host_groups <string> Host Group type name. Optional
[CFullHostGroupl.group_type_name
RuleDetaillList{RuleDetail].filters. <object> Object that includes all traffic Obtional
interfaces 4 interface/device/interface group filters. P
RL.J/eDeta//L/st[ Rl.JIeDetalll.ﬂIters. <arrfay of List of Device objects. Optional
interfaces.devices <object>>
RLi’r/ig:}gac’égzﬂes?clgg[ectg!]V'ifél:]ars' <object> One CDevice object. Optional
RuleDetailLisf{RuleDetail].filters. . . .
interfaces.devices[CDevicel.ipaddr <string> Device IP address. Optional
RuleDetailList{RuleDetail].filters. <string> Device name Obtional
interfaces.devices[CDevice].name 9 ! P
RuleDetailList{RuleDetail].filters. <string> flag indicating if the interfaces/devices/interface Obtional
interfaces.negated 9 groups should be included (false) or excluded (true). P
RL_//eDeta//L/st[ RuleDetail].filters. <arr§y of List of interface groups objects. Optional
interfaces.groups <object>>
RuleDetailListiRuleDetaill.filters. . . .
interfaces.groups[CinterfaceGroup] <object> Interface group object. Optional
RuleDetailList{RuleDetail].filters. Full interface group path, e.g
gwatéahrfaces.groups[CInterfaceGroup]. <string> /MyViews/Boston/Cambridge/subgroupl. Optional
RuleDetaillList{RuleDetail].filters.
interfaces.groups[CinterfaceGroup]. <number> Interface group id. Optional
group_id
RL_//eDeta//L/s_t[ RuleDetail].filters. <arrfay of List of interface objects. Optional
interfaces.interfaces <object>>
RuleDetaillList{RuleDetail].filters.
interfaces.interfaces <object> Interface object. Optional
[CInterfaceDirection]
RuleDetailLis{RuleDetail].filters.
interfaces.interfaces <string> IP Address of the interface. Optional
[CInterfaceDirection].ipaddr
RL_//eDeta//Lls_t[RuIeDeta|I].f|Iters. . Name of the interface, DNS and interface label can .
interfaces.interfaces <string> Optional

[CInterfaceDirection]l.name

be used, e.g. myinterface:port1.




RuleDetaillList{RuleDetail].filters.

Optional; Values: INBOUND, OUTBOUND,

interfaces.interfaces <string> Direction of the interface.
X X . . BOTH
[CInterfaceDirection].direction
RuleDetailLis{RuleDetail].filters.
interfaces.interfaces <number> Ifindex. Optional
[CInterfaceDirection].ifindex
RuleDetailList{RuleDetail].filters.dscps <object> Object that includes all traffic dscp filters. Optional
RuleDetailListiRuleDetaill.filters.dscps. . Boolean flag indication whether the DSCPs should be .
<string> . Optional
negated included (false) or excluded (true).
RuleDetailList{RuleDetail].filters.dscps. <arr§y of List of DSCP objects. Optional
dscps <object>>
RuleDetailList{RuleDetail].filters.dscps. i . .
dscpsCDSCP] <object> One CDSCP object. Optional
RuleDetailList{RuleDetail].filters.dscps. , .
dscps[CDSCP].name <string> DSCP name. Optional
RuleDetailListiRuleDetaill.filters.dscps. . .
dscps[CDSCP].code. point <number> DSCP code point. Optional
Ru/eDg-ta/{L/st[ RuleDetail].filters. <object> Object that includes all traffic application filters. Optional
applications
RuleDetailLisf{RuleDetail].filters. <string> Boolean flag indication whether the applications Obtional
applications.negated 9 should be included (false) or excluded (true). P
Ru/eDg'ta/{L/st[ Rule!)et_all].ﬂlters. <arrfay of List of application objects. Optional
applications.applications <object>>
RuleDetaillList{RuleDetail].filters.
applications.applications <object> One CApplication object. Optional
[CApplication]
RuleDetailLis{RuleDetail].filters.
applications.applications <number> Application id. Optional
[CApplication].id
RuleDetaillList{RuleDetail].filters.
applications.applications <string> Application code. Optional
[CApplication].code
RuleDetailLis{RuleDetail].filters.
applications.applications <string> Application name. Optional
[CApplication].name
RuleDetaillList{RuleDetail].filters.
applications.applications <string> Flag: is the application tunneled. Optional
[CApplication].tunneled
RuleDetailListiRuleDetail].description <string> Policy description.
RuleDetaillListfRuleDetail].name <string> Policy name. Must be unique in the system.

- . . . Values: HOST, INTERFACE,
RuleDetailList{RuleDetail].type <string> Policy type. RESPONSE_TIME
RuleDetailListiRuleDetail].threshold <object> Obje.Ct that includes threshold information (what

metric to be tracked and how).
Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,

o . RETRANS_PACKETS,

Rﬁiﬁf’“’sﬂ RuleDetail].threshold. <string> Metric to be tracked. RETRANS_BYTES_PCT,
RETRANS_PACKETS_PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT

o . Threshold severity - the bigger the number the more
Rz;/ee\ie;li'f//L/st{RuleDetalI].threshoId. <number> serious the events would be considered (min 0, max | Optional

¥ 100, default 100).
Threshold scope: INDIVIDUAL: the threshold violates
o . if any individual host violates; AVERAGE: the
RL;/ceoDega//L/st[RuleDetaH].threshoId. <string> threshold violates if the average for the group Optional; Values: INDIVIDUAL, AVERAGE
P violates (applies for response type policies only,
default INDIVIDUAL).
Set to Below when the policy needs to trigger when
RuleDetailListiRuleDetail].threshold. <string> the manc vglue goes below the threshold otherwise Values: ABOVE, BELOW
type the policy triggers when the metric value goes above
the threshold.
e . Optional; Values: A2B, B2A,
R‘é’ﬁ'gﬁi’#’sﬂR”'eDeta'”'thres"o'd' <string> Tracked direction. EITHER A2B_OR_B2A, A2B_PLUS_B2A, IN,
OUT, IN_OR_OUT
RuleDetailListiRuleDetail].threshold. <string> Threshold value.
value

o . Number of consecutive minutes that metric must

Ru/eDe_ta//L/st[RuleDetalI].threshoId. <number> violate before an event is triggered (min 1, default Optional
duration 1)
RuleDetailLisiRuleDetaill.threshold. <string> Threshold rate (seconds, minutes, milliseconds). Optional; Values: PERMS, PERSEC,

rate

PERMIN




Response Body

On success, the server does not provide any body in the responses.

User _Defined Policies: List of policies

Get a list of user defined policies.

GET https://{device}/api/profiler/1.17/user_defined_policies?offset={number} &sortby={string} &sort={string}&name={string } &limit=

. {number}

Authorization

This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> Starting row number. Optional
sortby <string> 22&?&?2;0;:; g)/l’l(;\'/ving options: name (default), Optional
sort <string> Sort order: asc (default) or desc. Optional
name <string> Filter to list to one policy with this name. Optional
limit <number> Number of rows to be returned. Optional

Response Body

On success, the server returns a response body with the following structure:

JSON



[
{

"enabled": string,

"alert_notification": {
"low_alert_recipient": string,
"medium_alert_recipient_id": number,
"high_alert_recipient_id": number,
"low_alert_recipient_id": number,
"high_alert_recipient": string,
"medium_alert_recipient": string
B
"id": number,

"schedule": {
"time_zone_name": string,
"days": [

string
Il
"time_start": number,

"time_end": number,
"time_zone_id": number
o
"deleted": string,
"revision_id": number,
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
'scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string
}
}
1

Example:
[
{
"name": "HostPolicyl",
"schedule": {
"time_zone_id": 160,
"time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"
I
"time_end": 86399
b
"deleted": false,
"enabled": true,
"alert_notification": {
"low_alert_recipient": "Default",
"high_alert_recipient": "Mark",
"high_alert_recipient_id": 65,
"medium_alert_recipient": "* Owner",
"medium_alert_recipient_id": 2,
"low_alert_recipient_id": 1
Io
"threshold": {
"direction": "EITHER_A2B_OR_B2A",
"severity": 100,
"metric": "BYTES",
"value": 1,
"rate": "PERSEC",
"duration": 1,
"type": "ABOVE"
}
"revision_id": 12023,
"type": "HOST",
"id": 12024,
"description": "Description text"



Property Name Type Description Notes
RulelList <arr§y of List of User defined policy objects.
<object>>
RuleList{Rule] <object> User defined policy object. Optional
. . When true the policy is enabled and it will be
RuleList{Rule].enabled <string> monitored by the system.
RuleList{Rule].alert_notification <object> iject that includes an alert notification
information.
Rllj(/fx’;tl{;l:I?e]g:)ei;t;tnonﬁcat'on' <string> Low recipient name. Optional
Rﬁegéfjrﬁuéﬁéﬁlerretc—ir;?;'rf]'tc?:on' <number> Medium recipient id. Optional
R%/;LésglIerJtler]éaclie;)rite_:tofglcatlon. <number> High recipient id. Optional
Rlllc/fx":{;;lI:g:;;tﬁs?ct"ﬁcatlon' <number> Low recipient id. Optional
R%/;Lésgl':l:tler]éaclie;)riz—:t(’t'f'Catlon' <string> High recipient name. Optional
Rﬁe:é}qli{r:uﬁéﬁl?gc_ir;)ci:(t;:tcatmn. <string> Medium recipient name. Optional
RuleList{Rulel.id <number> Policy identifier. Optional
) . Object that includes policy schedule information
RuleList{Rule].schedule <object> (when to track and fire events).
RuleList{Rule].schedule.time_zone_name | <string> Time zone name. Optional
RuleList{Rule]l.schedule.days <arr§y of List of days.
<string>>
Optional; Values: SUNDAY, MONDAY,
RuleList{[Rule]l.schedule.days[item] <string> Day of the week. TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY
RuleList{Rule].schedule.time_start <number> Start time.
RuleList{Rule]l.schedule.time_end <number> End time.
RuleList{Rule].schedule.time_zone_id <number> Time zone id. Optional
When true the policy is marked deleted. Deleted
RuleList{Rule].deleted <string> policies are kept for historical reasons and can be | Optional
retrieved using the API.
RuleList{Rule].revision_id <number> When the policy is edited, this id is incremented. Optional
RuleList{Rule].description <string> Policy description.
RuleList{Rule]l.name <string> Policy name. Must be unique in the system.
) . . Values: HOST, INTERFACE,
RuleList{Rule].type <string> Policy type. RESPONSE TIME
. . Object that includes threshold information (what
RuleList{Rule].threshold <object> metric to be tracked and how).
Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,
. . . ) RETRANS_PACKETS, RETRANS_BYTES_PCT,
RuleList{Rule].threshold.metric <string> Metric to be tracked. RETRANS_PACKETS PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT
Threshold severity - the bigger the number the
RuleList{Rule].threshold.severity <number> more serious the events would be considered (min | Optional
0, max 100, default 100).
Threshold scope: INDIVIDUAL: the threshold
violates if any individual host violates; AVERAGE:
RuleList{Rule].threshold.scope <string> the threshold violates if the average for the group | Optional; Values: INDIVIDUAL, AVERAGE
violates (applies for response type policies only,
default INDIVIDUAL).
Set to Below when the policy needs to trigger
RuleList{Rule].threshold.type <string> when the metric value goes below the threshold Values: ABOVE, BELOW
! typ 9 otherwise the policy triggers when the metric : '
value goes above the threshold.
Optional; Values: A2B, B2A,
RuleList{Rule].threshold.direction <string> Tracked direction. EITHER_A2B_OR_B2A, A2B_PLUS_B2A, IN,
OUT, IN_OR_OUT
RuleList{Rulel.threshold.value <string> Threshold value.
Number of consecutive minutes that metric must
RuleList{Rule].threshold.duration <number> violate before an event is triggered (min 1, default | Optional

1).

RuleList{Rulel.threshold.rate

<string>

Threshold rate (seconds, minutes, milliseconds).

Optional; Values: PERMS, PERSEC, PERMIN




User_Defined Policies: Delete all policies

Delete all user defined policies.

POST https://{device}/api/profiler/1.17/user_defined_policies/clear

Authorization
This request requires authorization.

Request Body
Do not provide a request body.

Response Body
On success, the server does not provide any body in the responses.

User Defined Policies: Delete policy

Delete a user defined policy. Note: policies are marked as deleted. A GET after delete will not return 404, it will
return the policy with deleted flag se to true.

DELETE https://{device}/api/profiler/1.17/user_defined_policies/{id}

Authorization
This request requires authorization.

Response Body
On success, the server does not provide any body in the responses.

User _Defined Policies: Update policy

Update a user defined policy. Note: after update the policy id changes. The historty_id property will point to the
old id.

PUT https://{device}/api/profiler/1.17/user_defined_policies/{id}

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON

{

"enabled": string,

"alert_notification": {
"low_alert_recipient": string,
"medium_alert_recipient_id": number,
"high_alert_recipient_id": number,
"low_alert_recipient_id": number,
"high_alert_recipient": string,
"medium_alert_recipient": string

"id": number,

"schedule": {
"time_zone_name": string,
"days": [

string
1
"time_start": number,
"time_end": number,
"time_zone_id": number

h

"deleted": string,

"revision_id": number,

"filters": {
"server_hosts_count": string,
"ports": {

"narte": T



(IR

{
"port": number,
"protocol": number,
"name": string
}
I
"negated": string,
"groups": [
{
"name": string,
"group_id": number

15
"protocols": [
{
"id": number,
"name": string
}
1
I
"client_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
I
"cidrs": [
string
Iy
"host_groups": [
{
"group_type_id": number,
"'group_name": string,
"group_id": number,
"group_type_name": string

]
I
"interfaces_path": {
"devices": [
{
"ipaddr": string,
"name": string
}
1,
"negated": string,
"groups": [
{
"path": string,
"group_id": number
}
I8
"interfaces": [

"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
I
"client_hosts_count": string,
"server_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
L
"cidrs": [
string
I3
"host_groups": [
{
"group_type_id": number,
""group_name": string,
"group_id": number,
"group_type_name": string



I
"interfaces": {
"devices": [
{
"ipaddr": string,
"name": string
}
I8
"negated": string,
"groups": [

"path": string,
"group_id": number
}
I
"interfaces": [

"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
+
"dscps": {
"negated": string,
"dscps": [
{
"name": string,
"code_point": number
}
]
I
"applications": {
"negated": string,
"applications": [

"id": number,
"code": string,
"name": string,
"tunneled": string
}
1
}
1o
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
"'scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string
}
}

Example:
{
"description": "Description text",
"schedule": {
"time_zone_id": 160,
"time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"
I
"time_end": 86399
Vo
"deleted": false,
"enabled": true,
"name": "HostPolicyl",
"filters": {
"server_hosts": {
"hosts": [

{
"ipaddr": "10.0.0.1"
}



1
"role": "SERVER",
"negated": true
+

"dscps": {
"dscps": [
{
"code_point": 10,
"name": "AF11"
1o
{
"code_point": 14,
"name": "AF13"
}

Ik
"negated": false
H
"interfaces": {

"negated": false,

"interfaces": [

{
"ifindex": 1,
"direction": "INBOUND",
"ipaddr": "10.99.11.252"
}
I
"groups": [

"path": "/WAN",
"group_id": 2
}
;
"devices": [

"ipaddr": "10.38.8.71"
}
]
+
"ports": {
"negated": false,
"protocols": [

"id": 6,
"name": "tcp"
}
Ik
"ports": [
{
"protocol": 17,
"name": "udp/80",

"port": 80
b
Ik
"groups": [
{

"group_id": 2,
"name": "Email"
b
I
I
"applications": {
"applications": [
{
"tunneled": false,
"id": 617,
"name": "Facebook"

b
{

"tunneled": false,
"id": 603,
"name": "WEB"
}
1
"negated": false
I
"interfaces_path": {
"negated": true,
"groups": [
{
"path": "/WAN/Optimized",
"group_id": 3
}
I
}
"server_hosts_count": "PERHOST",
"client_hosts_count": "AGGREGATE",
"client_hosts": {



"hosts": |

{
"ipaddr": “100.0.0.2"

+

{
"ipaddr": "100.0.0.1"
}

I

"role": "CLIENT",

"cidrs": [

"10.0.0.0/8"

I

"host_groups": [

{
"group_type_id": 102,
"group_id": 5,

"group_name": "Boston"

v

"group_type_id": 102,
"group_id": 4,

u :
"group_name": "Dallas"

}

"negated": false
}
}

"threshold": {

" 100,
BYTES",

"severity
"metric":
"value": 1,

"rate": "PERSEC",

"duration": 1,

"type": "ABOVE"

+

"revision_id": 12023,

"type": "HOST",

"id": 12024,

"alert_notification": {
"low_alert_recipient": "Default",
"high_alert_recipient": "Mark",
"high_alert_recipient_id": 65,

"medium_alert_recipient_id": 2,
"low_alert_recipient_id": 1

: ]

"direction": "EITHER_A2B_OR_B2A",

"group_type_name": "ByLocation",

"group_type_name": "ByLocation",

"medium_alert_recipient": "* Owner",

}
}
g g g S g S g g S g g 1
Property Name Type Description Notes
RuleDetail <object> Obje_ct _representmg a User defined policy, includes
traffic filters.
RuleDetailenabled <string> Whep true the policy is enabled and it will be
monitored by the system.
RuleDetail.alert_notification <object> .ObJECt that includes an alert notification
- information.
RuleDetail.alert_notification. . o .
= <string> Low recipient name. Optional
low_alert_recipient
Ru/eDt_—:'ta//.aIert_notllﬁ(l:anor\. <number> Medium recipient id. Optional
medium_alert_recipient_id
RuleDetail.alert_notification. ) L ) .
high_alert_recipient id <number> High recipient id. Optional
Ru/eDeta//.aIert__rjotlfl(_:anon. <number> Low recipient id. Optional
low_alert_recipient_id
RuleDetail.alert_notification. <string> High recipient name Optional
high_alert_recipient g 9 P ’ P
RuleDetail.alert_notification. . . . .
X — <string> Medium recipient name. Optional
medium_alert_recipient
RuleDetail.id <number> Policy identifier. Optional
RuleDetailschedule <object> Object that |nc|udeslpoI|cy schedule information
(when to track and fire events).
RuleDetail.schedule.time_zone_name <string> Time zone name. Optional
<array of

RuleDetail.schedule.days

<string>>

List of days.




Optional; Values: SUNDAY, MONDAY,
TUESDAY, WEDNESDAY, THURSDAY,

RuleDetail.schedule.days[item] <string> Day of the week.
FRIDAY, SATURDAY

RuleDetail.schedule.time_start <number> Start time.
RuleDetail.schedule.time_end <number> End time.
RuleDetail.schedule.time_zone_id <number> Time zone id. Optional

When true the policy is marked deleted. Deleted
RuleDetail.deleted <string> policies are kept for historical reasons and can be Optional

retrieved using the API.
RuleDetail.revision_id <number> When the policy is edited, this id is incremented. Optional
RuleDetail filters <object> Object that includes all traffic filters.
RuleDetailfilters.server hosts count <string> Statistics: flag to indicate how to count the server Optional; Values: AGGREGATE,

’ ’ - - g hosts ('per host' or 'in aggregate'). PERHOST

RuleDetailfilters.ports <object> Object Ithat includes all traffic port/protocol/port Optional

group filters.

e <array of . . .
RuleDetailfilters.ports.ports <object>> List of port objects (Protocol/port). Optional
RuleDetailfilters.ports.ports , ) .

[CProtoPort] <object> One CProtoPort object. Optional
RuleDetailfilters.ports.ports - .
[CProtoPort]. port <number> Port specification. Optional
RuleDetail filters.ports.ports e e .
[CProtoPort].protocol <number> Protocol specification. Optional
RuleDetailfilters.ports.ports . R .
[CProtoPort].name <string> Protocol + port combination name. Optional
Boolean flag indication whether the
RuleDetail filters.ports.negated <string> ports/protocols/port groups should be included Optional
(false) or excluded (true).
e <array of . . .
RuleDetailfilters.ports.groups <object>> List of port group objects. Optional
RuleDetail filters.ports.groups . . .
[CPortGroup] <object> One CPortGroup object. Optional

RuleDetailfilters.ports.groups . .
[CPortGroup].name <string> Name of the port group. Optional

RuleDetail filters.ports.groups .
[CPortGroup].group. id <number> ID of the port group. Optional

RuleDetail filters.ports.protocols <arr§y of List of protocol objects. Optional

<object>>

RuleDetailfilters. ports. protocols <object> Object representing Protocol information. Optional
[CProtocol]

Ru/eDeta//.flIt.ers.ports.protocols <number> ID of the Protocol. Optional
[CProtocoll.id

RuleDetailfilters.ports. protocols <string> Name of the Protocol. Optional
[CProtocol].name

RuleDetailfilters.client_hosts <object> Object Fhat includes all traffic client host/cidr/host Optional

- group filters.
e . . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetail filters.client_hosts.role <string> treated as client or server or both., CLIENT, SERVER
Boolean flag indication whether the
RuleDetail filters.client_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).
RuleDetail filters.client_hosts.hosts <array of List of Hosts objects. Optional
= <object>>
RuleDetail filters.client_hosts.hosts <object> One CHost object. Optional
[CHost]
RuleDetailfilters.client_hosts.hosts <string> Host MAC address. Optional
[CHost].mac
RuleDetailfilters.client_hosts.hosts . .
[CHost].ipaddr <string> Host IP address. Optional
RuleDetailfilters.client_hosts.hosts . .
- <string> Host name. Optional
[CHost].name
RuleDetailfilters.client_hosts.cidrs <array of List of CIDR objects. Optional
- <string>>
Ru_/eDeta//.flIters.cllent_hosts.C|drs <string> CIDR object. Optional
[item]
RuleDetailfilters.client_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetail filters.client_hosts. <object> Object representing host group type and host Optional

host_groups[CFullHostGroup]

group.




RuleDetailfilters.client_hosts.

host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetailfilters.client_hosts. <string> Host Group name. Optional
host_groups[CFullHostGroupl.group_name
RuleDetail filters.client_hosts. . .
host_groups[CFullHostGroupl.group_id <number> Host Group id. Optional
RuleDetailfilters.client_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
Object that includes all traffic
RuleDetail filters.interfaces_path <object> interface/device/interface group in network path Optional
filters.
Ru/eD_eta//.ﬁIters.mterfaces_path. <array of List of Device objects. Optional
devices <object>>
Rza/gaiz/[/gllljt:\r/i:]terfaces_path. <object> One CDevice object. Optional
RLé/:aiéz/{glgsgfé:]t?pr;aci%is_path. <string> Device IP address. Optional
RuleDetail filters.interfaces_path. . . .
devices[CDevice].name = <string> Device name. Optional
e . flag indicating if the interfaces/devices/interface
Rt:]/sD:ttéaé/.fllters.|nterfaces_path. <string> groups should be included (false) or excluded Optional
9 (true).
RuleDetailfilters.interfaces_path. <arr'ay of List of interface groups objects. Optional
groups <object>>
ngﬁﬁ; T)t:[’émttzr;'a'?;g:ssS]S—path' <object> Interface group object. Optional
RuleDetailfilters.interfaces_path. <string> Full interface group path, e.g. Obtional
groups[CinterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
ngﬁﬁ; E;.)ts‘,a[lglr:ttzrr?alzégjssS]slgprituhp. id <number> Interface group id. Optional
RL_//eDeta//.ﬁIters.mterfaces_path. <arr§y of List of interface objects. Optional
interfaces <object>>
RuleDetailfilters.interfaces_path. . . .
interfaces[CInterfaceDireEtpion] <object> Interface object. Optional
R?;igrefgilég[léel;St.el?;:aecl:’feal:’):ifzzgii?]l ipaddr <string> IP Address of the interface. Optional
RuleDetail filters.interfaces_path. <string> Name of the interface, DNS and interface label can Obtional
interfaces[CInterfaceDirection].name g be used, e.g. myinterface:port1. P
RuleDetailfilters.interfaces_path. .
. A i . . . Optional; Values: INBOUND,
E:z;ftaigss[CInterfaceDlrect|on]. <string> Direction of the interface. OUTBOUND, BOTH
RuleDetail filters.interfaces_path.
interfaces[CInterfaceDirection]. <number> Ifindex. Optional
ifindex
e . . Statistics: flag to indicate how to count the client Optional; Values: AGGREGATE,
RuleDetail filters.client_hosts_count <string> hosts ('per host' or ‘in aggregate?). PERHOST
RuleDetailfilters.server hosts <object> Object Fhat includes all traffic server host/cidr/host Optional
- group filters.
e . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetail filters.server_hosts.role <string> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetail filters.server_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).
RuleDetailfilters.server_hosts.hosts <arr§y of List of Hosts objects. Optional
<object>>
Rt{?ﬁsstgll.flIters.server_hosts.hosts <object> One CHost object. Optional
Rl{fﬁ:ﬁ;’ﬁ::frs'Server—hOStS'hOSts <string> Host MAC address. Optional
R%ggsstg//i.ggtggi.server_hosts.hosts <string> Host IP address. Optional
RuleDetailfilters.server_hosts.hosts . ;
[CHost].name = <string> Host name. Optional
RuleDetail filters.server_hosts.cidrs <array of List of CIDR objects. Optional
<string>>
Rtfi/fé)rs;'a//.flIters.server_hosts.CIdrs <string> CIDR object. Optional
RuleDetailfilters.server_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>




RuleDetailfilters.server_hosts.

Object representing host group type and host

host_groups[CFullHostGroup] <object> group. Optional
RuleDetail filters.server_hosts.
host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetailfilters.server_hosts. i X
host_groups[CFullHostGroupl.group_name | <St719> Host Group name. Optional
RuleDetail filters.server_hosts. . .
host_groups[CFullHostGroupl.group_id <number> Host Group id. Optional
RuleDetailfilters.server_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
e . . Object that includes all traffic .
RuleDetailfilters.interfaces <object> interface/device/interface group filters. Optional
RuleDetailfilters.interfaces.devices <arr'ay of List of Device objects. Optional
<object>>
Rtf/ceDDee\f;ac/gllters.|nterfaces.deV|ces <object> One CDevice object. Optional
RL[/é:eDD:\fzéil’lIitpear;.(;r:terfaces.dewces <string> Device IP address. Optional
RuleDetailfilters.interfaces.devices . . .
[CDevice].name <string> Device name. Optional
flag indicating if the interfaces/devices/interface
RuleDetailfilters.interfaces.negated <string> groups should be included (false) or excluded Optional
(true).
RuleDetailfilters.interfaces.groups <array of List of interface groups objects. Optional
<object>>
Rtfglzféff/é(f;‘letg:(s)dr;t]en‘aces.groups <object> Interface group object. Optional
RuleDetail filters.interfaces.groups <string> Full interface group path, e.g. Obtional
[CInterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
Rl{gﬁ fé’ff/é.il‘letg:;gt]egiiis.i%roups <number> Interface group id. Optional
RuleDetailfilters.interfaces.interfaces <array of List of interface objects. Optional
<object>>
legg te'é'raf/;.(le‘letgirrs;l:r;itsrr:‘]aces.|nten‘aces <object> Interface object. Optional
RL[//Cﬁﬁteetrafg.(leét;irrse.lcr;li:grr‘f]a;)easalgrterfaces <string> IP Address of the interface. Optional
RuleDetail filters.interfaces.interfaces <string> Name of the interface, DNS and interface label can Obtional
[CinterfaceDirection].name g be used, e.g. myinterface:port1. P
RuleDetail filters.interfaces.interfaces <string> Direction of the interface Optional; Values: INBOUND,
[CInterfaceDirection].direction g ’ OUTBOUND, BOTH
RuleDetail filters.interfaces.interfaces <number> Ifindex Obtional
[CInterfaceDirection].ifindex ’ P
RuleDetail filters.dscps <object> Object that includes all traffic dscp filters. Optional
e . Boolean flag indication whether the DSCPs should .
RuleDetailfilters.dscps.negated <string> be included (false) or excluded (true). Optional
RuleDetail filters.dscps.dscps <array of List of DSCP objects. Optional
<object>>
RuleDetailfilters.dscps.dscps[CDSCP] <object> One CDSCP object. Optional
RL;/:ﬁzta//.flIters.dscps.dscps[CDSCP]. <string> DSCP name. Optional
Rzélngeets(/)/i.:Itters.dscps.dscps[CDSCP]. <number> DSCP code point. Optional
RuleDetailfilters.applications <object> Object that includes all traffic application filters. Optional
e - . Boolean flag indication whether the applications .
RuleDetailfilters.applications.negated <string> should be included (false) or excluded (true). Optional
Ru/eDg-ta/{.flIters.apphcatlons. <array of List of application objects. Optional
applications <object>>
R[;/f)ﬁiect‘aatl:glr:tse[rCSA?;FI)iIcI;?‘.it(I)(r’}r]]S' <object> One CApplication object. Optional
RuleDetailfilters.applications. T .
applications[CApF;))‘I)ication].id <number> Application id. Optional
RuleDetail filters.applications. . —— .
applicationS[CApr[))rIJication].code <string> Application code. Optional
RuleDetailfilters.applications. y -~ .
appIications[CAp’:)‘I)ication].name <string> Application name. Optional
RuleDetailfilters.applications. <string> Flag: is the application tunneled. Optional

applications[CApplication].tunneled




RuleDetail.description <string> Policy description.
RuleDetail.name <string> Policy name. Must be unique in the system.
. . . Values: HOST, INTERFACE,
RuleDetailtype <string> Policy type. RESPONSE_TIME
Object that includes threshold information (what
RuleDetail threshold <object> metric to be tracked and how).
Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,
RETRANS_PACKETS,
RuleDetailthreshold.metric <string> Metric to be tracked. RETRANS_BYTES_PCT,
RETRANS_PACKETS_PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT
Threshold severity - the bigger the number the
RuleDetail.threshold.severity <number> more serious the events would be considered (min | Optional
0, max 100, default 100).
Threshold scope: INDIVIDUAL: the threshold violates
if any individual host violates; AVERAGE: the
RuleDetailthreshold.scope <string> threshold violates if the average for the group Optional; Values: INDIVIDUAL, AVERAGE
violates (applies for response type policies only,
default INDIVIDUAL).
Set to Below when the policy needs to trigger when
RuleDetailthreshold.type <string> the meFrlc value goes pelow the threshold ) Values: ABOVE, BELOW
otherwise the policy triggers when the metric value
goes above the threshold.
Optional; Values: A2B, B2A,
RuleDetailthreshold.direction <string> Tracked direction. EITHER_A2B_OR_B2A, A2B_PLUS_B2A,
IN, OUT, IN_OR_OUT
RuleDetailthreshold.value <string> Threshold value.
Number of consecutive minutes that metric must
RuleDetailthreshold.duration <number> violate before an event is triggered (min 1, default | Optional
1).
RuleDetailthreshold.rate <string> Threshold rate (seconds, minutes, milliseconds). ggFtkllslTl\?l; Values: PERMS, PERSEC,

Response Body
On success, the server returns a response body with the following structure:

"enabled": string,

"alert_notification": {
"low_alert_recipient": string,
"medium_alert_recipient_id": number,
"high_alert_recipient_id": number,
"low_alert_recipient_id": number,
"high_alert_recipient": string,
"medium_alert_recipient": string

Iro

"id": number,

"schedule": {
"time_zone_name": string,
"days": [

string
I
"time_start": number,
"time_end": number,
"time_zone_id": number

+

"deleted": string,

"revision_id": number,

"filters": {
"server_hosts_count": string,
"ports": {

"ports": [
{
"port": number,
"protocol": number,
"name": string
}
1
"negated": string,
"groups": [
{
"name": string,
"group_id": number




1y
"protocols": [
{
"id": number,
"name": string
}
1
I
"client_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
I
"cidrs": [
string
1,
"host_groups": [
{
"group_type_id": number,
"'group_name": string,
"group_id": number,

"group_type_name": string

]
I
"interfaces_path": {
"devices": [
{
"ipaddr": string,
"name": string
}
Il
"negated": string,
"groups": [
{
"path": string,
"group_id": number
}
I
"interfaces": [
{
"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
I
"client_hosts_count": string,
"server_hosts": {
"role": string,
"negated": string,
"hosts": [

"mac": string,
"ipaddr": string,
"name": string
}
1,
"cidrs": [
string
I
"host_groups": [

"group_type_id": number,
"'group_name": string,
"group_id": number,

"group_type_name": string

}
1
+
"interfaces": {
"devices": [

"ipaddr": string,
"name": string
}
I
"negated": string,
"groups": [
{
"path": string,
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I
"interfaces": [

"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number

}
I
I
"dscps": {
"negated": string,
"dscps": [
{
"name": string,
"code_point": number
}
1

+
"applications": {
"negated": string,
"applications": [
{
"id": number,
"code": string,
"name": string,
"tunneled": string

1
}
h
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
'scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string
}
}

Example:

"description": "Description text",
"schedule": {
"time_zone_id": 160,
"time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"
I
"time_end": 86399
Do
"deleted": false,
"enabled": true,
"name": "HostPolicyl"

"filters": {
"server_hosts": {
"hosts": [
{
"ipaddr": "10.0.0.1"
}
1

role": "SERVER",
"negated": true

+
"dscps": {

"dscps": [
"code_point": 10,
"name": "AF11"

Iio
{

"code_point": 14,

Thama!s "AET 2N
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}
Ik
"negated": false
I
"interfaces": {
"negated": false,
"interfaces": [
{
"ifindex": 1,
"direction": "INBOUND",
"ipaddr": "10.99.11.252"
}
I
"groups": [

"path": "/WAN",
"group_id": 2
}
Ik
"devices": [
{
"ipaddr": "10.38.8.71"
}
]
I
"ports": {
"negated": false,
"protocols": [
{
"id": 6,
"name": "tcp"
}
;
"ports": [
{
"protocol": 17,
"name": "udp/80",

"port": 80
}
Ik
"groups": [
{

"group_id": 2,
"name": "Email"
}
I
I
"applications": {
"applications": [

"tunneled": false,
"id": 617,
"name": "Facebook"
I
{
"tunneled": false,
"id": 603,
"name": "WEB"
}
1
"negated": false
I
"interfaces_path": {
"negated": true,
"groups": [

"path": "/WAN/Optimized",
"group_id": 3
}
]
}
"server_hosts_count": "PERHOST",
"client_hosts_count": "AGGREGATE",
"client_hosts": {
"hosts": [

"ipaddr": "100.0.0.2"
Iio
{
"ipaddr": "100.0.0.1"
}
Ik
"role": "CLIENT",
"cidrs": [
"10.0.0.0/8"
I

"host aroups": [



e

"group_type_id": 102,
"group_id": 5,

"group_type_name": "ByLocation",

"group_name": "Boston"

’

-~

"group_type_id": 102,
"group_id": 4,

"group_type_name": "ByLocation",

u :
"group_name": "Dallas"

"negated": false
i &

L L
© "threshold": {

i "direction": "EITHER_A2B_OR_B2A",

© "severity": 100,

i "metric": "BYTES",

. "value": 1,

i "rate": "PERSEC",

. "duration": 1,

"type": "ABOVE"

.

. "revision_id": 12023,

. "type": "HOST",

. "id": 12024,

' "alert_notification": {

: "low_alert_recipient": "Default",

' "high_alert_recipient": "Mark",

1 "high_alert_recipient_id": 65,
"medium_alert_recipient": "* Owner",
: "medium_alert_recipient_id": 2,

' "low_alert_recipient_id": 1

}
}
g S g S g g g g g g g 1
Property Name Type Description Notes
RuleDetail <object> Obje_ct _representmg a User defined policy, includes
traffic filters.
RuleDetailenabled <string> Whe.n true the policy is enabled and it will be
monitored by the system.
RuleDetail.alert_notification <object> iject that includes an alert notification
- information.
RuleDetail.alert_notification. . - .
= <string> Low recipient name. Optional
low_alert_recipient
Ru/eD_eta//,aIert_notl_ﬁ(l:at|or1. <number> Medium recipient id. Optional
medium_alert_recipient_id
RuleDetail.alert_notification. . . . .
high_alert_recipient id <number> High recipient id. Optional
Ru/eDeta//.aIert__r)otlflt_:atmn. <number> Low recipient id. Optional
low_alert_recipient_id
RuleDetailalert_notification. <string> High recipient name Optional
high_alert_recipient g 9 P ’ P
RuleDetail.alert_notification. . . . .
- - <string> Medium recipient name. Optional
medium_alert_recipient
RuleDetail.id <number> Policy identifier. Optional
RuleDetailschedule <object> Object that mcludeslpollcy schedule information
(when to track and fire events).
RuleDetail.schedule.time_zone_name <string> Time zone name. Optional
RuleDetail.schedule.days <array of List of days.
<string>>
Optional; Values: SUNDAY, MONDAY,
RuleDetail.schedule.days[item] <string> Day of the week. TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY
RuleDetail.schedule.time_start <number> Start time.
RuleDetail.schedule.time_end <number> End time.
RuleDetail.schedule.time_zone_id <number> Time zone id. Optional
When true the policy is marked deleted. Deleted
RuleDetail.deleted <string> policies are kept for historical reasons and can be Optional
retrieved using the API.
RuleDetail.revision_id <number> When the policy is edited, this id is incremented. Optional
RuleDetail filters <object> Object that includes all traffic filters.




Statistics: flag to indicate how to count the server

Optional; Values: AGGREGATE,

RuleDetailfilters.server_hosts_count <string> hosts (‘per host' or 'in aggregate'). PERHOST
RuleDetailfilters.ports <object> Object Fhat includes all traffic port/protocol/port Optional
group filters.

e <array of . . )
RuleDetail filters.ports.ports <object>> List of port objects (Protocol/port). Optional
RuleDetail filters.ports.ports . ) .

[CProtoPort] <object> One CProtoPort object. Optional
RuleDetailfilters.ports.ports - .
[CProtoPort].port <number> Port specification. Optional
RuleDetail filters.ports.ports e s .
[CProtoPort]. protocol <number> Protocol specification. Optional
RuleDetailfilters.ports.ports . P .
[CProtoPort].name <string> Protocol + port combination name. Optional
Boolean flag indication whether the
RuleDetailfilters.ports.negated <string> ports/protocols/port groups should be included Optional
(false) or excluded (true).
e <array of . . .
RuleDetail filters.ports.groups <object>> List of port group objects. Optional
RuleDetail filters.ports.groups . . .
[CPortGroup] <object> One CPortGroup object. Optional

RuleDetailfilters.ports.groups . .
[CPortGroup].name <string> Name of the port group. Optional

RuleDetail filters.ports.groups .
[CPortGroupl.group, id <number> ID of the port group. Optional

RuleDetail filters.ports.protocols <arrfay of List of protocol objects. Optional

<object>>

RuleDetail filters.ports.protocols . . . . . .
[CProtocol] <object> Object representing Protocol information. Optional

Ru/eDetal/.flIt(_ars.ports.protocols <number> ID of the Protocol. Optional
[CProtocoll.id

RuleDetailfilters. ports.protocols <string> Name of the Protocol. Optional
[CProtocol].name

RuleDetailfilters.client hosts <object> Object Fhat includes all traffic client host/cidr/host Optional

- group filters.
e . . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetailfilters.client_hosts.role <string=> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetail filters.client_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).
RuleDetailfilters.client_hosts.hosts <array of List of Hosts objects. Optional
- <object>>
RuleDetail filters.client_hosts.hosts <object> One CHost object. Optional
[CHost]
RuleDetailfilters.client_hosts.hosts <string> Host MAC address. Optional
[CHost].mac
RuleDetail filters.client_hosts.hosts . ;
[CHost].ipaddr <string> Host IP address. Optional
RuleDetailfilters.client_hosts.hosts . .
- <string> Host name. Optional
[CHost].name
RuleDetailfilters.client_hosts.cidrs <array of List of CIDR objects. Optional
<string>>
Ru_/eDeta//.flIters.cllent_hosts.udrs <string> CIDR object. Optional
[item]
RuleDetail filters.client_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetail filters.client_hosts. <object> Object representing host group type and host Optional
host_groups[CFullHostGroup] group.
RuleDetail filters.client_hosts.
host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetail filters.client_hosts. <string> Host Group name Obtional
host_groups[CFullHostGroup]l.group_name g P ' P
RuleDetail filters.client_hosts. ; :
host_groups[CFullHostGroup].group. id <number> Host Group id. Optional
RuleDetail filters.client_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
Object that includes all traffic
RuleDetailfilters.interfaces_path <object> interface/device/interface group in network path Optional

filters.




Ru/eD_eta//.ﬁIters.mterfaces_path. <array of List of Device objects. Optional
devices <object>>
RuleDetail filters.interfaces_path. X . . .
devices[CDevice] -P <object> One CDevice object. Optional
RLé/:ﬁigas/[/gllljt:\rl?éz]t?pr;adcders_path. <string> Device IP address. Optional
RuleDetail filters.interfaces_path. . . .
devices[CDevice].name — <string> Device name. Optional
e . flag indicating if the interfaces/devices/interface
Rz:]/Z’D:tl;aé/.ﬁlters.|nterfaces_path. <string> groups should be included (false) or excluded Optional
9 (true).
RuleDetail filters.interfaces_path. <array of List of interface groups objects. Optional
groups <object>>
Rgfi?:{g‘,:t;ﬁ;?;g:ssS]S‘path' <object> Interface group object. Optional
RuleDetail filters.interfaces_path. <string> Full interface group path, e.g. Obtional
groups[CinterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
RuleDetailfilters.interfaces_path. . .
groupsCinterfaceGroup].group_id <number> Interface group id. Optional
Rz_//eDeta//.fllters.|nterfaces_path. <array of List of interface objects. Optional
interfaces <object>>
RuleDetailfilters.interfaces_path. , . .
inten‘aces[CInten‘aceDireE?ion] <object> Interface object. Optional
Rlijrligri;ilgg[lg;Stgr::galjci?zz?ii}h]' ipaddr <string> IP Address of the interface. Optional
RuleDetail filters.interfaces_path. <string> Name of the interface, DNS and interface label can Obtional
interfaces[ClInterfaceDirection].name g be used, e.g. myinterface:port1. P
RuleDetail filters.interfaces_path. .
. P . . ) . Optional; Values: INBOUND,
L'r}::-zzft?gis[CInterfaceDlrectlon]. <string> Direction of the interface. OUTBOUND, BOTH
RuleDetail filters.interfaces_path.
interfaces[CInterfaceDirection]. <number> Ifindex. Optional
ifindex
e . i Statistics: flag to indicate how to count the client Optional; Values: AGGREGATE,
RuleDetail filters.client_hosts_count <string> hosts (‘per host' or ‘in aggregate”). PERHOST
RuleDetailfilters.server hosts <object> Object Fhat includes all traffic server host/cidr/host Optional
- group filters.
e . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetailfilters.server_hosts.role <string=> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetail filters.server_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).
RuleDetail filters.server_hosts.hosts <arr'ay of List of Hosts objects. Optional
<object>>
Rtf/CeHD:stS//.flIters.server_hosts.hosts <object> One CHost object. Optional
RL[/é:eﬁ:;{a]//r.‘:Ltfrs.server_hosts.hosts <string> Host MAC address. Optional
R tf/CeHD:StS//i.’f)l;tj;.server_hosts.hosts <string> Host IP address. Optional
RuleDetailfilters.server_hosts.hosts . .
[CHost].name <string> Host name. Optional
RuleDetailfilters.server_hosts.cidrs <array of List of CIDR objects. Optional
<string>>
Rtfi/feDni-]ta//.ﬁIters.server_hosts.udrs <string> CIDR object. Optional
RuleDetail filters.server_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetail filters.server_hosts. , Object representing host group type and host .
host_groups[CFullHostGroup] <object> group. Optional
RuleDetailfilters.server_hosts.
host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetail filters.server_hosts. <string> Host Group name Obtional
host_groups[CFullHostGroup]l.group_name g P ' P
RuleDetailfilters.server_hosts. . .
host_groups[CFullHostGroup].group. id <number> Host Group id. Optional
RuleDetail filters.server_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
RuleDetail filters.interfaces <object> Object that includes all traffic Optional

interface/device/interface group filters.




<array of

RuleDetailfilters.interfaces.devices ) List of Device objects. Optional
<object>>
RuleDetail filters.interfaces.devices . ) . .
[CDevice] <object> One CDevice object. Optional
RuleDetail filters.interfaces.devices . . .
[CDevicel.ipaddr <string> Device IP address. Optional
RuleDetailfilters.interfaces.devices . . )
. <string> Device name. Optional
[CDevicel.name
flag indicating if the interfaces/devices/interface
RuleDetailfilters.interfaces.negated <string> groups should be included (false) or excluded Optional
(true).
RuleDetailfilters.interfaces.groups <array of List of interface groups objects. Optional
<object>>
RuleDetail filters.interfaces.groups . . .
[CInterfaceGroup] <object> Interface group object. Optional
RuleDetailfilters.interfaces.groups <string> Full interface group path, e.g. Obtional
[CInterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
RuleDetail filters.interfaces.groups . .
[CInterfaceGroup].group. id <number> Interface group id. Optional
RuleDetail filters.interfaces.interfaces <arrfay of List of interface objects. Optional
<object>>
RuleDetailfilters.interfaces.interfaces ) . .
[CInterfaceDirection] <object> Interface object. Optional
RuleDetailfilters.interfaces.interfaces . . .
[CinterfaceDirection].ipaddr <string> IP Address of the interface. Optional
RuleDetailfilters.interfaces.interfaces <string> Name of the interface, DNS and interface label can Obtional
[CInterfaceDirection].name 9 be used, e.g. myinterface:portl. P
RuleDetailfilters.interfaces.interfaces <string> Direction of the interface Optional; Values: INBOUND,
[CinterfaceDirection].direction g ’ OUTBOUND, BOTH
RuleDetailfilters.interfaces.interfaces <number> Ifindex Obtional
[CinterfaceDirection].ifindex ’ p
RuleDetail filters.dscps <object> Object that includes all traffic dscp filters. Optional

e . Boolean flag indication whether the DSCPs should .
RuleDetail filters.dscps.negated <string> be included (false) or excluded (true). Optional
RuleDetail filters.dscps.dscps <array of List of DSCP objects. Optional

<object>>
RuleDetail filters.dscps.dscps[CDSCP] <object> One CDSCP object. Optional
RuleDetailfilters.dscps.dscps[CDSCP]. <string> DSCP name. Optional
name
Ru/eDeta//:flIters.dscps.dscps[CDSCP]. <number> DSCP code point. Optional
code_point
RuleDetail filters.applications <object> Object that includes all traffic application filters. Optional

e I . Boolean flag indication whether the applications )

RuleDetail filters.applications.negated <string> should be included (false) or excluded (true). Optional

Ru/eD?ta/(.flIters.apphcatlons. <array of List of application objects. Optional
applications <object>>

RuleDetailfilters.applications. . N . .
applicationsICApplication] <object> One CApplication object. Optional

RuleDetail filters.applications. T .
applications[CApplication].id <number> Application id. Optional

RuleDetailfilters.applications. . — .
applications[CApplication].code <string> Application code. Optional

RuleDetail filters.applications. . N .
applications[CApplication].name <string> Application name. Optional

RuleDetailfilters.applications. . o —— .
applications{CApplication].tunneled <string> Flag: is the application tunneled. Optional

RuleDetail.description <string> Policy description.

RuleDetail.name <string> Policy name. Must be unique in the system.

. . . Values: HOST, INTERFACE,
RuleDetailtype <string> Policy type. RESPONSE_TIME
RuleDetailthreshold <object> Objelct that includes threshold information (what

metric to be tracked and how).
Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,
RETRANS_PACKETS,
RuleDetailthreshold.metric <string> Metric to be tracked. RETRANS_BYTES_PCT,

RETRANS_PACKETS_PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT




Threshold severity - the bigger the number the
RuleDetail.threshold.severity <number> more serious the events would be considered (min | Optional
0, max 100, default 100).

Threshold scope: INDIVIDUAL: the threshold violates
if any individual host violates; AVERAGE: the
RuleDetailthreshold.scope <string> threshold violates if the average for the group Optional; Values: INDIVIDUAL, AVERAGE
violates (applies for response type policies only,
default INDIVIDUAL).

Set to Below when the policy needs to trigger when
the metric value goes below the threshold
otherwise the policy triggers when the metric value
goes above the threshold.

RuleDetailthreshold.type <string> Values: ABOVE, BELOW

Optional; Values: A2B, B2A,
RuleDetailthreshold.direction <string> Tracked direction. EITHER_A2B_OR_B2A, A2B_PLUS_B2A,
IN, OUT, IN_OR_OUT

RuleDetailthreshold.value <string> Threshold value.
Number of consecutive minutes that metric must
RuleDetailthreshold.duration <number> violate before an event is triggered (min 1, default | Optional
1).

Optional; Values: PERMS, PERSEC,

RuleDetailthreshold.rate <string> Threshold rate (seconds, minutes, milliseconds). PERMIN

User _Defined Policies: List of policy revisions

Get a list of user defined policy revisions. When a policies is modified or deleted it stays in the system for
historical reasons. This resources allows getting older policy revisions.

GET https://{device}/api/profiler/1.17/user_defined_policies/revisions?offset={number}&id={string} &sortby={string} &sort=
. {string}&name={string}&limit={number}

Authorization
This request requires authorization.

Parameters
Property Name Type Description Notes
offset <number> Starting row number. Optional
id <string> Filter to revision from this policy. Optional
sortby <string> zzgtbtl)gd(’)zgvoefr?ye’ :?/I’l(;\./ving options: name (default), Optional
sort <string> Sort order: asc (default) or desc. Optional
name <string> Filter to list to one policy with this name. Optional
limit <number> Number of rows to be returned. Optional

Response Body
On success, the server returns a response body with the following structure:

JSON



[
{

"enabled": string,

"alert_notification": {
"low_alert_recipient": string,
"medium_alert_recipient_id": number,
"high_alert_recipient_id": number,
"low_alert_recipient_id": number,
"high_alert_recipient": string,
"medium_alert_recipient": string

I

"id": number,

"schedule": {
"time_zone_name": string,
"days": [

string

1,
"time_start": number,
"time_end": number,
"time_zone_id": number

Io

"deleted": string,

"revision_id": number,
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
'scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string

}

}
1

Example:

[

{

"name": "HostPolicyl",
"schedule": {
"time_zone_id": 160,
"time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"
I
"time_end": 86399
bo

"deleted": false,

"enabled": true,

"alert_notification": {
"low_alert_recipient": "Default",
"high_alert_recipient": "Mark",
"high_alert_recipient_id": 65,
"medium_alert_recipient": "* Owner",
"medium_alert_recipient_id": 2,
"low_alert_recipient_id": 1

Do

"threshold": {

"direction": "EITHER_A2B_OR_B2A",

"severity": 100,

"metric": "BYTES",

"value": 1,

"rate": "PERSEC",

"duration": 1,
"type": "ABOVE"

.

"revision_id": 12023,

"type": "HOST",

"id": 12024,

"description": "Description text"



Property Name Type Description Notes
RuleList <array of List of User defined policy objects.
<object>>
RuleList{Rule] <object> User defined policy object. Optional
. . When true the policy is enabled and it will be
RuleList{Rule].enabled <string> monitored by the system.
RuleList{Rule].alert_notification <object> iject that includes an alert notification
information.
Rtljéex/;tl{eﬁgIvrae].ce::)ei;tapotlflcatlon. <string> Low recipient name. Optional
RL;;E:éisjriuﬁéﬁlergc—ir;?;'rf]'tc?:on' <number> Medium recipient id. Optional
R%/;LésglIerJtler]éaclie;)rite_:tofglcatlon. <number> High recipient id. Optional
Rlllc/fx/?;{ei;lI:g:;;tﬁtn?;'ﬁcat'on' <number> Low recipient id. Optional
R%/;Lésgll:mrjtler]éaclie;)riz_:totlflcatlon. <string> High recipient name. Optional
ngw&:éfjgu;ﬂﬁl?:a';?;:'tcat'on' <string> Medium recipient name. Optional
RuleList{Rulel.id <number> Policy identifier. Optional
) . Object that includes policy schedule information
RuleList{Rule]l.schedule <object> (when to track and fire events).
RuleList{Rule].schedule.time_zone_name | <string> Time zone name. Optional
RuleList{Rule]l.schedule.days <arr§y of List of days.
<string>>
Optional; Values: SUNDAY, MONDAY,
RuleList{[Rule]l.schedule.days[item] <string> Day of the week. TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY
RuleList{Rule].schedule.time_start <number> Start time.
RuleList{Rule]l.schedule.time_end <number> End time.
RuleList{Rule].schedule.time_zone_id <number> Time zone id. Optional
When true the policy is marked deleted. Deleted
RuleList{Rule].deleted <string> policies are kept for historical reasons and can be | Optional
retrieved using the API.
RuleList{Rule].revision_id <number> When the policy is edited, this id is incremented. Optional
RuleList{Rule].description <string> Policy description.
RuleList{Rule]l.name <string> Policy name. Must be unique in the system.
) . . Values: HOST, INTERFACE,
RuleList{Rule].type <string> Policy type. RESPONSE TIME
. i Object that includes threshold information (what
RuleList{Rule].threshold <object> metric to be tracked and how).
Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,
. . . ) RETRANS_PACKETS, RETRANS_BYTES_PCT,
RuleList{Rule].threshold.metric <string> Metric to be tracked. RETRANS_PACKETS PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT
Threshold severity - the bigger the number the
RuleList{Rule].threshold.severity <number> more serious the events would be considered (min | Optional
0, max 100, default 100).
Threshold scope: INDIVIDUAL: the threshold
violates if any individual host violates; AVERAGE:
RuleList{Rule].threshold.scope <string> the threshold violates if the average for the group | Optional; Values: INDIVIDUAL, AVERAGE
violates (applies for response type policies only,
default INDIVIDUAL).
Set to Below when the policy needs to trigger
RuleList{Rule].threshold.type <string> when the metric value goes below the threshold Values: ABOVE, BELOW
! typ 9 otherwise the policy triggers when the metric : '
value goes above the threshold.
Optional; Values: A2B, B2A,
RuleList{Rule].threshold.direction <string> Tracked direction. EITHER_A2B_OR_B2A, A2B_PLUS_B2A, IN,
OUT, IN_OR_OUT
RuleList{Rulel.threshold.value <string> Threshold value.
Number of consecutive minutes that metric must
RuleList{Rule].threshold.duration <number> violate before an event is triggered (min 1, default | Optional

1).

RuleList{Rulel.threshold.rate

<string>

Threshold rate (seconds, minutes, milliseconds).

Optional; Values: PERMS, PERSEC, PERMIN




User_Defined Policies: Get policy revision

Get a user defined policy revision.

GET https://{device}/api/profiler/1.17/user_defined_policies/revisions/{revision_id}

Authorization
This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

JSON

{

"enabled": string,

"alert_notification": {
"low_alert_recipient": string,
"medium_alert_recipient_id": number,
"high_alert_recipient_id": number,
"low_alert_recipient_id": number,
"high_alert_recipient": string,
"medium_alert_recipient": string

I

"id": number,

"schedule": {
"time_zone_name": string,
"days": [

string

Ik

"time_start": number,

"time_end": number,

"time_zone_id": number

h

"deleted": string,

"revision_id": number,

"filters": {
"server_hosts_count": string,
"ports": {

"ports": [
{
"port": number,
"protocol": number,
"name": string
}
I
"negated": string,
"groups": [
{
"name": string,
"group_id": number

1
"protocols": [
{
"id": number,
"name": string
}
I
+
"client_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
L
"cidrs": [
string
Il
"host_groups": [
{
"group_type_id": number,
""group_name": string,
"group_id": number,
"group_type_name": string



1o
"interfaces_path": {
"devices": [
{
"ipaddr": string,
"name": string
}
L
"negated": string,
"groups": [

"path": string,
"group_id": number
}
Iy
"interfaces": [

"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
1
+
"client_hosts_count": string,
"server_hosts": {
"role": string,
"negated": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
I
"cidrs": [
string
1,
"host_groups": [
{
"group_type_id": number,
""group_name": string,
"group_id": number,

"group_type_name": string

]
I
"interfaces": {
"devices": [
{
"ipaddr": string,
"name": string
}
Iy
"negated": string,
"groups": [
{
"path": string,
"group_id": number
}
I8
"interfaces": [

"ipaddr": string,
"name": string,
"direction": string,
"ifindex": number
}
|
I
"dscps": {
"negated": string,
"dscps": [
{
"name": string,
"code_point": number
}
I
+
"applications": {
"negated": string,
"applications": [

"id": number,
"code": string,
"name": string,
"tunneled": string



¥
I
}
I
"description": string,
"name": string,
"type": string,
"threshold": {
"metric": string,
"severity": number,
'scope": string,
"type": string,
"direction": string,
"value": string,
"duration": number,
"rate": string
}
}

Example:
{
"description": "Description text",
"schedule": {
"time_zone_id": 160,
"time_zone_name": "America/New_York",
"time_start": 0,
"days": [
"SUNDAY",
"MONDAY",
"TUESDAY",
"WEDNESDAY",
"THURSDAY",
"FRIDAY",
"SATURDAY"
I
"time_end": 86399
b
"deleted": false,
"enabled": true,
"name": "HostPolicyl"

’

"filters": {
"server_hosts": {
"hosts": [
"ipaddr": "10.0.0.1"
}
I

role": "SERVER",
"negated": true

Io
"dscps": {
"dscps": [
{
"code_point": 10,
"name": "AF11"
I
{
"code_point": 14,
"name": "AF13"
}
1
"negated": false
I

"interfaces": {
"negated": false,
"interfaces": [
{
"ifindex": 1,
"direction": "INBOUND",
"ipaddr": "10.99.11.252"

}
1
"groups": [
"path": "/WAN",
"group_id": 2
}
Ik
"devices": [
"ipaddr": "10.38.8.71"
}
1
+
"ports": {
"negated": false,
"protocols": [

{



vid": 6,

"name": "tcp"
b
1
"ports": [
"protocol": 17,
"name": "udp/80",
"port": 80
}
Ik
"groups": [
{
"group_id": 2,
"name": "Email"
}
1

+
"applications": {
"applications": [
{
"tunneled": false,
"id": 617,
"name": "Facebook"
+
{

"tunneled": false,
"id": 603,
"name": "WEB"
}
Ik
"negated": false
+
"interfaces_path": {
"negated": true,

"groups": [
{
"path": "/WAN/Optimized",
"group_id": 3
]

h
"server_hosts_count": "PERHOST",
"client_hosts_count": "AGGREGATE",
"client_hosts": {
"hosts": [
{
"ipaddr": "100.0.0.2"
}
{

"ipaddr": "100.0.0.1"
b
1
"role": "CLIENT",
"cidrs": [
"10.0.0.0/8"
1
"host_groups": [
{
"group_type_id": 102,
"group_id": 5,
"group_type_name": "ByLocation",
"group_name": "Boston"
{
"group_type_id": 102,
"group_id": 4,
"group_type_name": "ByLocation",
"group_name": "Dallas"
}
1
"negated": false
}
+
"threshold": {
"direction": "EITHER_A2B_OR_B2A",
"severity": 100,
"metric": "BYTES",
"value": 1,
"rate": "PERSEC",
"duration": 1,
"type": "ABOVE"
Do
"revision_id": 12023,
"type": "HOST",
"id": 12024,
"alert notification": {



"low_alert_recipient": "Default",
"high_alert_recipient": "Mark",
"high_alert_recipient_id": 65,
"medium_alert_recipient": "* Owner",
"medium_alert_recipient_id": 2,
"low_alert_recipient_id": 1

}
}
Property Name Type Description Notes
RuleDetail <object> Objgct representlng a User defined policy, includes
traffic filters.
RuleDetailenabled <string> Whe_n true the policy is enabled and it will be
monitored by the system.
RuleDetail.alert_notification <object> iject that includes an alert notification
= information.
RuleDetail.alert_notification. . - .
= <string> Low recipient name. Optional
low_alert_recipient
Ru/eDgta//.aIert_not{fllcatlop. <number> Medium recipient id. Optional
medium_alert_recipient_id
RuleDetail.alert_notification. . - . .
high_alert_recipient id <number> High recipient id. Optional
Ru/eDeta//.aIert._r.}otlflgatlon. <number> Low recipient id. Optional
low_alert_recipient_id
RuleDetail.alert_nofification. <string> High recipient name Optional
high_alert_recipient g 9 P ’ P
RuleDetail.alert_notification. . . - .
. - <string> Medium recipient name. Optional
medium_alert_recipient
RuleDetail.id <number> Policy identifier. Optional
RuleDetailschedule <object> Object that |nc|udeslp0I|cy schedule information
(when to track and fire events).
RuleDetail.schedule.time_zone_name <string> Time zone name. Optional
RuleDetail.schedule.days <array of List of days.
<string>>
Optional; Values: SUNDAY, MONDAY,
RuleDetail.schedule.days[item] <string> Day of the week. TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY
RuleDetail.schedule.time_start <number> Start time.
RuleDetail.schedule.time_end <number> End time.
RuleDetail.schedule.time_zone_id <number> Time zone id. Optional
When true the policy is marked deleted. Deleted
RuleDetail.deleted <string> policies are kept for historical reasons and can be Optional
retrieved using the API.
RuleDetail.revision_id <number> When the policy is edited, this id is incremented. Optional
RuleDetail filters <object> Object that includes all traffic filters.
RuleDetailfilters.server hosts count <string> Statistics: flag to indicate how to count the server Optional; Values: AGGREGATE,
: ’ - - g hosts ('per host' or 'in aggregate'). PERHOST
RuleDetailfilters.ports <object> Object Fhat includes all traffic port/protocol/port Optional
group filters.

e <array of . . )
RuleDetail filters.ports.ports <object>> List of port objects (Protocol/port). Optional
RuleDetail filters.ports.ports . ) .

[CProtoPort] <object> One CProtoPort object. Optional
RuleDetailfilters.ports.ports - .
[CProtoPort].port <number> Port specification. Optional
RuleDetailfilters.ports.ports e e .
[CProtoPort].protocol <number> Protocol specification. Optional
RuleDetailfilters.ports.ports . - .
[CProtoPort].name <string> Protocol + port combination name. Optional
Boolean flag indication whether the
RuleDetail filters.ports.negated <string> ports/protocols/port groups should be included Optional
(false) or excluded (true).

e <array of . . .
RuleDetail filters.ports.groups <object>> List of port group objects. Optional
RuleDetail filters.ports.groups . . .

[CPortGroup] <object> One CPortGroup object. Optional
RuleDetailfilters.ports.groups i :

[CPortGroup].name <string> Name of the port group. Optional
RuleDetailfilters.ports.groups <number> ID of the port group. Optional

[CPortGroup].group_id




<array of

RuleDetailfilters.ports.protocols <object>> List of protocol objects. Optional
Rtf/celﬁziilclgllllters.ports.protocols <object> Object representing Protocol information. Optional
RL[/::ePDrzizlclglllltier.ports.protocols <number> ID of the Protocol. Optional
le/cepﬁ ii‘z’cl'; :I]tirasr.]feorts.protocols <string> Name of the Protocol. Optional
RuleDetailfilters.client hosts <object> Object Fhat includes all traffic client host/cidr/host Optional
- group filters.
e . . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetailfilters.client_hosts.role <string> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetailfilters.client_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).
RuleDetailfilters.client_hosts.hosts <array of List of Hosts objects. Optional
- <object>>
Rl{?ﬁ:;;’/'ﬁIters‘d'ent—hOSts'hOStS <object> One CHost object. Optional
Rt{?ﬁ;tg//r.glatcers.cllent_hosts.hosts <string> Host MAC address. Optional
Rl{?ﬁ:ﬁ;’@:ﬁ;'CI'ent—hOSts'hOStS <string> Host IP address. Optional
RuleDetailfilters.client_hosts.hosts <string> Host name Optional
[CHost].name ’
RuleDetailfilters.client_hosts.cidrs <arr§y of List of CIDR objects. Optional
<string>>
RL[/i/teeDni']ta//.flIters.cllent_hosts.odrs <string> CIDR object. Optional
RuleDetail filters.client_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetail filters.client_hosts. . Object representing host group type and host .
host_groups[CFullHostGroup] <object> group. Optional
RuleDetail filters.client_hosts.
host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetailfilters.client_hosts. <string> Host Group name Obtional
host_groups[CFullHostGroup].group_name 9 P : P
RuleDetail filters.client_hosts. . .
host_groups[CFullHostGroupl.group_id <number> Host Group id. Optional
RuleDetailfilters.client_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
Object that includes all traffic
RuleDetail filters.interfaces_path <object> interface/device/interface group in network path Optional
filters.
Ru/eD_eta//,ﬁIters.mterfaces_path. <array of List of Device objects. Optional
devices <object>>
Rtalz’ail:s/[/gllljt:\rligterfaces_path. <object> One CDevice object. Optional
RLé/:aii’(é'g:\rl?“:'en]t?pr;ad?rs—path' <string> Device IP address. Optional
RuleDetail filters.interfaces_path. . . .
devices[CDevicel.name = <string> Device name. Optional
e . flag indicating if the interfaces/devices/interface
Rt:]/sDaetl;a(/j/.fllters.|nterfaces_path. <string> groups should be included (false) or excluded Optional
9 (true).
RuleDetail filters.interfaces_path. <array of List of interface groups objects. Optional
groups <object>>
Rgfg;f{gﬂiﬁ;?;gjssS]S—path' <object> Interface group object. Optional
RuleDetailfilters.interfaces_path. <string> Full interface group path, e.g. Obtional
groups[CinterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
ngﬁﬁ; T)tsa[l(/i?r:tt(z:?alzégjssS]Szgprituhp. id <number> Interface group id. Optional
Rz_;/eDeta//.fllters.|nterfaces_path. <arrfay of List of interface objects. Optional
interfaces <object>>
RuleDetailfilters.interfaces_path. § . .
inten‘aces[CInterfaceDireEtpion] <object> Interface object. Optional
RuleDetailfilters.interfaces_path. <string> IP Address of the interface. Optional

interfaces[ClnterfaceDirection].ipaddr




RuleDetailfilters.interfaces_path.

Name of the interface, DNS and interface label can

interfaces[ClInterfaceDirection].name <string> be used, e.g. myinterface:port1. Optional
RuleDetail filters.interfaces_path. . . .
interfaces[CinterfaceDirection]. <string> Direction of the interface. Optional; Values: INBOUND,
di . OUTBOUND, BOTH
irection
RuleDetailfilters.interfaces_path.
interfaces[CInterfaceDirection]. <number> Ifindex. Optional
ifindex
e . . Statistics: flag to indicate how to count the client Optional; Values: AGGREGATE,
RuleDetailfilters.client_hosts_count <string> hosts ('per host' o 'in aggregate"). PERHOST
RuleDetail filters.server_hosts <object> Object Fhat includes all traffic server host/cidr/host Optional
- group filters.
e . flag indicating if the hosts/cidrs/groups should be Optional; Values: CLIENT_SERVER,
RuleDetailfilters.server_hosts.role <string> treated as client or server or both. CLIENT, SERVER
Boolean flag indication whether the
RuleDetailfilters.server_hosts.negated <string> hosts/cidrs/groups should be included (false) or Optional
excluded (true).
RuleDetailfilters.server_hosts.hosts <array of List of Hosts objects. Optional
= <object>>
RuleDetailfilters.server_hosts.hosts <object> One CHost object. Optional
[CHost]
RuleDetailfilters.server_hosts.hosts <string> Host MAC address. Optional
[CHost].mac
RuleDetailfilters.server_hosts.hosts . .
[CHost].ipaddr <string> Host IP address. Optional
RuleDetail filters.server_hosts.hosts . .
- <string> Host name. Optional
[CHost].name
RuleDetailfilters.server_hosts.cidrs <arr§y of List of CIDR objects. Optional
<string>>
Ru_/eDeta//.ﬁIters.server_hosts.adrs <string> CIDR object. Optional
[item]
RuleDetail filters.server_hosts. <array of List of Host Groups objects. Optional
host_groups <object>>
RuleDetail filters.server_hosts. <object> Object representing host group type and host Optional
host_groups[CFullHostGroup] group.
RuleDetail filters.server_hosts.
host_groups[CFullHostGroup]. <number> Host Group type id. Optional
group_type_id
RuleDetailfilters.server_hosts. <string> Host Group name Obtional
host_groups[CFullHostGroup].group_name g P ' P
RuleDetail filters.server_hosts. . .
host_groups[CFullHostGroupl.group_id <number> Host Group id. Optional
RuleDetailfilters.server_hosts.
host_groups[CFullHostGroup]. <string> Host Group type name. Optional
group_type_name
e . . Object that includes all traffic .
RuleDetail filters.interfaces <object> interface/device/interface group filters. Optional
RuleDetailfilters.interfaces.devices <array of List of Device objects. Optional
<object>>
Ru/eDetfa//.ﬁIters.|nterfaces.deV|ces <object> One CDevice object. Optional
[CDevice]
RuleDetailfilters.interfaces.devices . . .
[CDevice].ipaddr <string> Device IP address. Optional
RuleDetall filters.interfaces.devices . . .
. <string> Device name. Optional
[CDevicel.name
flag indicating if the interfaces/devices/interface
RuleDetailfilters.interfaces.negated <string> groups should be included (false) or excluded Optional
(true).
RuleDetailfilters.interfaces.groups <array of List of interface groups objects. Optional
<object>>
RuleDetailfilters.interfaces.groups , . .
[CinterfaceGroup] <object> Interface group object. Optional
RuleDetailfilters.interfaces.groups <string> Full interface group path, e.g. Obtional
[CInterfaceGroup].path g /MyViews/Boston/Cambridge/subgroupl. P
RuleDetailfilters.interfaces.groups . .
[CinterfaceGroup].group_id <number> Interface group id. Optional
RuleDetailfilters.interfaces.interfaces <array of List of interface objects. Optional
<object>>
RuleDetailfilters.interfaces.interfaces . . .
[ClnterfaceDirection] <object> Interface object. Optional
RuleDetailfilters.interfaces.interfaces <string> IP Address of the interface. Optional

[CInterfaceDirection].ipaddr




RuleDetailfilters.interfaces.interfaces

Name of the interface, DNS and interface label can

[CInterfaceDirection].name <string> be used, e.g. myinterface:port1. Optional

RuleDetail filters.interfaces.interfaces . . . X Optional; Values: INBOUND,
[CInterfaceDirection].direction <string> Direction of the interface. OUTBOUND, BOTH

RuleDetail filters.interfaces.interfaces <number> Ifindex Obtional
[CInterfaceDirection].ifindex ' P

RuleDetail filters.dscps <object> Object that includes all traffic dscp filters. Optional

e . Boolean flag indication whether the DSCPs should .
RuleDetailfilters.dscps.negated <string> be included (false) or excluded (true). Optional
RuleDetail filters.dscps.dscps <array of List of DSCP objects. Optional

<object>>
RuleDetailfilters.dscps.dscps[CDSCP] <object> One CDSCP object. Optional
RuleDetailfilters.dscps.dscps[CDSCP]. <string> DSCP name. Optional
name
Ru/eDeta//:flIters.dscps.dscps[CDSCP]. <number> DSCP code point. Optional
code_point
RuleDetailfilters.applications <object> Object that includes all traffic application filters. Optional

e — . Boolean flag indication whether the applications .
RuleDetailfilters.applications.negated <string> should be included (false) or excluded (true). Optional
Ru/eDg-ta/{.flIters.apphcatlons. <array of List of application objects. Optional

applications <object>>
RuleDetail filters.applications. . I . .
applicationsCApplication] <object> One CApplication object. Optional
RuleDetailfilters.applications. s .
applications[CApplication].id <number> Application id. Optional
RuleDetail filters.applications. . - .
applications[CApplication].code <string> Application code. Optional
RuleDetailfilters.applications. . - .
applications[CApplication].name <string> Application name. Optional
RuleDetail filters.applications. . . - .
applications[CApplication].tunneled <string> Flag: is the application tunneled. Optional
RuleDetail.description <string> Policy description.
RuleDetail.name <string> Policy name. Must be unique in the system.

. . . Values: HOST, INTERFACE,
RuleDetailtype <string> Policy type. RESPONSE_TIME
RuleDetailthreshold <object> Objegt that includes threshold information (what

metric to be tracked and how).
Values: BYTES, PACKETS, CONNS_NEW,
UTILIZATION, SRV_DELAY, RESP_RTT,
NET_RTT, RETRANS_BYTES,
RETRANS_PACKETS,
RuleDetail.threshold.metric <string> Metric to be tracked. RETRANS_BYTES_PCT,
RETRANS_PACKETS_PCT, RESETS,
CONNS_ACTIVE, CONNS_DURATION,
APP_THRUPUT_PERSECCONN, MOS,
RFACTOR, JITTER, LOSS, LOSS_PCT
Threshold severity - the bigger the number the
RuleDetailthreshold.severity <number> more serious the events would be considered (min | Optional
0, max 100, default 100).
Threshold scope: INDIVIDUAL: the threshold violates
if any individual host violates; AVERAGE: the
RuleDetailthreshold.scope <string> threshold violates if the average for the group Optional; Values: INDIVIDUAL, AVERAGE
violates (applies for response type policies only,
default INDIVIDUAL).
Set to Below when the policy needs to trigger when
RuleDetailthreshold.type <string> the metric value goes below the threshold Values: ABOVE, BELOW
otherwise the policy triggers when the metric value
goes above the threshold.
Optional; Values: A2B, B2A,
RuleDetailthreshold.direction <string> Tracked direction. EITHER_A2B_OR_B2A, A2B_PLUS_B2A,
IN, OUT, IN_OR_OUT
RuleDetailthreshold.value <string> Threshold value.
Number of consecutive minutes that metric must
RuleDetail.threshold.duration <number> violate before an event is triggered (min 1, default | Optional
1).
RuleDetailthreshold.rate <string> Threshold rate (seconds, minutes, milliseconds). Optional; Values: PERMS, PERSEC,

PERMIN

User Defined Policies: Disable policy

Disable a user defined policy.




POST https://{device}/api/profiler/1.17/user_defined_policies/{id}/disable

Authorization

This request requires authorization.

Request Body
Do not provide a request body.

Response Body

On success, the server does not provide any body in the responses.

Reporting: List reports

Get a list of reports with their respective status.

GET https://{device}/api/profiler/1.17/reporting/reports

Authorization

This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

JSON

"run_time": number,
"error_text": string,
"remaining_seconds": number,
"saved": string,

"id": number,

"status": string,
"percent": number,
"user_id": number,
"size": number,
"name": string,
"template_id": number

}
1
Example:
[
{
"status": "completed",
"user_id": 1,
"name": "",

"percent": 100,
"template_id": 952,
"remaining_seconds": 0,
"run_time": 1352494550,
"saved": false,
"id": 1000,
"error_text": "",
"size": 140

+

"status": "completed",
"user_id": 1,

"name": "Host Information Report",

"percent": 100,
"template_id": 952,
"remaining_seconds": 0,
"run_time": 1352494550,
"saved": true,

"id": 1001,

"error_text": "",

"size": 140

Property Name

Type

Description

Notes




ReportinfoList <array of List of report objects.
<object>>

Reportinfolist{Reportinfo] <object> Object representing report information. Optional
ReportinfoList{Reportinfol.run_time <number> Time when the report was run (Unix time).
ReportinfoList{Reportinfol.error_text <string> A report can be corppleted with an error. Error Optional

message may provide more detailed info.

Number of seconds remaining to run the report. Even
ReportinfoList{Reportinfo]. if this number is 0, the report may not yet be

- <number> \ \
remaining_seconds completed, so check 'status' to make sure what the

status is.
Reportinfolist{Reportinfo].saved <string> Boolean flag indicating if the report was saved.
ReportinfoList{Reportinfol.id <number> ID of the report. To be used in the API.
Reportinfolist{Reportinfo].status <string> Status of the report. Values: completed, running, waiting
ReportinfoListiReportinfo].percent <number> Progress of thel report represented by percentage of

report completion.
Reportinfolist{Reportinfo].user_id <number> ID of the user who owns the report.
ReportinfoList{Reportinfol.size <number> Size of the report in kilobytes.

. y Name of the report. Could be given by a user or )

ReportinfoList{Reportinfol.name <string> automatically generated by the system. Optional
ReportinfolList{Reportinfo].template_id | <number> ID of the template that the report is based on.

Reporting: Get widget

Get one widget from the template section.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

{

"config": {
"datasource": string,
"visualization": string,
"widget_type": string

1o
"widget_id": number,
"criteria": {
"compare_to": string,
"ports": [
{
"port": number,
"protocol": number,
"name": string
}

I
"dscp_app_ports": [
{

3 "port": { 3
i "port": number, i
"protocol": number,
"name": string
: h :
3 "app": { !
g "id": number, '
i "code": string, i
"name": string,
"tunneled": string
: h :
‘ "dscp": { ‘
"name": string,
"code_point": number
: ¥ :
) 3
oL :
"services": [
: { :
i "name": string, ‘
"service_id": number



}
I
"protoports_groups": string,
"port_groups": [
{
"name": string,
"group_id": number

I
"interfaces_groups_devices": string,
"comparison_time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
B
"cbgos_classes": [
{
"id": string
}
1
"bgpasscope": string,
"host_group_pairs": [

"server": {
"name": string,
"group_id": number
I
"client": {
"name": string,
"group_id": number
}
}
I
"wan_group": string,
"traffic_expression": string,
"split_direction": string,
"include_successes": string,
"time_overridden": string,
"include_non_optimized_sites": string,
"columns": [
number
1
"hosts_groups_cidrs": string,
"bgpas_pairs": [
{

"server": {
"id": number,
"name": string
I
"client": {
"id": number,
"name": string
}
}
I
"application_servers": [
{
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
+
"server": {
"mac": string,
"ipaddr": string,
"name": string
}
}
I
"devices": [
{
"ipaddr": string,
"name": string
}
I
"application_ports": [

"port": {
"port": number,
"protocol": number,
"name": string

I

"app": {
"id": number,
"code": string,
"name": string,



“tunneled": string
}
}
1
"mplsexpbits": [
{
"traffic_class": string,
"exp_bit": number
}
I
"include_failures": string,
"bgpas_host_groups": [
{

"host_group": {
"name": string,
"group_id": number

"bgpas": {
"id": number,
"name": string
}
}
1
"host_pair_ports": [

"port": {

"port": number,
"protocol": number,
"name": string

I

"server": {

"mac": string,
"ipaddr": string,
"name": string

+

"client": {

"mac": string,
"ipaddr": string,
"name": string

}

}
1
"dscp_interfaces": [
{

"interface": {
"ipaddr": string,
"name": string,
"ifindex": number

H

"dscp": {
"name": string,
"code_point": number
}
}
1
"bgpas": [
{

"id": number,
"name": string
}
I
"time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
I
"service": {
"name": string,
"service_id": number
1
"severity": number,
"role": string,
"event_policies": [
string
I
"service_locations": [
{
"name": string,
"location_id": string
}
I
"case_insensitive": string,
"service_location": {
"name": string,
"location_id": string
}

"include_backend_segments"

WhAct ~vAin FnAl. i~

: string,



1UDL_YIUUP_LypPE . SUIY,

"host_pair_app_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
I
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
H
"server": {
"mac": string,
"ipaddr": string,
"name": string
I
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
I
"users": [
{
"name": string
}
1
"sort_desc": string,
"sort_column": number,
"host_group_pair_ports":

"port": {

"port": number,
"protocol": number,
"name": string

I

"server": {

"name": string,
"group_id": number
I
"client": {
"name": string,
"group_id": number
}
}
1
"network_segments": [
{

"src": {

"ipaddr": string,
"name": string,
"ifindex": number

H

"dst": {
"ipaddr": string,
"name": string,
"ifindex": number
}
}
1
"hosts": [
{

"mac": string,

"ipaddr": string,

"name": string

}
I
"host_pairs": [

{

"server": {
"mac": string,
"ipaddr": string,
"name": string

I

"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"auto_update": string,
"protocols": [
{



"id": number,
"name": string
}
1
"centricity": string,
"limit": number,
"interfaces": [

"ipaddr": string,
"name": string,
"ifindex": number
b
1,
"host_groups": [
{
"name": string,
"group_id": number
}
1
"dscps": [
{
"name": string,
"code_point": number
}
I
"applications": [
{
"id": number,
"code": string,
"name": string,
"tunneled": string
}
I
It
"title": string,
"attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [
string
I
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number
L
"user_attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [
string
1
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number
I



;'timestamp" 1 string

i !
Example:
| !
. "title": "VoIP-RTP: Applications", i
' "timestamp": "1383141976.674383",
. "criteria": { |
© "sort_column": 33,
‘ "traffic_expression": "", ‘
© "limit™: 100, 3
! "columns": [ 1
P17, 3
i 33, i
B s
i 757, i
3 766, 3
i 781, i
3 803 3
) 3
! "centricity": "host", !
| "time_overridden": true, ;
. "time_frame": {
i "data_resolution": "15mins", |
"type": "last_hour",
"refresh_interval": "15mins"
& :
o 3
© "attributes": { '
i "colspan": 2, 1
. "n_items": 20,
"format_bytes": "UI_PREF"
Coh :
. "config": { i
© "widget_type": "APPS",
‘ "visualization": "TABLE", ‘
 "datasource": "TRAFFIC"
b 3
¢ "widget_id": 1 '
| 3
Property Name Type Description Notes
TMWidget <object> Widget specification.
TMWidget.config <object> Widget con_figur_atio_n: data source type, widget
type, and visualization type.
. X . Values: TRAFFIC, WAN, SERVICE, EVENTS,
TMWidget.config.datasource <string> Data source type. ACTIVE_DIRECTORY, FDS_TRAFFIC
Values: TABLE, PIE, BAR, LINE,
TMWidget.config.visualization <string> Visualization type. CONN_GRAPH, THREAT_FEED,
TREE_TABLE, INVISIBLE
Values: TRAFFIC_OVERALL,
TRAFFIC_OVERALL_CRTT, HOSTS,
PEER_HOSTS, PEER_HOST_GROUPS,
HOST_PAIRS_PORTS,
HOST_PAIRS_APP_PORTS, HOST_PAIRS,
HOST_GROUPS, HOST_GROUP_PAIRS,
HOST_GROUP_PAIR_PORTS, APPS,
APP_PORTS, SERVER_APPS, PORTS,
PORT_GROUPS, PROTOCOLS, DEVICES,
TMWidget.config.widget_type <string> Widget type. INTERFACES, PREFERRED_INTERFACES,
NETWORK_SEGMENTS, DSCPS,
DSCP_APP_PORTS, DSCP_IFACES, BGPAS,
PEER_BGPAS, BGPAS_PAIRS,
BGPAS_HOST_GROUPS,
CURRENT_EVENTS, UNACKED_EVENTS,
THREAT_FEED, ACTIVE_DIRECTORY,
SERVICE_HEALTH, LOCATION_HEALTH,
SERVICE_HEALTH_MAP,
LOCATION_HEALTH_MAP
TMWidget.widget_id <number> Internal widget ID within a dashboard. Optional
TMWidget.criteria <object> Query criteria for the widget.
TMWidget.criteria.compare_to <string> Zl:(? Lt;:]:rxitc’i':e‘;gwpaﬂson feature for Bar, Table &)él'l?ﬁv?lléglzlEiSS.T'jA?V'\\IIEiE:éST_DAY'
TMWidget.criteria.ports :Zg‘?;g; Watched ports. Optional
TMWidget.criteria.ports[CProtoPort] <object> One CProtoPort object. Optional
TMWidget.criteria.ports[CProtoPort].port <number> Port specification. Optional
TMWidget.criteria.ports[CProtoPort]. <number> Protocol specification. Optional
protocol
TMWidget.criteria.ports[CProtoPort].name | <string> Protocol + port combination name. Optional




<array of

Watched combinations of DSCPs, applications,

TMWidget.criteria.dscp_app_ports <object>> and ports. Optional
TMWidget.criteria.dscp_app_ports
[CDSCPAppPort] T <object> One CDSCPAppPort object. Optional
TMWidget.criteria.dscp_app_ports , -
[CDSCPAppPort].port <object> Port specification.
TMWidget.criteria.dscp_app_ports - .
[CDSCPAppPort].port.port <number> Port specification. Optional
TMWidget.criteria.dscp_app_ports e s )
[CDSCPAppPort].port.protocol <number> Protocol specification. Optional
TMWidget.criteria.dscp_app_ports . R .
[CDSCPAppPort].port.name <string> Protocol + port combination name. Optional
TMWidget.criteria.dscp_app_ports , — -
[CDSCPAppPortl.app <object> Application specification.
TMWidget.criteria.dscp_app_ports T )
[CDSCPAppPort].app.id <number> Application id. Optional
TMWidget.criteria.dscp_app_ports . — .
[CDSCPAppPort].app.code <string> Application code. Optional
TMWidget.criteria.dscp_app_ports . - .
[CDSCPAppPort].app.name <string> Application name. Optional
TMWidget.criteria.dscp_app_ports . . —— .
[CDSCPAppPort].app.tunneled <string> Flag: is the application tunneled. Optional
TMWidget.criteria.dscp_app_ports i -
[CDSCPAppPort].dscp <object> DSCP specification.
TMWidget.criteria.dscp_app_ports . )
[CDSCPAppPort].dscp.name <string> DSCP name. Optional
TMWidget.criteria.dscp_app_ports . .
[CDSCPAppPort].dscp.code_point <number> DSCP code point. Optional
TMWidget.criteria.services <arr§y of Watched services. Optional
<object>>
TMWidget.criteria.services[CService] <object> One CService object. Optional
TMWidget.criteria.services[CService]. . .
<string> Service name.
name
TMW/c_fget:cnterla.serwces[CSerwce]. <numbers> Service ID. Optional
service_id
TMWidget.criteria.protoports_groups <string> Watched combination of protocols, ports, groups. | Optional
. — <array of )
TMWidget.criteria.port_groups <object>> Watched port groups. Optional
TMWidget.criteria.port_groups . ) )
[CPortGroup] <object> One CPortGroup object. Optional
TMWidget.criteria.port_groups . .
[CPortGroup].name <string> Name of the port group. Optional
TMWidget.criteria.port_groups N
[CPortGroup].group. id <number> ID of the port group. Optional
TMWidget.criteria. . Watched combination of interfaces, groups, .
. . <string> ) Optional
interfaces_groups_devices devices.
TMWidget.criteria.comparison_time_frame | <object> Not used any more. Optional
TMWidget.criteria.comparison_time_frame. <string> ;{r?[i)grt;::it: ;e;r?]lil;tlzr;'ulrt %E;:c)l?re gge ovfl:etl(I)(Wl Optional; Values: flow, min, 5mins,
data_resolution 9 mont'h ! ! ! - day. ! 15mins, hour, 6hours, day, week, month
TMWidget.criteria.comparison_time_frame. <string> Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
refresh_interval 9 5mins, 15mins, hour, 6hours, day, week, month. hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, Optional; Values: last_min, last_5mins,
TMWidget.criteria.comparison time frame last_5mins, last_15mins, last_hour, last_6hours, last_15mins, last_hour, last_6hours,
t eg : ’ P - - | <string> last_12hours, last_day, last_week, last_month, last_12hours, last_day, last_week,
yP previous_hour, previous_day, previous_week, last_month, previous_hour, previous_day,
previous_month. previous_week, previous_month
. - <array of .
TMWidget.criteria.cbqos_classes <object>> CBQoS Classes. Optional
TMWidget.criteria.cbqos_classes , . . .
[CCBQOSCLASS] <object> Object representing a CBQoS class. Optional
TMWidget.criteria.cbqos_classes . . .
[CCBQOSCLASS].id <string> CBQoS class id. Optional
TMWidget.criteria.bgpasscope <string> Autonomous System Scope. Optional; Values: ALL, PRIVATE, PUBLIC
. - ) <array of . .
TMWidget.criteria.host_group_pairs <object>> Watched group pairs. Optional
TMWidget.criteria.host_group_pairs . . ) )
[CHostGroupPair] <object> One CHostGroupPair object. Optional
TMwidget.criteria.host_group_pairs <object> Server host group specification.

[CHostGroupPairl.server




TMWidget.criteria.host_group_pairs

[CHostGroupPair].server.name <string> Host group name. Optional
TMWidget.criteria.host_group_pairs )
[CHostGroupPair].server.group_id <number> Host group ID. Optional
TMWidget.criteria.host_group_pairs . . -
[CHostGroupPair].client <object> Client host group specification.
TMWidget.criteria.host_group_pairs . )
[CHostGroupPair].client.name <string> Host group name. Optional
TMWidget.criteria.host_group_pairs .
[CHostGroupPair].client.group._id <number> Host group ID. Optional
WAN group used in WAN Optimization widgets.
TMWidget.criteria.wan_group <string> Can be one of '/WAN', '/WAN/Optimized', Optional
'/WAN/Non-optimized'.
TMWidget.criteria.traffic_expression <string> Traffic expression. Optional
TMWidget.criteria.split_direction <string> ggg inbound/outbound or receivedytransmitted Optional
TMWidget.criteria.include_successes <string> Irr;_;ls:ie successful requests in active directory Optional
TMWidget.criteria.time_overridden <string> Infjlcates if the W|dget time frame was overridden Optional
with the template time frame values.
TMWidget.criteria. ) Flag indicating whether to include WAN non )
. . ’ <string> s ) Optional
include_non_optimized_sites optimized sites.
TMWidget.criteria.columns <array of List of column ID. Optional
<number>>
TMWidget.criteria.columns[item] <number> Column ID. Optional
TMWidget.criteria.hosts_groups_cidrs <string> X\ilg:';hed combination of hosts, host groups and Optional
) - . <array of ) )
TMWidget.criteria.bgpas_pairs <object>> Autonomous System Pairs. Optional
TMWidget.criteria.bgpas_pairs . . .
[CBGPASPair] <object> Pair of Autonomous Systems. Optional
TMWidget.criteria.bgpas_pairs <object> Object representing a server Autonomous
[CBGPASPair].server 4 System.
TMWidget.criteria.bgpas_pairs .
[CBGPASPair].server.id <number> Autonomous System Number. Optional
TMWidget.criteria.bgpas_pairs . )
[CBGPASPair].server.name <string> Autonomous System Name. Optional
TMWidget.criteria.bgpas_pairs i . . .
[CBGPASPair.client <object> Object representing a client Autonomous System.
TMWidget.criteria.bgpas_pairs )
[CBGPASPair].client.id <number> Autonomous System Number. Optional
TMWidget.criteria.bgpas_pairs . .
[CBGPASPairl.client.name <string> Autonomous System Name. Optional
TMWidget.criteria.application_servers <arr§y of Watched combinations of applications and Optional
= <object>> servers.
TMWidget.criteria.application_servers , — . .
[CApplicationServer] <object> One CApplicationServer object. Optional
TMWidget.criteria.application_servers . s -
[CApplicationServer].app <object> Application specification.
TMWidget.criteria.application_servers T )
[CApplicationServer].app.id <number> Application id. Optional
TMWidget.criteria.application_servers . L .
[CApplicationServer].app.code <string> Application code. Optional
TMWidget.criteria.application_servers ) — )
[CApplicationServer].app.name <string> Application name. Optional
TMWidget.criteria.application_servers . . L .
[CApplicationServer].app.tunneled <string> Flag: is the application tunneled. Optional
TMW/dgt—f't.cr}tena.appl|cat|on_servers <object> Server specification.
[CApplicationServer].server
TMW/dge.’t.crllterla.appllcatlon_servers <string> Host MAC address. Optional
[CApplicationServer].server.mac
TMWidget.criteria.application_servers . .
[CApplicationServer].server.ipaddr <string> Host IP address. Optional
TMW/dge.'t.crllterla.appllcatlon_servers <string> Host name. Optional
[CApplicationServer].server.name
TMWidget.criteria.devices <arrf.=iy of Watched devices. Optional
<object>>
TMWidget.criteria.devices[CDevice] <object> One CDevice object. Optional
TMWidget.criteria.devices[CDevice]. <string> Device IP address. Optional

ipaddr




TMWidget.criteria.devices[CDevicel.name | <string> Device name. Optional
TMWidget.criteria.application_ports :Zg?;g; Watched combinations of applications and ports. | Optional
Tﬂ(g/xggﬁ’ggétiggifplication_ports <object> One CApplicationPort object. Optional
Tﬂ(gggﬁ'g.actrizigzi]l:?g(lji?tation_ports <object> Port specification.

Tﬂrgggﬁggtﬁtigz:Eggfﬁsg:‘t—pons <number> Port specification. Optional
Tﬂrgggﬁgactrizigzifggﬁtégrc,c;?)izllﬁts <number> Protocol specification. Optional
T/l(g/A/ggﬁct;tritigg.ri]’?ggftaﬂg:feports <string> Protocol + port combination name. Optional
Tﬂ[/lgggﬁ'g.actrii;igzI.’ata]p‘)g‘l)i;ation_ports <object> Application specification.
Tﬂrgggﬁct;trigig(a)ifsg;,aigon_ports <number> Application id. Optional
Tﬂrgggﬁg':triict)igzifgg;éct:)%l_ports <string> Application code. Optional
Tﬂrgggﬁct;trigiggifsg;.a;;or?]—eports <string> Application name. Optional
Tﬂrgggﬁg':tﬁ:igﬁ}ifgg;itdmﬁgéts <string> Flag: is the application tunneled. Optional
TMWidget.criteria.mplsexpbits Zzg.z};;z; Watched MPLSEXPBITSs. Optional
Tﬂflmc;gi;lé;r;z_rri]a.mplseprits <object> One CMPLSEXPBIT object. Optional
TA(gK;IC;gLZItE;';'I:BeIFFI?tr:'qaglf?((:e_xc?:sltss <string> MPLSEXPBIT traffic class name. Optional
”{’g’ﬁ‘;‘igg;’;ﬁ?ig‘;'ﬁ;’t‘pbits <number> MPLSEXP Bit. Optional
TMWidget.criteria.include_failures <string> Include failed requests in active directory report. | Optional
TMWidget.criteria.bgpas_host_groups :zgi}ég; List of Autonomous System and Host Group. Optional
T/l[/lcl/l/B/(G/gitéi'rci)tsetrGiar;)bugpp]as_host_groups <object> gkgﬁcérr;?g.esenting Autonomous System and Optional
Tﬂ[/lggg%igﬂg;g%bfpp].asazfj;;g;zups <object> Object representing a Host Group.
Tﬂrgyég%igﬂgftgarsbfpﬂﬁaz?_Sgth;gl.jr?asme <string> Host group name. Optional
T e s ot 0D | srumber= [ Hostgroup o
Tﬂrcg'ggﬁigﬂgftgarsbfpﬂégér;gsst—grouPs <object> Object representing a Autonomous System.
Tﬂrggg%iggg;reiarffpp].asazgsst.i—grOUpS <number> Autonomous System Number. Optional
Tﬂflcl:/'gg%ig:g;rgiargbfpﬁgzgsst,ﬁ%ﬁ:pS <string> Autonomous System Name. Optional
TMWidget.criteria.host_pair_ports :ZZ.‘Z&’; Watched combinations of host pairs and ports. Optional
Tﬂflcmggf;‘éﬁ:lijtsrrti?.host_pair_ports <object> One CHostPairPort object. Optional
Tﬂrclgigtggte;aci:'ijts:ti]aﬁgrstt_pair_ports <object> Port specification.

Tﬂ[/l(l:/llgicggfpl;ci:li)tsrrti?ﬁ;)rstt;)%?ir_ports <number> Port specification. Optional
Tﬂ(gﬁggf;;i::Dts:ti]a,g]grstt.ﬁegi;_c%?rts <number> Protocol specification. Optional
Tﬂflcmggf;;i:gs:ti?ﬁgrsttﬁziréports <string> Protocol + port combination name. Optional
Tﬂrmgg te;z.aci:g:srrtiige();tgfair_ports <object> Server host specification.

Tﬂflcmggf;;i::Srrti]a..shef/tér?ami;_cports <string> Host MAC address. Optional
Tﬂ(CWI_:Zg teF’t;i:iFfsrrti?.sheor?/te_r??;;ap dorrts <string> Host IP address. Optional
TMWidget.criteria.host_pair_ports <string> Host name. Optional

[CHostPairPort].server.name




TMWidget.criteria.host_pair_ports

[CHostPairPort].client <object> Client host specification.
Tﬂflg/.igff;;iﬂat;rt'?Q?;;E'?ggports <string> Host MAC address. Optional
TMWidget.criteria.host_pair_ports i )
[CHostPairPort].client.ipaddr <string> Host IP address. Optional
TMWidget.criteria.host_pair_ports . )
[CHostPairPort].client.name <string> Host name. Optional
TMWidget.criteria.dscp_interfaces <array of Watched combinations of DSCPs and interfaces. Optional
<object>>
T"[” (‘:’g‘sff:ﬁftgtgi?“p—'”terfaces <object> One CDSCPInterface object. Optional
Tﬂrggg%ﬁﬁt"e't;;'cae'?Siﬁfe—r'?;fgaces <object> Interface specification.
Tﬂ[/lg'gg%ﬁhctgt;ari?Siﬁggr'gceg?;:; dr <string> Interface IP address. Optional
TMWidget.criteria.dscp_interfaces . ’
[CDSCPInterface].interface.name <string> Interface name. Optional
TMWidget.criteria.dscp_interfaces . .
[CDSCPInterface].interface.ifindex <number> Interface index. Optional
Tll(ggg%ﬁﬁ{g;:;‘??&—; nterfaces <object> DSCP specification.
TMWidget.criteria.dscp_interfaces . .
[CDS?ZPInterface].dsF::_p.name <string> DSCP name. Optional
TMWidget.criteria.dscp_interfaces : :
[CDS%PInterface].dspc_p.code point <number> DSCP code point. Optional
. - <array of )
TMWidget.criteria.bgpas <object>> Autonomous System. Optional
TMWidget.criteria.bgpas[CBGPAS] <object> Object representing a Autonomous System. Optional
TMWidget.criteria.bgpas[CBGPAS].id <number> Autonomous System Number. Optional
TMWidget.criteria.bgpas[CBGPAS].name <string> Autonomous System Name. Optional
TMWidget.criteria.time_frame <object> Widget time frame specification. Optional
TMWidget.criteria.time_frame. . Report da_ta resol_ut|on. It can be one of: flow, Optional; Values: flow, min, 5mins,
X - <string> 1min, 5min, 15min, hour, 6hour, day, week, X
data_resolution month 15mins, hour, 6hours, day, week, month
TMWidget.criteria.time_frame. <string> Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
refresh_interval 9 5mins, 15mins, hour, 6hours, day, week, month. hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, Optional; Values: last_min, last_5mins,
last_5mins, last_15mins, last_hour, last_6hours, last_15mins, last_hour, last_6hours,
TMWidget.criteria.time_frame.type <string> last_12hours, last_day, last_week, last_month, last_12hours, last_day, last_week,
previous_hour, previous_day, previous_week, last_month, previous_hour, previous_day,
previous_month. previous_week, previous_month
TMWidget.criteria.service <object> Watched service. Optional
TMWidget.criteria.service.name <string> Service name.
TMWidget.criteria.service.service_id <number> Service ID. Optional
TMWidget.criteria.severity <number> Minimum severity filter for an event report. Optional
TMWidoet criteria.role <string> Which host roles to include in a report Optional; Values: CLIENT_SERVER,
get. ’ 9 ('CLIENT_SERVER', 'CLIENT', 'SERVER'). CLIENT, SERVER
TMWidget.criteria.event_policies <arr'ay of List of event policies to include in an event report. | Optional
- <string>>
TMWidget.criteria.event_policies[item] <string> Event policy ID. Optional
TMWidget.criteria.service_locations <array of Watched service locations. Optional
<object>>
Tﬂrg/slgglei’gg[gglgésne]rwce_Iocat|ons <object> One CServicelLocation object. Optional
TMWidget.criteria.service_locations ) . .
[CServiceLocation].name <string> Service location name.
Tll(é/VS/grgv ?é:[g?:taijne]r:gE:Eilgrfait(ljons <string> Service location ID. Optional
TMWidget.criteria.case_insensitive <string> Case-insensitive usernames in an identity report. | Optional
TMWidget.criteria.service_location <object> Watched service location. Optional
TMWidget.criteria.service_location.name <string> Service location name.
Tlﬁ)vg;c:igoit.?glterla.serVIce_Iocatlon. <string> Service location ID. Optional
TMWidget.criteria. <string> Flag indicating whether to include back-end Optional
include_backend_segments g segments. P
TMWidget.criteria.host_group_type <string> Host group type used. Optional




<array of

Watched combinations of host pairs, applications,

TMWidget.criteria.host_pair_app_ports <object>> and ports. Optional
Tﬂ[/lé/l/l_:'ggte;'éci::s‘r)isgx]st_pair_app_ports <object> One CHostPairAppPort object. Optional
TMWidget.criteria.host_pair_app_ports <object> Port specification.

[CHostPairAppPort].port
Tﬂr(mggt&’;aci::Sg?:x)]s,;_opr?i;:)i?p_ports <number> Port specification. Optional
Tﬂrggggf;aci:/ifsssgx]s_;}p;_i;‘rifgc‘sorts <number> Protocol specification. Optional
Tﬂr(mggg'aci::Sg;::]s.;—opii;—aanﬁg—ports <string> Protocol + port combination name. Optional
T/l(éﬂ/l_:ggs;f;'.aci:iAtSIr)is;:?]s.;_pp:ir_app_ports <object> Application specification.
Tﬂr(mgggg:zsgsgxfg—pp:;;—app—ports <number> Application id. Optional
Tﬂrg‘ggf;acixsgsg:ff;—pp;icragzp—ports <string> Application code. Optional
Tﬂflcmggf;;:zsssgx)]s.;—pp:ir:gfr?:—ports <string> Application name. Optional
Tﬂrgvrfggtept;i:KSSS&E?;&TL&:ES@ZOrts <string> Flag: is the application tunneled. Optional
Tﬂflcmggf;;i::sssgxfzé’:\?g;app—ports <object> Server host specification.
Tﬂ(gvl_:ggf;;i::Sgsg:f;—e?\alierﬁﬁ:c—ports <string> Host MAC address. Optional
Tﬂflcmggtf;i::S;r)isg:‘?]s.:t:é’?sgﬁia;?;ggr?rts <string> Host IP address. Optional
Tﬂrgyl_:gg f;;::sssg:f;—;eg;ig%gorts <string> Host name. Optional
Tﬂr(mggf;;i::Sssg:s]s.‘zﬂpeiitr—app—ports <object> Client host specification.
Tﬂrcvvl_:ggte;;i::Sgs('::?]%izani{'—rizg—ports <string> Host MAC address. Optional
TA[/ICWI-:thelféci:XSSS&?;;ETF;&EEEEE?Orts <string> Host IP address. Optional
I e O B P | cting= | bostrame.
TMWidget.criteria.users :Zg?ég; Watched users. Optional
TMWidget.criteria.users[CUser] <object> One CUser object. Optional
TMWidget.criteria.users[CUser].name <string> Active Directory user name.
TMWidget.criteria.sort_desc <string> ggcrteizgiggﬁcuon (true for descending, false for Optional
TMWidget.criteria.sort_column <number> Sorting column ID. Optional
TMWidget.criteria.host_group_pair_ports :ZZ/?;;;’; \F,)\:)art;hed combinations of host groups pairs and Optional
Tﬂrg/ljggs;teé.rcorilt;:.rr;t;sr%group_pair_ports <object> One CHostGroupPairPort object. Optional
Tﬂflcmggfé}cor:,t:;: .rr;gsrtigprg:tp_pair_ports <object> Port specification.
Tﬂrg/l_:ggfé'rcorlijt:;: .rgzséf;prgripp_ggir_ports <number> Port specification. Optional
Tﬂrcmggfég::};: ‘rr}lgsr%.gprg:t%gatggglo res <number> Protocol specification. Optional
Tﬂrxggfé'rcorli]t:;i:i'rggifprg;.pn—s:qi;—pons <string> Protocol + port combination name. Optional
Tﬂ[/l(l:/llgiggtth.rcorlijts;iaa}.ri;cc))sr%.gsr:rt\,llz_rpair_ports <object> Server host group specification.
Tﬂ(gﬁgg te é’rcorlijt;;i:i 'rr;zsrﬁgsreortz—rﬁ]aai:ﬁzons <string> Host group name. Optional
Tﬂflcmggfég&ts;: 'r';zsr%g':rl\"lz—rzari;a‘:igs <number> Host group ID. Optional
Tll(g;ﬁggteé.rcorlijts;:.rr;(())sr%'c_;crl;)eunpt_pair_ports <object> Client host group specification.
Tﬂfl(mggfé}f;:s;: .rl;cc))sr%.gcrlﬁ)eunpt};::;_eports <string> Host group name. Optional
TMWidget.criteria.host_group_pair_ports <number> Host group ID. Optional

[CHostGroupPairPort].client.group_id




<array of

TMWidget.criteria.network_segments <object>> Watched network segments. Optional
TMWidget.criteria.network_segments . . )
[CNetworkSegment] <object> One CNetworkSegment object. Optional
TMWidget.criteria.network_segments <object> Segment source
[CNetworkSegment].src A 9 :
TMWidget.criteria.network_segments . .
[CNetworkSegment].src.ipaddr <string> Interface IP address. Optional
TMWidget.criteria.network_segments <string> Interface name Optional
[CNetworkSegment].src.name :
TMWidget.criteria.network_segments . .
[CNetworkSegment].src.findex <number> Interface index. Optional
TMWidget.criteria.network_segments . —
[CNetworkSegment].dst <object> Segment destination.
TMWidget.criteria.network_segments i )
[CNetworkSegment].dst.ipaddr <string> Interface IP address. Optional
TMWidget.criteria.network_segments <string> Interface name Optional
[CNetworkSegment].dst.name !
TMWidget.criteria.network_segments . .
[CNetworkSegment].dst findex <number> Interface index. Optional
TMWidget.criteria.hosts <arr§y of Watched hosts. Optional
<object>>
TMWidget.criteria.hosts[CHost] <object> One CHost object. Optional
TMWidget.criteria.hosts[CHost].mac <string> Host MAC address. Optional
TMWidget.criteria.hosts[CHost].ipaddr <string> Host IP address. Optional
TMWidget.criteria.hosts[CHost].name <string> Host name. Optional
TMWidget.criteria.host_pairs Zig%i Watched host pairs. Optional
TMWidget.criteria.host_pairs[CHostPair] <object> One CHostPair object. Optional
TMWwidget.criteria.host_pairs[CHostPair]. <object> Specification of the server host
server :
TMWidget.criteria.host_pairs[CHostPair]. <string> Host MAC address Optional
server.mac '
TMWidget.criteria.host_pairs[CHostPair]. <string> Host IP address Optional
server.ipaddr 9 . P
TMWidget.criteria.host_pairs[CHostPair]. <string> Host name Optional
server.name 9 ' P
TMWwidget.criteria.host_pairs[CHostPair]. <object> Specification of the client host
client ’
TMWidget.criteria.host_pairs[CHostPair]. <string> Host MAC address Optional
client.mac ’
TMWidget.criteria.host_pairs[CHostPair]. <string> Host IP address Optional
client.ipaddr 9 ! P
TMWidget.criteria.host_pairs[CHostPair]. <string> Host name Obtional
client.name 9 ' P
TMWidget.criteria.auto_update <string> Flag to enable updating daily top-n Line widgets. | Optional
TMWidget.criteria.protocols :zlry;":}étf> Watched protocols. Optional
TMWidget.criteria.protocols[CProtocol] <object> Object representing Protocol information. Optional
TMWidget.criteria.protocols[CProtocol]. <number> ID of the Protocol Optional
id ’
TMWidget.criteria.protocols[CProtocol]. <string> Name of the Protocol Optional
name ’
TMWidget.criteria.centricity <string> Centricity used to run the report. Optional
TMWidget.criteria.limit <number> ::Iwzx‘llvni\;gn;tnumber of data rows in the report for Optional
TMWidget.criteria.interfaces :er);i}ég; Watched interfaces. Optional
TMWidget.criteria.interfaces[Clnterface] <object> One Clinterface object. Optional
TMWidget.criteria.interfaces[Clnterface]. <string> Interface IP address Optional
ipaddr :
TMWidget.criteria.interfaces[Clnterfacel]. <string> Interface name Optional
name 9 ’ P
TMWidget.criteria.interfaces[Clnterface]. . .
ifindex <number> Interface index. Optional
TMWidget.criteria.host_groups <array of Watched host groups. Optional

<object>>




TMWidget.criteria.host_groups

[CHostGroup] <object> One CHostGroup object. Optional
Tﬂrg/l_:ggfé'rccﬂlt;]rfa'zg:t—g roups <string> Host group name. Optional
Tﬂr(mgg te Gt'rcortljt:]ngar.gggs)t_ig roups <number> Host group ID. Optional

<array of
TMWidget.criteria.dscps <object>> Watched DSCPs. Optional
TMWidget.criteria.dscps[CDSCP] <object> One CDSCP object. Optional
TMWidget.criteria.dscps[ CDSCP].name <string> DSCP name. Optional
T/l(/:l(l;lg:g;-g.ii?tena.dscps[CDSCP]. <number> DSCP code point. Optional

. - - <array of - )

TMWidget.criteria.applications <object>> Watched applications. Optional
T/l[/l(l:/lzggﬁ-g.actrigi?a.appl|cat|ons <object> One CApplication object. Optional
Tﬂ(gggﬁé;;ﬁi??fpp“cat'ons <number> Application id. Optional
Tﬂrgggﬁ'g':trigi?ifdpepl'Cat'ons <string> Application code. Optional
Tﬂ(gggﬁé’;;gi?i:ﬁgIcatlons <string> Application name. Optional
Tﬂrgggﬁ'g':trigi?;‘lar&pell'gzt'ons <string> Flag: is the application tunneled. Optional
TMWidget.title <string> Widget title.
TMWidget.attributes <object> Widget common attributes. Optional
TMWidget.attributes.pan_zoomable <string> Flag making the graph interactive. Optional
TMWidget.attributes.line_scale <string> Line scale for a line chart (can be: LINEAR, LOG). |Optional; Values: LINEAR, LOG
What unit to use for formating traffic values Optional; Values: BITS, BYTES, KBITS,
TMWidget.attributes.format_bytes <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). [ AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.attributes.show_images <string> Flag showing images in a connection graph. Optional
TMWidget.attributes.open_nodes <array of List of open node IDs for a tree widget. Optional
<string>>
TMWidget.attributes.open_nodes[item] <string> ID of an expanded nodes in a tree widget. Optional
TMWidget.attributes.line_style <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,
TMWidaet.attributes.layout <string> HORIZONTAL_CLISRV, VERTICAL_CLISRYV, VERTICAL_CLISRV, HORIZONTAL_TREE,
get. ay 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,
RADIAL_TREE, SYMMETRIC). SYMMETRIC
TMWidget.attributes.width <number> Widget width. Optional
TMWidget.attributes.height <number> Widget height. Optional
TMWidget.attributes.percent_of_total <string> Flag including the 'total' item in a pie chart. Optional
TMWidget.attributes.edge_thickness <string> Widget edge thickness. Optional
TMWidget.attributes. ) Default host grouping type for displaying grouped )

display_host_group_type <string> hosts. Optional
TMWidget.attributes.extend_to_zero <string> Flag: extending the Y-axis to zero. Optional
TMWidget.attributes.collapsible <string> Flag indicating if the widget is collapsible. Optional

What unit to use for formating throughput values | Optional; Values: BITS, BYTES, KBITS,
TMWidget.attributes.format_through_bytes | <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). [ AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.attributes.high_threshold <string> High threshold on the chart (in bytes). Optional
TMWidget.attributes.n_items <number> Maximum number of items shown. Optional
TMWidget.attributes.colspan <number> How many columns the widget occupies in layout. | Optional
TMWidget.attributes.low_threshold <string> Low threshold on the chart (in bytes). Optional
TMWidget.attributes.moveable_nodes <string> Flag allqwmg the user to reposition nodes in a Optional
- connection graph.

. . . . i Bar chart orientation (can be: VERTICAL, ) X .
TMWidget.attributes.orientation <string> HORIZONTAL). Optional; Values: VERTICAL, HORIZONTAL
TMWidget.attributes.modal_links <number> Flag adding modal links on a widget. Optional
TMWidget.user_attributes <object> User-specific attributes. Optional
TMWidget.user_attributes.pan_zoomable <string> Flag making the graph interactive. Optional
TMWidget.user_attributes.line_scale <string> Line scale for a line chart (can be: LINEAR, LOG). | Optional; Values: LINEAR, LOG




What unit to use for formating traffic values Optional; Values: BITS, BYTES, KBITS,
TMWidget.user_attributes.format_bytes <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). | AUTOBITS, AUTOBYTES, Ul_PREF
TMWidget.user_attributes.show_images <string> Flag showing images in a connection graph. Optional
TMWidget.user_attributes.open_nodes <array of List of open node IDs for a tree widget. Optional
<string>>
TMWidget.user_attributes.open_nodes
[item] <string> ID of an expanded nodes in a tree widget. Optional
TMWidget.user_attributes.line_style <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,
TMWidoet.user attributes.layout <string> HORIZONTAL_CLISRV, VERTICAL_CLISRV, VERTICAL_CLISRV, HORIZONTAL_TREE,
geLuser_ -ay 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,
RADIAL_TREE, SYMMETRIC). SYMMETRIC
TMWidget.user_attributes.width <number> Widget width. Optional
TMWidget.user_attributes.height <number> Widget height. Optional
TMWidget.user_attributes. . . . . . . . .
percent of total <string> Flag including the 'total' item in a pie chart. Optional
TMWidget.user_attributes.edge_thickness | <string> Widget edge thickness. Optional
TMW/dgetuser_attrlbutes. <string> Default host grouping type for displaying grouped Optional
display_host_group_type hosts.
TMWidget.user_attributes.extend_to_zero | <string> Flag: extending the Y-axis to zero. Optional
TMWidget.user_attributes.collapsible <string> Flag indicating if the widget is collapsible. Optional
. . What unit to use for formating throughput values | Optional; Values: BITS, BYTES, KBITS,
T’fwovr'/r’ggftt'r‘:f;:—ittg'btitses' <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
- gn_by GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). | AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.user_attributes.high_threshold <string> High threshold on the chart (in bytes). Optional
TMWidget.user_attributes.n_items <number> Maximum number of items shown. Optional
TMWidget.user_attributes.colspan <number> How many columns the widget occupies in layout. | Optional
TMWidget.user_attributes.low_threshold <string> Low threshold on the chart (in bytes). Optional
TMWidget.user_attributes.moveable_nodes | <string> Flag aIIQWIng the user to reposition nodes in a Optional
- - connection graph.
TMWidget.user_attributes.orientation <string> Bar chart orientation (can be: VERTICAL, Optional; Values: VERTICAL, HORIZONTAL
HORIZONTAL).
TMWidget.user_attributes.modal_links <number> Flag adding modal links on a widget. Optional
TMWidget.timestamp <string> Widget time stamp specification. Optional

Reporting: Enable report template

Enable a single report template.

Authorization
This request requires authorization.

Request Body
Do not provide a request body.

Response Body

On success, the server does not provide any body in the responses.

Reporting: Get factory widget

Get configuration of a stock widget.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:



"config": {
"datasource": string,
"visualization": string,
"widget_type": string

1o

"widget_id": number,

"criteria": {
"compare_to": string,
"ports": [

{
"port": number,
"protocol": number,
"name": string
}
1

"dscp_app_ports": [

{

"port": {
"port": number,
"protocol": number,
"name": string
H
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
I
"dscp": {
"name": string,
"code_point": number

1
"services": [
{
"name": string,
"service_id": number
}
1
"protoports_groups": string,
"port_groups": [
{
"name": string,
"group_id": number

I
"interfaces_groups_devices": string,
"comparison_time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
bo
"cbqos_classes": [
{
"id": string
}
1
"bgpasscope": string,
"host_group_pairs": [

"server": {
"name": string,
"group_id": number
I
"client": {
"name": string,
"group_id": number
}
}
I
"wan_group": string,
"traffic_expression": string,
"split_direction": string,
"include_successes": string,
"time_overridden": string,
"include_non_optimized_sites": string,
"columns": [
number
1
"hosts_groups_cidrs": string,
"bgpas_pairs": [
{



"server": {
"id": number,
"name": string
I
"client": {
"id": number,
"name": string
}
}
I
"application_servers": [
{
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
+
"server": {
"mac": string,
"ipaddr": string,
"name": string
}
}
I
"devices": [

"ipaddr": string,
"name": string
}
I
"application_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
I
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
}
}
1
"mplsexpbits": [
{
"traffic_class": string,
"exp_bit": number
}
1
"include_failures": string,
"bgpas_host_groups": [
{

"host_group": {
"name": string,
"group_id": number

"bgpas": {
"id": number,
"name": string
}
}
1
"host_pair_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
H
"server": {
"mac": string,
"ipaddr": string,
"name": string
+
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1,
"dscp_interfaces": [
{

"interface": {

[P P P TP S



Ipauur @ suriry,
"name": string,
"ifindex": number

H
"dscp": {

"name": string,
"code_point": number

}

}

1
"bgpas": [
{

"id": number,
"name": string
}
1
"time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
H
"service": {
"name": string,
"service_id": number
H
"severity": number,
"role": string,
"event_policies": [
string
I
"service_locations": [
{
"name": string,
"location_id": string
}
I
"case_insensitive": string,
"service_location": {
"name": string,
"location_id": string
}
"include_backend_segments"
"host_group_type": string,
"host_pair_app_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
I
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
I
"server": {
"mac": string,
"ipaddr": string,
"name": string
I
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"users": [
{
"name": string
}
1
"sort_desc": string,
"sort_column": number,
"host_group_pair_ports": [

"port": {
"port": number,
"protocol": number,
"name": string

+

"server": {
"name": string,
"group_id": number

I

"client": {

"nama": ctrinn

: string,



Crare oy,
"group_id": number
}
b
1
"network_segments": [
{
"src": {
"ipaddr": string,
"name": string,
"ifindex": number
H
"dst": {
"ipaddr": string,
"name": string,
"ifindex": number
}
b
I

"hosts": [

"mac": string,
"ipaddr": string,
"name": string
}
I
"host_pairs": [
{

"server": {
"mac": string,
"ipaddr": string,
"name": string

I

"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"auto_update": string,
"protocols": [

"id": number,
"name": string
}
1
"centricity": string,
"limit": number,
"interfaces": [

"ipaddr": string,
"name": string,
"ifindex": number
}
1
"host_groups": [
{
"name": string,
"group_id": number

1,
"dscps": [
{
"name": string,
"code_point": number
b
1
"applications": [

"id": number,
"code": string,
"name": string,
"tunneled": string
}
I
L
"title": string,
"attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [
string
1
"line_style": string,
"lavout": strina,



"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number

Iro

"user_attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [

string

1
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number

Yo

"timestamp": string

-

Example:
{
"title": "VolIP-RTP: Applications",
"timestamp": "1383141976.674383",
"criteria": {
"sort_column": 33,
"traffic_expression": "",
"limit": 100,
"columns": [
17,
33,
34,
757,
766,
781,
803
I
"centricity": "host",
"time_overridden": true,
"time_frame": {
"data_resolution": "15mins",
"type": "last_hour",
"refresh_interval": "15mins"
}
Io
"attributes": {
"colspan": 2,
"n_items": 20,
"format_bytes": "UI_PREF"
L
"config": {
"widget_type": "APPS",
"visualization": "TABLE",
"datasource": "TRAFFIC"

Vo
"widget_id": 1
}
Property Name Type Description Notes
TMWidget <object> Widget specification.




Widget configuration: data source type, widget

TMWidget.config <object> type, and visualization type.
. ) . Values: TRAFFIC, WAN, SERVICE, EVENTS,
TMWidget.config.datasource <string> Data source type. ACTIVE_DIRECTORY, FDS_TRAFFIC
Values: TABLE, PIE, BAR, LINE,
TMWidget.config.visualization <string> Visualization type. CONN_GRAPH, THREAT_FEED,
TREE_TABLE, INVISIBLE
Values: TRAFFIC_OVERALL,
TRAFFIC_OVERALL_CRTT, HOSTS,
PEER_HOSTS, PEER_HOST_GROUPS,
HOST_PAIRS_PORTS,
HOST_PAIRS_APP_PORTS, HOST_PAIRS,
HOST_GROUPS, HOST_GROUP_PAIRS,
HOST_GROUP_PAIR_PORTS, APPS,
APP_PORTS, SERVER_APPS, PORTS,
PORT_GROUPS, PROTOCOLS, DEVICES,
TMWidget.config.widget_type <string> Widget type. INTERFACES, PREFERRED_INTERFACES,
NETWORK_SEGMENTS, DSCPS,
DSCP_APP_PORTS, DSCP_IFACES, BGPAS,
PEER_BGPAS, BGPAS_PAIRS,
BGPAS_HOST_GROUPS,
CURRENT_EVENTS, UNACKED_EVENTS,
THREAT_FEED, ACTIVE_DIRECTORY,
SERVICE_HEALTH, LOCATION_HEALTH,
SERVICE_HEALTH_MAP,
LOCATION_HEALTH_MAP
TMWidget.widget_id <number> Internal widget ID within a dashboard. Optional
TMWidget.criteria <object> Query criteria for the widget.
i o . Flag to enable comparison feature for Bar, Table | Optional; Values: NONE, LAST_DAY,
TMWidget.criteria.compare_to <string> and Line widgets. LAST WEEK, LAST 4WEEKS
. - <array of )
TMWidget.criteria.ports <object>> Watched ports. Optional
TMWidget.criteria.ports[CProtoPort] <object> One CProtoPort object. Optional
TMWidget.criteria.ports[CProtoPort].port <number> Port specification. Optional
TMWidget criteria.ports[CProtoPort]. <number> Protocol specification. Optional
protocol
TMWidget.criteria.ports[CProtoPortl.name | <string> Protocol + port combination name. Optional
. N <array of Watched combinations of DSCPs, applications, )
TMWidget.criteria.dscp_app_ports <object>> and ports. Optional
TMWidget.criteria.dscp_app_ports i . .
[CDSCPAppPort] <object> One CDSCPAppPort object. Optional
TMWidget.criteria.dscp_app_ports , -
[CDSCPAppPort].port <object> Port specification.
TMWidget.criteria.dscp_app_ports - .
[CDSCPAppPort].port.port <number> Port specification. Optional
TMWidget.criteria.dscp_app_ports e s .
[CDSCPAppPort].port.protocol <number> Protocol specification. Optional
TMWidget.criteria.dscp_app_ports . —_— .
[CDSCPAppPort].port.name <string> Protocol + port combination name. Optional
TMWidget.criteria.dscp_app_ports , — -
[CDSCPAppPort].app <object> Application specification.
TMWidget.criteria.dscp_app_ports o .
[CDSCPAppPort].app.id <number> Application id. Optional
TMWidget.criteria.dscp_app_ports ) — )
[CDSCPAppPort].app.code <string> Application code. Optional
TMWidget.criteria.dscp_app_ports . N .
[CDSCPAppPort].app.name <string> Application name. Optional
TMWidget.criteria.dscp_app_ports . . —— .
[CDSCPAppPort].app.tunneled <string> Flag: is the application tunneled. Optional
TMWidget.criteria.dscp_app_ports . -
[CDSCPAppPort].dscp <object> DSCP specification.
TMWidget.criteria.dscp_app_ports . .
[CDSCPAppPort].dscp.name <string> DSCP name. Optional
TMWidget.criteria.dscp_app_ports . .
[CDSCPAppPort].dscp.code_point <number> DSCP code point. Optional
TMWidget.criteria.services <arrf.=iy of Watched services. Optional
<object>>
TMWidget.criteria.services[CService] <object> One CService object. Optional
TMWidget.criteria.services[CService]. i .
<string> Service name.
name
TMWidget.criteria.services[CServicel. <number> Service ID. Optional

service_id




TMWidget.criteria.protoports_groups <string> Watched combination of protocols, ports, groups. | Optional
. - <array of )
TMWidget.criteria.port_groups <object>> Watched port groups. Optional
TMWidget.criteria.port_groups . ) )
[CPortGroup] <object> One CPortGroup object. Optional
TMWidget.criteria.port_groups . .
[CPortGroup].name <string> Name of the port group. Optional
TMWidget.criteria.port_groups N
[CPortGroup].group. id <number> ID of the port group. Optional
TMWidget.criteria. . Watched combination of interfaces, groups, .
. . <string> ) Optional
interfaces_groups_devices devices.
TMWidget.criteria.comparison_time_frame | <object> Not used any more. Optional
TMWidget.criteria.comparison_time_frame. . Re[_)ort da_ta resol_ut|on. It can be one of: flow, Optional; Values: flow, min, 5mins,
: - - <string> 1min, 5min, 15min, hour, 6hour, day, week, .
data_resolution month 15mins, hour, 6hours, day, week, month
TMWidget.criteria.comparison_time_frame. <string> Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
refresh_interval 9 5mins, 15mins, hour, 6hours, day, week, month. hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, Optional; Values: last_min, last_5mins,
TMWidget.criteria.comparison time frame last_5mins, last_15mins, last_hour, last_6hours, last_15mins, last_hour, last_6hours,
t eg : ’ P - - * | <string> last_12hours, last_day, last_week, last_month, last_12hours, last_day, last_week,
yP previous_hour, previous_day, previous_week, last_month, previous_hour, previous_day,
previous_month. previous_week, previous_month
. - <array of .
TMWidget.criteria.cbqos_classes <object>> CBQoS Classes. Optional
TMWidget.criteria.cbqos_classes . . . .
[CCBQOSCLASS] <object> Object representing a CBQoS class. Optional
TMWidget.criteria.cbqos_classes . . .
[CCBQOSCLASS].id <string> CBQoS class id. Optional
TMWidget.criteria.bgpasscope <string> Autonomous System Scope. Optional; Values: ALL, PRIVATE, PUBLIC
. - ) <array of . .
TMWidget.criteria.host_group_pairs <object>> Watched group pairs. Optional
TMWidget.criteria.host_group_pairs . ) ) )
[CHostGroupPair] <object> One CHostGroupPair object. Optional
TMWidget.criteria.host_group_pairs . I
[CHostGroupPair].server <object> Server host group specification.
TMWidget.criteria.host_group_pairs . )
[CHostGroupPair].server.name <string> Host group name. Optional
TMWidget.criteria.host_group_pairs .
[CHostGroupPairl.server.group. id <number> Host group ID. Optional
TMWidget.criteria.host_group_pairs . ) P
[CHostGroupPair].client <object> Client host group specification.
TMWidget.criteria.host_group_pairs . .
[CHostGroupPair].client.name <string> Host group name. Optional
TMWidget.criteria.host_group_pairs )
[CHostGroupPair].client.group_id <number> Host group ID. Optional
WAN group used in WAN Optimization widgets.
TMWidget.criteria.wan_group <string> Can be one of '/WAN', '/WAN/Optimized', Optional
'/WAN/Non-optimized'.
TMWidget.criteria.traffic_expression <string> Traffic expression. Optional
TMWidget.criteria.split_direction <string> gg:at inbound/outbound or received/transmitted Optional
TMWidget.criteria.include_successes <string> Irr;;I:rcie successful requests in active directory Optional
TMWidget.criteria.time_overridden <string> In_dlcates if the W|dget time frame was overridden Optional
- with the template time frame values.
TMWidget.criteria. . Flag indicating whether to include WAN non .
. L . <string> s ) Optional
include_non_optimized_sites optimized sites.
TMWidget.criteria.columns <array of List of column ID. Optional
<number>>
TMWidget.criteria.columns[item] <number> Column ID. Optional
TMWidget.criteria.hosts_groups_cidrs <string> \Cl\ilg:sched combination of hosts, host groups and Optional
. - ) <array of . .
TMWidget.criteria.bgpas_pairs <object>> Autonomous System Pairs. Optional
TMWidget.criteria.bgpas_pairs . . .
[CBGPASPair] <object> Pair of Autonomous Systems. Optional
TMWidget.criteria.bgpas_pairs <object> Object representing a server Autonomous
[CBGPASPair].server 4 System.
TMWidget.criteria.bgpas_pairs <number> Autonomous System Number. Optional

[CBGPASPair].server.id




TMWidget.criteria.bgpas_pairs

[CBGPASPair].server.name <string> Autonomous System Name. Optional
T/l[/lé/lgg%il;;l;?]r.icalil;g{)as_pairs <object> Object representing a client Autonomous System.
TMWidget.criteria.bgpas_pairs

[CBGPASPair].client.id <number> Autonomous System Number. Optional
Tﬂrggg%iggai?ggizgsisa—nﬁ:irs <string> Autonomous System Name. Optional
TMWidget.criteria.application_servers :ZZ/?;;Z> \s’\éar\tg;:.d combinations of applications and Optional
TA(éA/A/ggﬁé.actritirsi:.rizfllication_servers <object> One CApplicationServer object. Optional
Tﬂ[/lgggﬁ'g.actrii;irsi:rizﬁlli(;;tFi)on_servers <object> Application specification.
Tﬂrgggﬁégtﬁ:ig:}iﬁ]li;f)t,m‘servers <number> Application id. Optional
Tﬂrgggﬁ'g'actrizig:riz‘:]lig;t;fcno—;:rvers <string> Application code. Optional
Tﬂ(gggﬁég;giggﬁgﬂigzg(.’:a—;egvers <string> Application name. Optional
Tﬂrgggﬁ'g':trizigzsz‘:]li;z%i’:}f:;::jrs <string> Flag: is the application tunneled. Optional
T,l(gVA/gg ﬁé’;&tiggﬁgﬂEzl'iivoer:’—servers <object> Server specification.

TA[/I(IZ/'Zgg ﬁ.g'actrizig::/?:]li(s:Z:ivos:rTriearZers <string> Host MAC address. Optional
Tﬂrggg ﬁct'actrii(';irsi:ri\a/?r)]liZZ:LOQT;ZrJE:S <string> Host IP address. Optional
et rtersopicton e | cong= st rame
TMWidget.criteria.devices :ZZZ;L Watched devices. Optional
TMWidget.criteria.devices[CDevice] <object> One CDevice object. Optional
T/li/;l/gggyret.criteria.devices[CDevice]. <string> Device IP address. Optional
TMWidget.criteria.devices[CDevicel.name | <string> Device name. Optional
TMWidget.criteria.application_ports :ZZ.?&‘Z> Watched combinations of applications and ports. | Optional
Tﬂ[/lé/l/pfggﬁ’g.actriict)ig(a):]pplication_ports <object> One CApplicationPort object. Optional
TAE’gZ{ggﬁg’:;gigi2fggﬁtation—ports <object> Port specification.

Tﬂrgggﬁggétigz.rifgg:t&f;t;ig:t_ports <number> Port specification. Optional
Tﬂrgggﬁ'g'actrizigzﬁfgg&égfgdﬂ?ﬁs <number> Protocol specification. Optional
Tﬂrgggﬁggétigg}ifgg&é:;;fons <string> Protocol + port combination name. Optional
Tﬂ[/lgggﬁ'g.actrizigsi]p‘)ap‘l)i;ation_ports <object> Application specification.
Tﬂrgggﬁggétigz':]‘?g:)i;aigon—ports <number> Application id. Optional
Tﬂrgggﬁg'actrizigz:]F?g:)i;éct:)%l_ports <string> Application code. Optional
Tll(gggﬁct;iggigg.r:]’?::)i;,a:aor:_eports <string> Application name. Optional
Tﬂrgggﬁg':triict)igzifgg;étﬂcr);_eﬁgéts <string> Flag: is the application tunneled. Optional
TMWidget.criteria.mplsexpbits :er):i}ég; Watched MPLSEXPBITs. Optional
T"{’é"ﬁ‘;{gg;’;ﬁ?f'mp'se"pbits <object> One CMPLSEXPBIT object. Optional
Tﬂ(m‘;{g;;’;’;#?tr;r?flsce_xc‘::é? <string> MPLSEXPBIT traffic class name. Optional
T"{’g’ﬁ‘;{g;;’;ﬁ?ig‘;'sﬁt‘pbits <number> MPLSEXP Bit. Optional
TMWidget.criteria.include_failures <string> Include failed requests in active directory report. | Optional
TMWidget.criteria.bgpas_host_groups <array of List of Autonomous System and Host Group. Optional

<object>>




TMWidget.criteria.bgpas_host_groups

Object representing Autonomous System and

[CBGPASHostGroup] <object> Host Group. Optional
Tﬂrg/ég%igﬂg;g%bfpﬁa&zgsgth;zups <object> Object representing a Host Group.
TMWidget.criteria.bgpas_host_groups . )

[CBGPASHostGroup].host_group.name <string> Host group name. Optional
TMWidget.criteria.bgpas_host_groups ;

[CBGPASHostGroupl.host_group.group_id <number> Host group ID. Optional
Tﬂ(ggﬁigﬂg:tréarsbfpﬂagéf;gsst_gFOUPS <object> Object representing a Autonomous System.
Tﬂrgyég%igﬂgge'arffpp]asaT;;Ssti—grOUpS <number> Autonomous System Number. Optional
Tﬂrgg%igﬂ'ot:tréarsbfpﬂagazgsstagr;:pS <string> Autonomous System Name. Optional
TMWidget.criteria.host_pair_ports <array of Watched combinations of host pairs and ports. Optional

<object>>
Tﬂr(mcggte-;‘éci::jtsrrtl?.host_pa|r_ports <object> One CHostPairPort object. Optional
Tﬂrgvlj(ggteéci:gs:tl]ag]grstt_pa|r_ports <object> Port specification.
Tﬂflcmggf;;:gs:?ﬁ:rstt?)’;?:—ports <number> Port specification. Optional
Tﬂrgﬁ(ggfpt;ppt;rtl?ﬁgritﬁesg"c%?rts <number> Protocol specification. Optional
Tﬂflcmggg;i:gs:?ﬁgrstta’;iréports <string> Protocol + port combination name. Optional
Tll((m(ggteéci:g:s:tl]afeo;téfa|r_ports <object> Server host specification.
Tﬂflcmggf;;i:gs:??ei‘?‘/téfz;—cports <string> Host MAC address. Optional
TMWidget.criteria.host_pair_ports . .

[CHogtPairPort].serve_r?ipa_dpdr <string> Host IP address. Optional
TMWidget.criteria.host_pair_ports . )

[CHostPairPort].server.name <string> Host name. Optional
Tﬂ(gvkztggteéci:gsrrtl]a.CI]:)esr’pralr_ports <object> Client host specification.

Tﬂ[/l(nggte;éci::’t;rtl]a.Cr}?::ggﬁlargports <string> Host MAC address. Optional
TMWidget.criteria.host_pair_ports . .

[CHogtPairPort].clienfﬁpad_gr <string> Host IP address. Optional
TMWidget.criteria.host_pair_ports . )

[CHostPairPort].client.name <string> Host name. Optional
TMWidget.criteria.dscp_interfaces <array or Watched combinations of DSCPs and interfaces. Optional

- <object>>
Tﬂ[/lé/ll/jlggéill'.:tztrz?étl:lscp_lnterfaces <object> One CDSCPInterface object. Optional
TA(%Z%?T’:{J;;Z‘?Sirige—r'_?at?gaces <object> Interface specification.
Tﬂrggg%ﬁ':tzt;;?é?Siﬁfgr'?atz’:ia’fs; dr <string> Interface IP address. Optional
TMWidget.criteria.dscp_interfaces ) )

[CDSCPInterface].interface.name <string> Interface name. Optional
TMWidget.criteria.dscp_interfaces ’ ’

[CDSCPInterface].interface.ifindex <number> Interface index. Optional
Tﬂl/lglgggﬁ':t?;;?é?zcsi—; nterfaces <object> DSCP specification.

TMWidget.criteria.dscp_interfaces . .

[CDS?:PInterface].dspc_p.name <string> DSCP name. Optional
TMWidget.criteria.dscp_interfaces . .

[CDS?:PInterface].dspc_p.code point <number> DSCP code point. Optional

. - <array of .
TMWidget.criteria.bgpas <object>> Autonomous System. Optional
TMWidget.criteria.bgpas[CBGPAS] <object> Object representing a Autonomous System. Optional
TMWidget.criteria.bgpas[CBGPAS].id <number> Autonomous System Number. Optional
TMWidget.criteria.bgpas[CBGPAS].name <string> Autonomous System Name. Optional
TMWidget.criteria.time_frame <object> Widget time frame specification. Optional

. S Report data resolution. It can be one of: flow, . X . . .
TMWidget.criteria.time_frame. <string> 1min, 5min, 15min, hour, 6hour, day, week, Optional; Values: flow, min, Smins,

data_resolution

month.

15mins, hour, 6hours, day, week, month




TMWidget.criteria.time_frame.

Report refresh interval. It can be one of: min,

Optional; Values: min, 5mins, 15mins,

refresh_interval <string> 5mins, 15mins, hour, 6hours, day, week, month. hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, Optional; Values: last_min, last_5mins,
last_5mins, last_15mins, last_hour, last_6hours, last_15mins, last_hour, last_6hours,
TMWidget.criteria.time_frame.type <string> last_12hours, last_day, last_week, last_month, last_12hours, last_day, last_week,
previous_hour, previous_day, previous_week, last_month, previous_hour, previous_day,
previous_month. previous_week, previous_month
TMWidget.criteria.service <object> Watched service. Optional
TMWidget.criteria.service.name <string> Service name.
TMWidget.criteria.service.service_id <number> Service ID. Optional
TMWidget.criteria.severity <number> Minimum severity filter for an event report. Optional
TMWidget.criteria.role <string> Which host roles to include in a report Optional; Values: CLIENT_SERVER,
get. ’ 9 ('CLIENT_SERVER', 'CLIENT', 'SERVER'). CLIENT, SERVER
TMWidget.criteria.event_policies :i;;?;g’; List of event policies to include in an event report. | Optional
TMWidget.criteria.event_policies[item] <string> Event policy ID. Optional
TMWidget.criteria.service_locations :zg.‘:};g; Watched service locations. Optional
TMW/dge_-t.cnterlg.serV|ce_Iocat|ons <object> One CServicelLocation object. Optional
[CServicelLocation]
TMWidget.criteria.service_locations <string> Service location name
[CServicelocation].name 9 ’
TMWidget.criteria.service_locations . . . )
[CServiceLocation].location_id <string> Service location ID. Optional
TMWidget.criteria.case_insensitive <string> Case-insensitive usernames in an identity report. | Optional
TMWidget.criteria.service_location <object> Watched service location. Optional
TMWidget.criteria.service_location.name <string> Service location name.
TMW/dget.§r|ter|a.serV|ce_Iocat|on. <string> Service location ID. Optional
location_id
TMWidget.criteria. <string> Flag indicating whether to include back-end Optional
include_backend_segments 9 segments. P
TMWidget.criteria.host_group_type <string> Host group type used. Optional
TMWidget.criteria.host_pair_app_ports :zgz}ét‘z> :\;adtcpr:)er(tiscombmatlons of host pairs, applications, Optional
TMWidget.criteria.host_pair_app_ports . . ) )
[CHostPairAppPort] <object> One CHostPairAppPort object. Optional
TMWidget.criteria.host_pair_app_ports . -
[CHostPairAppPort].port <object> Port specification.
TMWidget.criteria.host_pair_app_ports - )
[CHostPairAppPort].port.port <number> Port specification. Optional
TMWidget.criteria.host_pair_app_ports e s .
[CHostPairAppPort].port.protocol <number> Protocol specification. Optional
TMWidget.criteria.host_pair_app_ports . - )
[CHostPairAppPort].port.name <string> Protocol + port combination name. Optional
TMWidget.criteria.host_pair_app_ports . — -
[CHostPairAppPort].app <object> Application specification.
TMWidget.criteria.host_pair_app_ports T )
[CHostPairAppPort].app.id <number> Application id. Optional
TMWidget.criteria.host_pair_app_ports ) — )
[CHostPairAppPort].app.code <string> Application code. Optional
TMWidget.criteria.host_pair_app_ports . N .
[CHostPairAppPort].app.name <string> Application name. Optional
TMWidget.criteria.host_pair_app_ports ) o —— )
[CHostPairAppPort].app.tunneled <string> Flag: is the application tunneled. Optional
TMWidget.criteria.host_pair_app_ports . I
[CHostPairAppPort].server <object> Server host specification.
TMWidget.criteria.host_pair_app_ports ) .
[CHostPairAppPort].server.mac <string> Host MAC address. Optional
TMWidget.criteria.host_pair_app_ports . :
[CHostPairAppPort].server.ipaddr <string> Host IP address. Optional
TMWidget.criteria.host_pair_app_ports . .
[CHostPairAppPort].server.name <string> Host name. Optional
TMWidget.criteria.host_pair_app_ports i . I
[CHostPairAppPort].client <object> Client host specification.
TMWidget.criteria.host_pair_app_ports . .
[CHostPairAppPort].client.mac <string> Host MAC address. Optional
TMWidget.criteria.host_pair_app_ports <string> Host IP address. Optional

[CHostPairAppPort].client.ipaddr




TMWidget.criteria.host_pair_app_ports

[CHostPairAppPort].client .name <string> Host name. Optional
TMWidget.criteria.users <arr§y or Watched users. Optional
<object>>
TMWidget.criteria.users[CUser] <object> One CUser object. Optional
TMWidget.criteria.users[CUser].name <string> Active Directory user name.

i o i Sorting direction (true for descending, false for .
TMWidget.criteria.sort_desc <string> ascending). Optional
TMWidget.criteria.sort_column <number> Sorting column ID. Optional
TMWidget criteria.host_group,_pair_ports <array of Watched combinations of host groups pairs and Optional

- == <object>> ports.
TMWidget.criteria.host_group_pair_ports . . . )
[CHostGroupPairPort] <object> One CHostGroupPairPort object. Optional
TMWidget.criteria.host_group_pair_ports . I
[CHostGroupPairPort]. port <object> Port specification.
TMWidget.criteria.host_group_pair_ports - .
[CHostGroupPairPort]. port.port <number> Port specification. Optional
TMWidget.criteria.host_group_pair_ports e e .
[CHostGroupPairPort]. port. protocol <number> Protocol specification. Optional
TMWidget.criteria.host_group_pair_ports . P .
[CHostGroupPairPort]. port.name <string> Protocol + port combination name. Optional
TMWidget.criteria.host_group_pair_ports . P
[CHostGroupPairPort].server <object> Server host group specification.
TMWidget.criteria.host_group_pair_ports . )
[CHostGroupPairPort].server.name <string> Host group name. Optional
TMWidget.criteria.host_group_pair_ports .
[CHostGroupPairPort].server.group_id <number> Host group ID. Optional
TMWidget.criteria.host_group_pair_ports i . P
[CHostGroupPairPort].client <object> Client host group specification.
TMWidget.criteria.host_group_pair_ports . .
[CHostGroupPairPort].client.name <string> Host group name. Optional
TMWidget.criteria.host_group_pair_ports .
[CHostGroupPairPort].client.group_id <number> Host group ID. Optional
TMWidget.criteria.network_segments <array or Watched network segments. Optional
= <object>>
TMWidget.criteria.network_segments . . )
[CNetworkSegment] <object> One CNetworkSegment object. Optional
TMWidget.criteria.network_segments <object> Segment source
[CNetworkSegment].src 4 9 '
TMWidget.criteria.network_segments . )
[CNetworkSegment].src.ipaddr <string> Interface IP address. Optional
TMWidget.criteria.network_segments <string> Interface name Optional
[CNetworkSegment].src.name 9 ’ P
TMWidget.criteria.network_segments ) )
[CNetworkSegment].src.findex <number> Interface index. Optional
TMWidget.criteria.network_segments , —
[CNetworkSegment].dst <object> Segment destination.
TMWidget.criteria.network_segments . .
[CNetworkSegment].dst.ipaddr <string> Interface IP address. Optional
TMWidget.criteria.network_segments <string> Interface name Optional
[CNetworkSegment].dst.name 9 : p
TMWidget.criteria.network_segments . .
[CNetworkSegment].dst findex <number> Interface index. Optional
TMWidget.criteria.hosts <array of Watched hosts. Optional
<object>>
TMWidget.criteria.hosts[CHost] <object> One CHost object. Optional
TMWidget.criteria.hosts[CHost].mac <string> Host MAC address. Optional
TMWidget.criteria.hosts[CHost].ipaddr <string> Host IP address. Optional
TMWidget.criteria.hosts[CHost].name <string> Host name. Optional
TMWidget.criteria.host_pairs <array of Watched host pairs. Optional
- <object>>
TMWidget.criteria.host_pairs[CHostPair] <object> One CHostPair object. Optional
TMWidget.criteria.host_pairs[CHostPair]. <object> Specification of the server host.
server
TMWidget.criteria.host_pairs[CHostPairl. <string> Host MAC address. Optional
server.mac
TMWidget.criteria.host_pairs[CHostPair]. <string> Host IP address. Optional

server.ipaddr




TMWidget.criteria.host_pairs[CHostPair].

<string> Host name. Optional
server.name
T/lzllfl/e/gfetcntena.host_pa|rs[CHostPa|r]. <object> Specification of the client host.
TMW/dget.cr|ter|a.host_pa|rs[CHostPa|r]. <string> Host MAC address. Optional
client.mac
TMI{I//dg‘et.cnterla.host_pa|rs[CHostPa|r]. <string> Host IP address. Optional
client.ipaddr
TMW/dget.cr|ter|a.host_pa|rs[CHostPa|r]. <string> Host name. Optional
client.name
TMWidget.criteria.auto_update <string> Flag to enable updating daily top-n Line widgets. | Optional
TMWidget.criteria.protocols <array or Watched protocols. Optional
<object>>
TMWidget.criteria.protocols[CProtocol] <object> Object representing Protocol information. Optional
T/li/gW/dget.cnterla.protocols[CProtocoI]. <number> ID of the Protocol. Optional
TMWwidget.criteria.protocols[CProtocol]. <string> Name of the Protocol. Optional
name
TMWidget.criteria.centricity <string> Centricity used to run the report. Optional
TMWidget.criteria.limit <number> Max'”."“m number of data rows in the report for Optional
the widget.
TMWidget.criteria.interfaces <arr§y of Watched interfaces. Optional
<object>>
TMWidget.criteria.interfaces[Clnterface] <object> One Clinterface object. Optional
T/li/;l/il::jddgret.cntena.|nterfaces[CInterface]. <string> Interface IP address. Optional
TMWidget.criteria.interfaces[Clnterface]. <string> Interface name. Optional
name
TMW/dget.cnterla.|nter‘faces[Clnter‘face]. <number> Interface index. Optional
ifindex
. . <array of .
TMWidget.criteria.host_groups <object>> Watched host groups. Optional
TMWidget.criteria.host_groups . ) )
[CHostGroup] <object> One CHostGroup object. Optional
TMWidget.criteria.host_groups . .
[CHostGroup].name <string> Host group name. Optional
TMWidget.criteria.host_groups :
[CHostGroupl.group_id <number> Host group ID. Optional
TMWidget.criteria.dscps <array or Watched DSCPs. Optional
<object>>
TMWidget.criteria.dscps[CDSCP] <object> One CDSCP object. Optional
TMWidget.criteria.dscps[CDSCP].name <string> DSCP name. Optional
TMW/dget..crlterla.dscps[CDSCP]. <number> DSCP code point. Optional
code_point
. - R <array of - .
TMWidget.criteria.applications <object>> Watched applications. Optional
TMWidget.criteria.applications . N . .
[CApplication] <object> One CApplication object. Optional
TMWidget.criteria.applications T )
[CApplication].id <number> Application id. Optional
TMWidget.criteria.applications . N .
[CApplication].code <string> Application code. Optional
TMWidget.criteria.applications ) — )
[CApplication].name <string> Application name. Optional
TMWidget.criteria.applications . . - .
[CApplication].tunneled <string> Flag: is the application tunneled. Optional
TMWidget.title <string> Widget title.
TMWidget.attributes <object> Widget common attributes. Optional
TMWidget.attributes.pan_zoomable <string> Flag making the graph interactive. Optional
TMWidget.attributes.line_scale <string> Line scale for a line chart (can be: LINEAR, LOG). | Optional; Values: LINEAR, LOG
What unit to use for formating traffic values Optional; Values: BITS, BYTES, KBITS,
TMWidget.attributes.format_bytes <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). [ AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.attributes.show_images <string> Flag showing images in a connection graph. Optional
TMWidget.attributes.open_nodes <array of List of open node IDs for a tree widget. Optional
<string>>
TMWidget.attributes.open_nodes[item] <string> ID of an expanded nodes in a tree widget. Optional




TMWidget.attributes.line_style <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRV,

TMWidoet attributes.lavout <string> HORIZONTAL_CLISRV, VERTICAL_CLISRYV, VERTICAL_CLISRV, HORIZONTAL_TREE,

get. ay 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,

RADIAL_TREE, SYMMETRIC). SYMMETRIC

TMWidget.attributes.width <number> Widget width. Optional

TMWidget.attributes.height <number> Widget height. Optional

TMWidget.attributes.percent_of_total <string> Flag including the 'total' item in a pie chart. Optional

TMWidget.attributes.edge_thickness <string> Widget edge thickness. Optional

TMW/dget.attrlbutes. <string> Default host grouping type for displaying grouped Optional

display_host_group_type hosts.

TMWidget.attributes.extend_to_zero <string> Flag: extending the Y-axis to zero. Optional

TMWidget.attributes.collapsible <string> Flag indicating if the widget is collapsible. Optional
What unit to use for formating throughput values | Optional; Values: BITS, BYTES, KBITS,

TMWidget.attributes.format_through_bytes | <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). [ AUTOBITS, AUTOBYTES, UI_PREF

TMWidget.attributes.high_threshold <string> High threshold on the chart (in bytes). Optional

TMWidget.attributes.n_items <number> Maximum number of items shown. Optional

TMWidget.attributes.colspan <number> How many columns the widget occupies in layout. | Optional

TMWidget.attributes.low_threshold <string> Low threshold on the chart (in bytes). Optional

TMWidget.attributes.moveable_nodes <string> Flag allqwmg the user to reposition nodes in a Optional

- connection graph.

. . . . . Bar chart orientation (can be: VERTICAL, ) X .
TMWidget.attributes.orientation <string> HORIZONTAL). Optional; Values: VERTICAL, HORIZONTAL
TMWidget.attributes.modal_links <number> Flag adding modal links on a widget. Optional
TMWidget.user_attributes <object> User-specific attributes. Optional
TMWidget.user_attributes.pan_zoomable <string> Flag making the graph interactive. Optional
TMWidget.user_attributes.line_scale <string> Line scale for a line chart (can be: LINEAR, LOG). | Optional; Values: LINEAR, LOG

What unit to use for formating traffic values Optional; Values: BITS, BYTES, KBITS,
TMWidget.user_attributes.format_bytes <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). | AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.user_attributes.show_images <string> Flag showing images in a connection graph. Optional
TMWidget.user_attributes.open_nodes <arr§y of List of open node IDs for a tree widget. Optional
<string>>
T/l[/lig/r(ﬁet.user_attnbutes.open_nodes <string> ID of an expanded nodes in a tree widget. Optional
TMWidget.user_attributes.line_style <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,
TMWidoet user attributes.layout <string> HORIZONTAL_CLISRV, VERTICAL_CLISRV, VERTICAL_CLISRV, HORIZONTAL_TREE,
geLuser_ -ay 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,
RADIAL_TREE, SYMMETRIC). SYMMETRIC
TMWidget.user_attributes.width <number> Widget width. Optional
TMWidget.user_attributes.height <number> Widget height. Optional
TMWidget.user_attributes. . . . . L . . .
percent of total <string> Flag including the 'total' item in a pie chart. Optional
TMWidget.user_attributes.edge_thickness | <string> Widget edge thickness. Optional
TMW/dget.user_attnbutes. <string> Default host grouping type for displaying grouped Optional
display_host_group_type hosts.
TMWidget.user_attributes.extend_to _zero | <string> Flag: extending the Y-axis to zero. Optional
TMWidget.user_attributes.collapsible <string> Flag indicating if the widget is collapsible. Optional
) . What unit to use for formating throughput values | Optional; Values: BITS, BYTES, KBITS,
T/fwomr/r’:gfir‘]‘f;:—ittg'bt‘;tses' <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
- gn_by GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). [ AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.user_attributes.high_threshold <string> High threshold on the chart (in bytes). Optional
TMWidget.user_attributes.n_items <number> Maximum number of items shown. Optional
TMWidget.user_attributes.colspan <number> How many columns the widget occupies in layout. | Optional
TMWidget.user_attributes.low_threshold <string> Low threshold on the chart (in bytes). Optional
TMWidget.user_attributes.moveable_nodes | <string> Flag aIIQWIng the user to reposition nodes in a Optional
- - connection graph.
TMWidget.user_attributes.orientation <string> Bar chart orientation (can be: VERTICAL, Optional; Values: VERTICAL, HORIZONTAL
HORIZONTAL).
TMWidget.user_attributes.modal_links <number> Flag adding modal links on a widget. Optional
TMWidget.timestamp <string> Widget time stamp specification. Optional




Reporting: List directions

Get a list of directions that this version of the API supports.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

"id": string,
"name": string

C}
]
Example:
L
oA
i "id": "inn",
"name": "in"
v L
oA
i "id": "out",
"name": "out"
v}
A
! "id": "c2s",
"name": "client to server"
[
A
! "id": "s2c",
"name": "server to client"
CY
o]

Property Name Type Description Notes
Directions <array of List of directions.

<object>>

Directions[Direction] <object> Object representing a direction. Optional
Directions[Direction].id <string> ID of a direction. To be used in the API.
Directions[Direction].name <string> Human-readable name of a direction.

Reporting: Update template
Update reporting template.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"compare_to": string,
"traffic_expression": string,
"id": number,
"private_folder_id": string,
"scheduled": string,
"auto_disabled_on": string,
"sharing": {

"users": [



number
I
1o
"layout": [
{
"flow_items": [
{
"id": number
}
L
"attributes": {
"wrappable": string,
"full_width": string,
"item_spacing": string
}
}
I
"time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string

"description": string,
"user_id": number,
"shared": string,
"live": string,
"last_added_section_id": number,
"wizard": {

"interface": string,

"type": string
It
"name": string,
"last_added_widget_id": number,
"auto_disable_timeout": number,
"version": string,
"override_time_frame": string,
"disabled": string,
"shared_link": {

"enabled": string,

"uuid": string
It
"timestamp": string,
"sections": [

"widgets": [

"config": {
"datasource": string,
"visualization": string,
"widget_type": string

+

"widget_id": number,

"criteria": {
"compare_to": string,
"ports": [

{
"port": number,
"protocol": number,
"name": string
}
1

dscp_app_ports": [
{

"port": {
"port": number,
"protocol": number,
"name": string
1o
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
1o
"dscp": {
"name": string,
"code_point": number
}
}
1
"services": [
{
"name": string,
"service_id": number
}
1
"protoports_groups": string,



"port_groups": |
{
"name": string,
"group_id": number

I
"interfaces_groups_devices": string,
"comparison_time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
h
"cbqos_classes": [
{
"id": string
}
1
"bgpasscope": string,
"host_group_pairs": [

"server": {

"name": string,

"group_id": number
1o
"client": {

"name": string,

"group_id": number

}

}
1
"wan_group": string,
"traffic_expression": string,
"split_direction": string,
"include_successes": string,
"time_overridden": string,
"include_non_optimized_sites": string,
"columns": [

number
I
"hosts_groups_cidrs": string,
"bgpas_pairs": [

{

"server": {
"id": number,
"name": string
Yo
"client": {
"id": number,
"name": string
}
}
1
"application_servers": [
{
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
Io
"server": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"devices": [

"ipaddr": string,
"name": string
}
I
"application_ports": [

"port": {
"port": number,
"protocol": number,
"name": string

Vo

"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string



1
"mplsexpbits": [

"traffic_class": string,
"exp_bit": number
}
I
"include_failures": string,
"bgpas_host_groups": [
{

"host_group": {
"name": string,
"group_id": number

"bgpas": {
"id": number,
"name": string
}
}
I
"host_pair_ports": [

"port": {
"port": number,
"protocol": number,
"name": string

1o

"server": {
"mac": string,
"ipaddr": string,
"name": string

Iro

"client": {
"mac": string,
"ipaddr": string,
"name": string

}

}

1

"dscp_interfaces": [
{

"interface": {
"ipaddr": string,
"name": string,
"ifindex": number

Vo

"dscp": {
"name": string,
"code_point": number
}
}
1
"bgpas": [
{

"id": number,
"name": string
}
1
"time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
Do
"service": {
"name": string,
"service_id": number
Ho
"severity": number,
"role": string,
"event_policies": [
string
1
"service_locations": [
{
"name": string,
"location_id": string
}
1
"case_insensitive": string,
"service_location": {
"name": string,
"location_id": string

}

"include_backend_segments": string,

"host_group_type": string,
"host_pair_app_ports": [

"nart" £



S0
"port": number,
"protocol": number,
"name": string
Io
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
Iio
"server": {
"mac": string,
"ipaddr": string,
"name": string
Tio
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"users": [

"name": string
}
L
"sort_desc": string,
"sort_column": number,

"host_group_pair_ports":

"port": {
"port": number,
"protocol": number,
"name": string

Vo

"server": {
"name": string,
"group_id": number

"client": {
"name": string,
"group_id": number

}
1
"network_segments": [
{
"src": {
"ipaddr": string,
"name": string,
"ifindex": number
Io
"dst": {
"ipaddr": string,
"name": string,
"ifindex": number
}
}
1
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
1
"host_pairs": [
{
"server": {
"mac": string,
"ipaddr": string,
"name": string
L
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"auto_update": string,
"protocols": [

"id": number,
"name": string
i

—_



1
"centricity": string,
"limit": number,
"interfaces": [

"ipaddr": string,
"name": string,
"ifindex": number
}
I
"host_groups": [
{
"name": string,
"group_id": number

I
"dscps": [
{
"name": string,
"code_point": number

}
1
"applications": [
{
"id": number,

"code": string,
"name": string,
"tunneled": string
}
]
I3
"title": string,
"attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [
string
1
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number
+
"user_attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [
string
1
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number
I3
"timestamp": string
}
L



"section_id": number,
"layout": [
{
"flow_items": [
{
"id": number
}
1
"attributes": {
"wrappable": string,
"full_width": string,
"item_spacing": string
}
}
1
}

"public_folder_id": string,
"img": {

"thumbnail": {

"src": string

Do

"full": {
'src": string

}

}

}

Example:

"override_time_frame": true,
"last_added_widget_id": 6,
"id": 5217,
"layout": [
{
"flow_items": [
{
"id": 1
}
1
}
1
"compare_to": "LAST_DAY",
"live": true,
"version": "1.1",
"shared": "Private",
"sections": [

"widgets": [

"title": "VoIP-RTP: Applications",
"timestamp": "1383141976.674383",
"criteria": {
"sort_column": 33,
"traffic_expression": "",
"limit": 100,
"columns": [
17,
33,
34,
757,
766,
781,
803
I
"sort_desc": true,
"centricity": "host",
"time_overridden": true,
"time_frame": {
"data_resolution": "15mins",
"type": "last_hour",
"refresh_interval": "15mins"

}
Iio
"attributes": {

"colspan": 2,
"n_items": 20,

"format_bytes": "UI_PREF"
I

"config": {
"widget_type": "APPS",
"visualization": "TABLE",

"datasource": "TRAFFIC"
}

widget id": 1



"title": "VolP-RTP: Traftic Quality",
"timestamp": "1383141976.674428",
"criteria": {
"traffic_expression": "",
"columns": [
803
I
"sort_desc": true,
"centricity": "host",
"time_frame": {
"data_resolution": "min",
"type": "last_hour",
"refresh_interval": "min"
}
}
"attributes": {
"colspan™: 1,
"line_scale": "LINEAR",
"format_bytes": "UI_PREF",
"extend_to_zero": false,

"line_style": "STACKED"
bo
"config": {
"widget_type": "TRAFFIC_OVERALL",
"visualization": "LINE",

"datasource": "TRAFFIC"
I

b
{

"title": "VoIP-RTP: Traffic Quality",

"timestamp": "1383141976.674459",
"criteria": {

"traffic_expression": "",

"columns": [

781

idget_id": 2

]

sort_desc": true,
"centricity": "host",
"time_frame": {
"data_resolution": "min",
"type": "last_hour",
"refresh_interval": "min"
}
H
"attributes": {
"colspan™: 1,
"format_bytes": "UI_PREF",
"extend_to_zero": false,

"line_style": "STACKED"
Fo
"config": {
"widget_type": "TRAFFIC_OVERALL",
"visualization": "LINE",

"datasource": "TRAFFIC"
}

"widget_id": 3
I
{
"title": "VoIP-RTP: Traffic Quality",
"timestamp": "1383141976.674497",
"criteria": {
"traffic_expression": "",
"columns": [
766
1
"sort_desc": true,
"centricity": "host",
"time_frame": {
"data_resolution": "min",
"type": "last_hour",
"refresh_interval": "min"
}
I
"attributes": {
"colspan": 2,
"format_bytes": "UI_PREF",
"extend_to_zero": false,

"line_style": "STACKED"
I
"config": {
"widget_type": "TRAFFIC_OVERALL",
"visualization": "LINE",

"datasource": "TRAFFIC"
}

L

r

widget id": 4



1
"title": "VolP-RTP: Traffic Volume",
"timestamp": "1383141976.674527",
"criteria": {
"traffic_expression": "",
"columns": [
33
I
"sort_desc": true,
"centricity": "host",
"time_frame": {
"data_resolution": "15mins",
"type": "last_day",
"refresh_interval": "15mins"

}
I
"attributes": {
"colspan": 2,

"format_bytes": "UI_PREF",
"extend_to_zero": false,
"line_style": "STACKED"
I
"config": {
"widget_type": "TRAFFIC_OVERALL",
"visualization": "LINE",
"datasource": "TRAFFIC"
bo
"widget_id": 5
+
{

"title": "Host Group Pairs",
"timestamp": "1383141976.674566",
"criteria": {
"sort_column": 33,
"traffic_expression": "",
"host_group_type": "ByLocation",
"limit": 100,
"sort_desc": true,
"centricity": "host",
"time_frame": {
"data_resolution": "15mins",
"type": "last_hour",
"refresh_interval": "15mins"

}

I

"attributes": {
"colspan": 2,
"height": 400,

"edge_thickness": true,
"pan_zoomable": true,
"n_items": 10,
"layout": "HORIZONTAL_TREE",
"moveable_nodes": true,
"show_images": true,
"format_bytes": "UI_PREF"
b
"config": {
"widget_type": "HOST_GROUP_PAIRS",
"visualization": "CONN_GRAPH",
"datasource": "TRAFFIC"
}
"widget_id": 6
}

Ik
"layout": [

"flow_items": [

"id": 1
}
]
I
{
"flow_items": [
{
"id": 2
b
{

"id": 3
}
1
Iio
{
"flow_items": [
{
"id": 4
}

1



1

b
{

"flow_items": [

"id": 5
}
1
I
{
"flow_items": [
{
"id": 6
}
1
}
1k
"section_id": 1
}
1
"description": "",

"user_id": 1,

"time_frame": {
"data_resolution": "15mins",
"type": "last_hour",
"refresh_interval": "15mins"

"timestamp": "1383141976.674345",

"name": "VOIP - Call Quality and Usage",

.
. "traffic_expression": "app VolP-RTP"
)
Property Name Type Description Notes
ReportTemplateSpec <object> Reporting template specification object.
ReportTemplateSpec.compare to <string> Enables comparison feature for Bar, Table and Optional; Values: NONE, LAST_DAY,
g platespec.compare_ 9 Line widgets. LAST WEEK, LAST 4WEEKS

) . . Traffic expression applied to all widgets within .
ReportTemplateSpec.traffic_expression <string> the template. Optional
ReportTemplateSpec.id <number> ID of the report template. Optional
ReportTemplateSpec.private_folder_id <string> Reference to Private Folder ID. Optional
ReportTemplateSpec.scheduled <string> Flag indicating that the template is scheduled. Optional
ReportTemplateSpec.auto_disabled_on <string> T|mest§mp when the template was auto-disabled Optional

due to idle usage.

. . List of the users the template is shared with (see .
ReportTemplateSpec.sharing <object> ReportTemplateSharing). Optional
ReportTemplateSpec.sharing.users <array of List of the users a template is shared with. Optional

<number>>
ReportTemplateSpec.sharing.users[item] <number> User ID. Optional
<array of . . .

ReportTemplateSpec.layout <object>> Layout information. Optional
ReportTemplateSpec.layout[TMFlowLine] <object> One horizontal line of widgets. Optional
Report?'emplateSpec.Iayout[TMFIowLme]. <arr'ay of List of line items. Optional

flow_items <object>>
ReportTemplateSpec.layout[TMFlowLine]. . . ’ . .

flow_items[TMFlowltem] <object> Object replesenting one layout item. Optional
ReportTemplateSpec.layout[TMFlowLine]. . .

flow_items[TMFlowltem].id <number> Widget ID. Optional
Repor_tTemplateSpec.Iayout[TMFIowLme]. <object> List of line attributes. Optional

attributes
ReportTemplateSpec.layout[TMFlowLine]. . . . .

attributes.wrappable <string> Flag allowing wrapping. Optional
ReportTemplateSpec.layout[TMFlowLine]. . . . . .

attributes. full_width <string> Flag representing width of the layout line. Optional
Repor_tTemp(ateSpec.Iz?yout[TMFIowLme]. <string> Item spacing between widgets. Optional

attributes.item_spacing
ReportTemplateSpec.time_frame <object> Template time frame specification. Optional

. Report data resolution. It can be one of: flow, . . . . .

ReportTemp/a_teSpec.tlme_frame. <string> 1min, 5min, 15min, hour, 6hour, day, week, Optlc_)nal, Values: flow, min, Smins,

data_resolution month 15mins, hour, 6hours, day, week, month
ReportTemplateSpec.time_frame. <string> Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,

refresh_interval

5mins, 15mins, hour, 6hours, day, week, month.

hour, 6hours, day, week, month




Type of time frame. Can be one of: last_min,
last_5mins, last_15mins, last_hour, last_6hours,

Optional; Values: last_min, last_5mins,
last_15mins, last_hour, last_6hours,
last_12hours, last_day, last_week,

ReportTemplateSpec.time_frame.type <string> last_12hours, last_day, last_week, last_month, .
! ) ) last_month, previous_hour,
previous_hour, previous_day, previous_week, ] )
) previous_day, previous_week,
previous_month. X
- previous_month
ReportTemplateSpec.description <string> Human-readable description of the template. Optional
ReportTemplateSpec.user_id <number> User ID of the template owner. Optional
ReportTemplateSpec.shared <string> Flag indicating that the template is shared with Optional; Values: Private, Public, Users
other users.
ReportTemplateSpec.live <string> Flag indicating that the template is a dashboard.
ReportTemplateSpec.last_added_section_id <number> ID of the last layout section added to the Optional
- = - template.
ReportTemplateSpec.wizard <object> Template wizard properties. Optional
ReportTemplateSpec.wizard.interface <string> Watched interface for type WATCHED_IFACE type Optional
dashboards.
Values: WATCHED_IFACE,
. i APP_PERFORMANCE, SSO,
ReportTemplateSpec.wizard.type <string> Dashboard template type. NET_OPERATIONS, SERVICE,
OVERALL_WAN, VOIP_CALL, DEFAULT
ReportTemplateSpec.name <string> Human-readable name of the template.
ReportTemplateSpec.last_added_widget_id <number> ID of the last widget added to the template. Optional
ReportTemplateSpec.auto_disable_timeout <number> Override system setting N auto-disable after this Optional
many days (0 to never disable).
ReportTemplateSpec.version <string> Version of the specification. Optional
ReportTemplateSpec.override_time_frame <string> Enables W'.dget time frame overriding with the Optional
- - template time frame.
ReportTemplateSpec.disabled <string> Flag indicating that the template is disabled. Optional
. . Shared resource link object (see .
ReportTemplateSpec.shared_link <object> ReportTemplatedSharedLink). Optional
ReportTemplateSpec.shared_link.enabled <string> Flag indicating if resource sharing is enabled. Optional
ReportTemplateSpec.shared_link.uuid <string> Shared resource UUID. Optional
ReportTemplateSpec.timestamp <string> Report time stamp (unix time). Optional
. <array of . . .
ReportTemplateSpec.sections <object>> List of layout sections. Optional
ReportTemplateSpec.sections[TMSection] <object> One TMSection object. Optional
RegortTemplateSpec.sectlons[TMSectlon]. <arr§y of List of widgets that belong to the section. Optional
widgets <object>>
R%z;t;’g#é%&i’gg:asectlons[TMSectlon]. <object> One TMWidget object. Optional
ReportTemplateSpec.sections[TMSection]. <object> Widget configuration: data source type, widget
widgets[TMWidget].config 4 type, and visualization type.
. . Values: TRAFFIC, WAN, SERVICE,
R oo terfs’%mf’gp:f]5;?;?”3;2"?::22”1 <string> Data source type. EVENTS, ACTIVE_DIRECTORY,
9 getl.contig. FDS_TRAFFIC
. . Values: TABLE, PIE, BAR, LINE,
Reﬂ‘;r Zfs’;fl\m‘fgpgéS‘Cicnt;f’”jgl':"a?z;tt'gr‘]] <string> Visualization type. CONN_GRAPH, THREAT FEED,
9 geti.contig: TREE_TABLE, INVISIBLE
Values: TRAFFIC_OVERALL,
TRAFFIC_OVERALL_CRTT, HOSTS,
PEER_HOSTS, PEER_HOST_GROUPS,
HOST _PAIRS_PORTS,
HOST_PAIRS_APP_PORTS, HOST_PAIRS,
HOST_GROUPS, HOST_GROUP_PAIRS,
HOST_GROUP_PAIR_PORTS, APPS,
APP_PORTS, SERVER_APPS, PORTS,
. . PORT_GROUPS, PROTOCOLS, DEVICES,
Ri‘l’i‘(’{ tﬁ#&ﬁfg”ggiﬁ;f”ﬁLMgtectt'oz]' <string> Widget type. INTERFACES, PREFERRED_INTERFACES,
9 getl.contig.widget_typ NETWORK_SEGMENTS, DSCPS,
DSCP_APP_PORTS, DSCP_IFACES,
BGPAS, PEER_BGPAS, BGPAS_PAIRS,
BGPAS_HOST_GROUPS,
CURRENT_EVENTS, UNACKED_EVENTS,
THREAT_FEED, ACTIVE_DIRECTORY,
SERVICE_HEALTH, LOCATION_HEALTH,
SERVICE_HEALTH_MAP,
LOCATION_HEALTH_MAP
R%Zgz’ﬁ%ﬁfggsasﬁzzgngSeCtlon]' <number> Internal widget ID within a dashboard. Optional
R%zg;’;mﬁfgg:gi?izsigs[TMSecnon]' <object> Query criteria for the widget.
ReportTemplateSpec.sections[TMSection]. <string> Flag to enable comparison feature for Bar, Table | Optional; Values: NONE, LAST_DAY,

widgets[TMWidget].criteria.compare_to

and Line widgets.

LAST WEEK, LAST_4WEEKS




ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.ports

<array of
<object>>

Watched ports.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.ports
[CProtoPort]

<object>

One CProtoPort object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.ports
[CProtoPort].port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.ports
[CProtoPort].protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.ports
[CProtoPort].name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports

<array of
<object>>

Watched combinations of DSCPs, applications,
and ports.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort]

<object>

One CDSCPAppPort object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].port.port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].port.
protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].port.name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app

<object>

Application specification.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app.id

<number>

Application id.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app.code

<string>

Application code.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app.name

<string>

Application name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app.
tunneled

<string>

Flag: is the application tunneled.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].dscp

<object>

DSCP specification.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].dscp.name

<string>

DSCP name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].dscp.
code_point

<number>

DSCP code point.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.services

<array of
<object>>

Watched services.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.services
[CService]

<object>

One CService object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.services
[CServicel.name

<string>

Service name.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.services
[CServicel.service_id

<number>

Service ID.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
protoports_groups

<string>

Watched combination of protocols, ports, groups.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.port_groups

<array of
<object>>

Watched port groups.

Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.port_groups <object> One CPortGroup object. Optional
[CPortGroup]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.port_groups <string> Name of the port group. Optional
[CPortGroup]l.name
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.port_groups <number> ID of the port group. Optional
[CPortGroup].group_id
ReportTemplateSpec.sections[TMSection]. o .
widgets[TMWidget].criteria. <string> Watched combination of interfaces, groups, Optional
interfaces_groups_devices devices.
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> Not used any more. Optional
comparison_time_frame
ReportTemplateSpec.sections[TMSection]. Report data resolution. It can be one of: flow, Obtional: Values: flow. min. 5mins
widgets[TMWidget].criteria. <string> 1min, 5min, 15min, hour, 6hour, day, week, ptional; : ’ ! !
) . . 15mins, hour, 6hours, day, week, month
comparison_time_frame.data_resolution month.
RepprtTemp/athpec.seFtlo_ns[TMSectlon]. i Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
widgets[TMWidget].criteria. <string> X .
h . . 5mins, 15mins, hour, 6hours, day, week, month. | hour, 6hours, day, week, month
comparison_time_frame.refresh_interval
Type of time frame. Can be one of: last_min, Optlonal;_VaIues: last_min, last_5mins,
. . ) : last_15mins, last_hour, last_6hours,
ReportTemplateSpec.sections[TMSection]. last_5mins, last_15mins, last_hour, last_6hours, - - -
: : o . last_12hours, last_day, last_week,
widgets[TMWidget].criteria. <string> last_12hours, last_day, last_week, last_month, - = -
h ) ! ) ) last_month, previous_hour,
comparison_time_frame.type previous_hour, previous_day, previous_week, = =
) previous_day, previous_week,
previous_month. - -
previous_month
ReportTemplateSpec.sections[TMSection].
; : o <array of )
widgets[TMWidget].criteria. . CBQoS Classes. Optional
<object>>
cbqos_classes
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> Object representing a CBQoS class. Optional
cbgos_classes[CCBQOSCLASS]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> CBQoS class id. Optional
cbqos_classes[CCBQOSCLASS].id
ReportTemplateSpec.sections[TMSection]. . . . .
widgets[TMWidget].criteria.bgpasscope <string> Autonomous System Scope. Optional; Values: ALL, PRIVATE, PUBLIC
ReportTemplateSpec.sections[TMSection]. <array of
widgets[TMWidget].criteria. ay Watched group pairs. Optional
; <object>>
host_group_pairs
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> One CHostGroupPair object. Optional
host_group_pairs[CHostGroupPair]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . P
host_group, pairsICHostGroupPairl. <object> Server host group specification.
server
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . .
host_group._pairs|CHostGroupPair]. <string> Host group name. Optional
server.name
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. .
host_group, pairsICHostGroupPairl. <number> Host group ID. Optional
server.group_id
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. i . e
host_group, pairsICHostGroupPair]. <object> Client host group specification.
client
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. , .
host_group. pairsICHostGroupPair]. <string> Host group name. Optional
client.name
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. .
host_group. pairs|CHostGroupPair]. <number> Host group ID. Optional
client.group_id
. . WAN group used in WAN Optimization widgets.
R%Zrtir#ﬁ%fgp:aScerictt;(;ir;s\[l\'ll;l\:l]Se:;t)n]. <string> Can be one of '/WAN', '/WAN/Optimized', Optional
9 getl. ’ -group '/WAN/Non-optimized'.
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> Traffic expression. Optional
traffic_expression
ReportTemplateSpec.sections[TMSection]. L ) )
widgets[TMWidget].criteria. <string> Split inbound/outbound or received/transmitted Optional

split_direction

data.




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
include_successes

<string>

Include successful requests in active directory
report.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
time_overridden

<string>

Indicates if the widget time frame was overridden
with the template time frame values.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
include_non_optimized_sites

<string>

Flag indicating whether to include WAN non
optimized sites.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.columns

<array of
<number>>

List of column ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.columns
[item]

<number>

Column ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
hosts_groups_cidrs

<string>

Watched combination of hosts, host groups and
cidrs.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs

<array of
<object>>

Autonomous System Pairs.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair]

<object>

Pair of Autonomous Systems.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPairl.server

<object>

Object representing a server Autonomous
System.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].server.id

<number>

Autonomous System Number.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].server.name

<string>

Autonomous System Name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].client

<object>

Object representing a client Autonomous System.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].client.id

<number>

Autonomous System Number.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].client.name

<string>

Autonomous System Name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers

<array of
<object>>

Watched combinations of applications and
servers.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer]

<object>

One CApplicationServer object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].app

<object>

Application specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServerl.app.id

<number>

Application id.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].app.code

<string>

Application code.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].app.name

<string>

Application name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].app.tunneled

<string>

Flag: is the application tunneled.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].server

<object>

Server specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].server.mac

<string>

Host MAC address.

Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].server.ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].server.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.devices

<array of
<object>>

Watched devices.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.devices
[CDevice]

<object>

One CDevice object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.devices
[CDevice].ipaddr

<string>

Device IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.devices
[CDevicel.name

<string>

Device name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports

<array of
<object>>

Watched combinations of applications and ports.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort]

<object>

One CApplicationPort object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
port.port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
port.protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
port.name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app

<object>

Application specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app.id

<number>

Application id.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app.code

<string>

Application code.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app.name

<string>

Application name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app.tunneled

<string>

Flag: is the application tunneled.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.mplsexpbits

<array of
<object>>

Watched MPLSEXPBITs.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.mplsexpbits
[CMPLSEXPBIT]

<object>

One CMPLSEXPBIT object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.mplsexpbits
[CMPLSEXPBIT].traffic_class

<string>

MPLSEXPBIT traffic class name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.mplsexpbits
[CMPLSEXPBIT].exp_bit

<number>

MPLSEXP Bit.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
include_failures

<string>

Include failed requests in active directory report.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
bgpas_host_groups

<array of
<object>>

List of Autonomous System and Host Group.

Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
bgpas_host_groups[CBGPASHostGroup]

<object>

Object representing Autonomous System and
Host Group.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

host_group

<object>

Object representing a Host Group.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

host_group.name

<string>

Host group name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

host_group.group_id

<number>

Host group ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

bgpas

<object>

Object representing a Autonomous System.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

bgpas.id

<number>

Autonomous System Number.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

bgpas.name

<string>

Autonomous System Name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports

<array of
<object>>

Watched combinations of host pairs and ports.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort]

<object>

One CHostPairPort object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].port.
port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].port.
protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].port.
name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].server

<object>

Server host specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].server.
mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].server.
ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].server.
name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].client

<object>

Client host specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].client.
mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].client.
ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].client.
name

<string>

Host name.

Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria. :erz};tf> Watched combinations of DSCPs and interfaces. Optional
dscp_interfaces 4
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> One CDSCPInterface object. Optional
dscp_interfaces[CDSCPInterface]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . .
dscg int[erfaces?CD]SCPlnterface]. <object> Interface specification.
interface
ReportTemplateSpec.sections[TMSection].
gsl(cjgeit:t[;:rriff/lavc\:lgjsg[,gtD].ScCrIIEIenrtI:rface] <string> Interface IP address. Optional
interFace.ipaddr
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . .
dscp_interfaces[CDSCPInterface]. <string> Interface name. Optional
interface.name
ReportTemplateSpec.sections[TMSection].
gsl(cjge::rfi:[;r?;’g;(js?ceg.Scéllglenrtlzlrface] <number> Interface index. Optional
interface.ifindex
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> DSCP specification.
dscp_interfaces[CDSCPInterface].dscp
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . .
dscp_interfaces[CDSCPInterfacel].dscp. <string=> DSCP name. Optional
name
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . .
dscp_interfaces[CDSCPInterface].dscp. <number> DSCP code point. Optional
code_point
ReportTemplateSpec.sections[TMSection]. <array of .
widgets[TMWidget].criteria.bgpas <object>> Autonomous System. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.bgpas <object> Object representing a Autonomous System. Optional
[CBGPAS]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.bgpas <number> Autonomous System Number. Optional
[CBGPAS].id
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.bgpas <string> Autonomous System Name. Optional
[CBGPAS].name
R%Zgi’ﬁ%%?gg :G’i?ig?igsémesif;ﬁg]' <object> Widget time frame specification. Optional
ReportTemplateSpec.sections[TMSection]. Report data resolution. It can be one of: flow, Obtional: Values: flow. min. 5mins
widgets[TMWidget].criteria.time_frame. <string> 1min, 5min, 15min, hour, 6hour, day, week, P S ! ! ' !
. - 15mins, hour, 6hours, day, week, month
data_resolution month.
RegortTemplathpec.seFtlo_ns[_TMSectlon]. . Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
widgets[TMWidget].criteria.time_frame. <string> } .
refresh interval 5mins, 15mins, hour, 6hours, day, week, month. hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, f;z:lig?:;ixsllljaesst: E;E—rml'ar;’tlaeshtgz?gms'
ReportTemplateSpec.sections[TMSection]. last_5mins, last_15mins, last_hour, last_6hours, Iast_12houré last da 'Iast_week !
widgets[TMWidget].criteria.time_frame. <string> last_12hours, last_day, last_week, last_month, - ,jast_aay, - !
X . . last_month, previous_hour,
type previous_hour, previous_day, previous_week, . :
) previous_day, previous_week,
previous_month. .
previous_month
ReportTemplateSpec.sections[TMSection]. , . .
widgets[TMWidget].criteria.service <object> Watched service. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.service. <string> Service name.
name
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.service. <number> Service ID. Optional
service_id
R%Zg:gﬁ%ﬁ?gg:gSiﬁi?{:gyjﬁglon]' <number> Minimum severity filter for an event report. Optional
ReportTemplateSpec.sections[TMSection]. <string> Which host roles to include in a report Optional; Values: CLIENT_SERVER,
widgets[TMWidget].criteria.role 9 ('"CLIENT_SERVER', 'CLIENT', 'SERVER'). CLIENT, SERVER
ReportTemplateSpec.sections[TMSection]. . - . .
widgets[TMWidget].criteria. <arr§'y of List of event policies to include in an event Optional
event _policies <string>> report.
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> Event policy ID. Optional

event_policies[item]




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_locations

<array of
<object>>

Watched service locations.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_locations[CServicelLocation]

<object>

One CServicelLocation object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_locations[CServicelLocation].
name

<string>

Service location name.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_locations[CServicelLocation].
location_id

<string>

Service location ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
case_insensitive

<string>

Case-insensitive usernames in an identity report.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_location

<object>

Watched service location.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_location.name

<string>

Service location name.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_location.location_id

<string>

Service location ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
include_backend_segments

<string>

Flag indicating whether to include back-end
segments.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_type

<string>

Host group type used.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports

<array of
<object>>

Watched combinations of host pairs, applications,

and ports.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]

<object>

One CHostPairAppPort object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
port.port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
port.protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
port.name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app

<object>

Application specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app.id

<number>

Application id.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app.code

<string>

Application code.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app.name

<string>

Application name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app.tunneled

<string>

Flag: is the application tunneled.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server

<object>

Server host specification.




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server.mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server.ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client

<object>

Client host specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client.mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client.ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.users

<array of
<object>>

Watched users.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.users
[CUser]

<object>

One CUser object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.users
[CUser].name

<string>

Active Directory user name.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.sort_desc

<string>

Sorting direction (true for descending, false for
ascending).

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.sort_column

<number>

Sorting column ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports

<array of
<object>>

Watched combinations of host groups pairs and
ports.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort]

<object>

One CHostGroupPairPort object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port.port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port.protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port.name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].server

<object>

Server host group specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].server.name

<string>

Host group name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].server.group_id

<number>

Host group ID.

Optional




ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].client

<object>

Client host group specification.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].client.name

<string>

Host group name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].client.group_id

<number>

Host group ID.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
network_segments

<array of
<object>>

Watched network segments.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
network_segments[CNetworkSegment]

<object>

One CNetworkSegment object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
network_segments[CNetworkSegment].src

<object>

Segment source.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].src.

ipaddr

<string>

Interface IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].src.

name

<string>

Interface name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].src.

ifindex

<number>

Interface index.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
network_segments[CNetworkSegment].dst

<object>

Segment destination.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].dst.

ipaddr

<string>

Interface IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].dst.

name

<string>

Interface name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].dst.

ifindex

<number>

Interface index.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts

<array of
<object>>

Watched hosts.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts
[CHost]

<object>

One CHost object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts
[CHost].mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts
[CHost].ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts
[CHost]l.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs

<array of
<object>>

Watched host pairs.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair]

<object>

One CHostPair object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].server

<object>

Specification of the server host.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].server.mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].server.ipaddr

<string>

Host IP address.

Optional




ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].server.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].client

<object>

Specification of the client host.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].client.mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].client.ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].client.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.auto_update

<string>

Flag to enable updating daily top-n Line widgets.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.protocols

<array of
<object>>

Watched protocols.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.protocols
[CProtocol]

<object>

Object representing Protocol information.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.protocols
[CProtocol].id

<number>

ID of the Protocol.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.protocols
[CProtocol].name

<string>

Name of the Protocol.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.centricity

<string>

Centricity used to run the report.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.limit

<number>

Maximum number of data rows in the report for
the widget.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.interfaces

<array of
<object>>

Watched interfaces.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.interfaces
[CInterface]

<object>

One Cinterface object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.interfaces
[CInterface].ipaddr

<string>

Interface IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.interfaces
[CInterfacel.name

<string>

Interface name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.interfaces
[CInterface].ifindex

<number>

Interface index.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_groups

<array of
<object>>

Watched host groups.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_groups
[CHostGroup]

<object>

One CHostGroup object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_groups
[CHostGroup]l.name

<string>

Host group name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_groups
[CHostGroup].group_id

<number>

Host group ID.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.dscps

<array of
<object>>

Watched DSCPs.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.dscps
[CDSCP]

<object>

One CDSCP object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.dscps
[CDSCP].name

<string>

DSCP name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.dscps
[CDSCP].code_point

<number>

DSCP code point.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
applications

<array of
<object>>

Watched applications.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
applications[CApplication]

<object>

One CApplication object.

Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria. <number> Application id. Optional
applications[CApplication].id
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> Application code. Optional
applications[CApplication].code
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> Application name. Optional
applications[CApplication].name
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> Flag: is the application tunneled. Optional
applications[CApplication].tunneled
ReportTemplateSpec.sections[TMSection]. . . .
widgets[TMWidget] title <string> Widget title.
R%Zgg;’#“ﬁmfgg :tc].saigilgstngSectlon]. <object> Widget common attributes. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Flag making the graph interactive. Optional
pan_zoomable
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Line scale for a line chart (can be: LINEAR, LOG). | Optional; Values: LINEAR, LOG
line_scale
ReportTemplateSpec.sections[TMSection]. What unit to use for formating traffic values ggwg;l;l\xsl[:_JSSM%H—YEESBYgEﬁLSKBITS’
widgets[TMWidget].attributes. <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, GBYTES' AUTOéITS AUT'OBYTES'
format_bytes GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). Ul PREF‘ ! !
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Flag showing images in a connection graph. Optional
show_images
ReportTemplateSpec.sections[TMSection]. <array of
widgets[TMWidget].attributes. <striny>> List of open node IDs for a tree widget. Optional
open_nodes 9
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> ID of an expanded nodes in a tree widget. Optional
open_nodes[item]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
line_style
Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,
ReportTemplateSpec.sections[TMSection]. <string> HORIZONTAL_CLISRV, VERTICAL_CLISRV, VERTICAL_CLISRV, HORIZONTAL_TREE,
widgets[TMWidget].attributes.layout 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,
RADIAL_TREE, SYMMETRIC). SYMMETRIC
ReportTemplateSpec.sections[TMSection]. . . .
widgets[TMWidget].attributes.width <number> Widget width. Optional
ReportTemplateSpec.sections[TMSection]. . . .
widgets[TMWidget].attributes.height <number> Widget height. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Flag including the 'total' item in a pie chart. Optional
percent_of_total
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Widget edge thickness. Optional
edge_thickness
ReportTemplateSpec.sections[TMSection]. ) ) )
widgets[TMWidget].attributes. <string> Eg;isult host grouping type for displaying grouped Optional
display_host_group_type ’
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Flag: extending the Y-axis to zero. Optional
extend_to_zero
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Flag indicating if the widget is collapsible. Optional
collapsible
ReportTemplateSpec.sections[TMSection]. What unit to use for formating throughput values gg?_?g;l;NYsll_:_JSeSI:VI%n—Y?éSBYgE‘IS_ILSKBITS’
widgets[TMWidget].attributes. <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, GBYTES' AUTOéITS AUT'OBYTES'
format_through_bytes GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). Ul PREF‘ ! !
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> High threshold on the chart (in bytes). Optional
high_threshold
R%zg;#ﬁ\,ﬁjgggSaigi'gﬂtsgl\gsﬁg;osn]' <number> Maximum number of items shown. Optional
ReportTemplateSpec.sections[TMSection]. How many columns the widget occupies in .
widgets[TMWidget].attributes.colspan <number> layout. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Low threshold on the chart (in bytes). Optional

low_threshold




ReportTemplateSpec.sections[TMSection].

Flag allowing the user to reposition nodes in a

widgets[TMWidget].attributes. <string> connection graph. Optional
moveable_nodes
Ri’\l’)izrtgtes#“ﬁm?gp:gSﬁ:gggizMSeCtlon]' <string> Bar chart orientation (can be: VERTICAL, Optional; Values: VERTICAL,
dgetst get. : g HORIZONTAL). HORIZONTAL
orientation
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <number> Flag adding modal links on a widget. Optional
modal_links
ReportTemplateSpec.sections[TMSection]. . . e . .
widgets[TMWidget].user attributes <object> User-specific attributes. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag making the graph interactive. Optional
pan_zoomable
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Line scale for a line chart (can be: LINEAR, LOG). | Optional; Values: LINEAR, LOG
line_scale
ReportTemplateSpec.sections[TMSection]. What unit to use for formating traffic values ggwg;l;l\xsll.?gsl:\,l%nﬁégggﬁlswws’
widgets[TMWidget].user_attributes. <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, GBYTES' AUTOéITS AUT'OBYTES'
format_bytes GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). Ul PREF' ! !
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag showing images in a connection graph. Optional
show_images
ReportTemplateSpec.sections[TMSection]. <array of
widgets[TMWidget].user_attributes. ay List of open node IDs for a tree widget. Optional
- <string>>
open_nodes
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> ID of an expanded nodes in a tree widget. Optional
open_nodes[item]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
line_style
. . Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,
Re",\‘,’izr Zfs’#l\mfgp:gSl‘Jescetf;‘tst[rTg"uStZg“°”]' —etrino~ HORIZONTAL_CLISRV, VERTICAL CLISRV, VERTICAL_CLISRV, HORIZONTAL TREE,
" c?ut getl.user_ : 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,
Y RADIAL_TREE, SYMMETRIC). SYMMETRIC
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <number> Widget width. Optional
width
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <number> Widget height. Optional
height
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag including the 'total' item in a pie chart. Optional
percent_of_total
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Widget edge thickness. Optional
edge_thickness
ReportTemplateSpec.sections[TMSection]. ) ) )
widgets[TMWidget].user_attributes. <string> Eg;’isult host grouping type for displaying grouped Optional
display_host_group_type ’
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag: extending the Y-axis to zero. Optional
extend_to_zero
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag indicating if the widget is collapsible. Optional
collapsible
ReportTemplateSpec.sections[TMSection]. What unit to use for formating throughput values ggwgsl;l\xsll.?gsl:\,l%nﬁ’égggﬁlswws’
widgets[TMWidget].user_attributes. <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, GBYTES' AUTOéITS AUT'OBYTES'
format_through_bytes GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). Ul PREF' ! !
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> High threshold on the chart (in bytes). Optional
high_threshold
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <number> Maximum number of items shown. Optional
n_items
ReportTemplateSpec.sections[TMSection]. How many columns the widget occupies in
widgets[TMWidget].user_attributes. <number> layout Y 9 P Optional
colspan yout.
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Low threshold on the chart (in bytes). Optional
low_threshold
ReportTemplateSpec.sections[TMSection]. . . .
widgets[TMWidget].user_attributes. <string> Flag allowing the user to reposition nodes in a Optional

moveable_nodes

connection graph.




ReportTemplateSpec.sections[TMSection].

Bar chart orientation (can be: VERTICAL,

Optional; Values: VERTICAL,

W|_dgets[TMWldget].user_attnbutes. <string> HORIZONTAL). HORIZONTAL
orientation
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <number> Flag adding modal links on a widget. Optional
modal_links
ReportTemplateSpec.sections[TMSection]. ; . . P .
widgets[TMWidget].timestamp <string> Widget time stamp specification. Optional
Repor{Temp/ateSpec.sectlons[TMSectlon]. <number> Section ID.
section_id
ReportTemplateSpec.sections[TMSection]. <arrf3y of Internal section layout. Optional
layout <object>>
ReportTemp/ateSpec.sectlons[TMSectlon]. <object> One horizontal line of widgets. Optional
layout[TMFlowLine]
ReportTemplateSpec.sections[TMSection]. <array of . L )
layout[TMFlowLine].flow_items <object>> List of line items. Optional
ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].flow_items <object> Object replesenting one layout item. Optional
[TMFlowltem]
ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].flow_items <number> Widget ID. Optional
[TMFlowltem].id
ReportTemplateSpec.sections[TMSection]. , . ) ' .
layoutTMFlowLine].attributes <object> List of line attributes. Optional
ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].attributes. <string> Flag allowing wrapping. Optional
wrappable
ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].attributes. <string> Flag representing width of the layout line. Optional
full_width
ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].attributes. <string> Item spacing between widgets. Optional
item_spacing
ReportTemplateSpec.public_folder_id <string> Reference to Public Folder ID. Optional
ReportTemplateSpec.img <object> Images associaled with the template. Optional
ReportTemplateSpec.img.thumbnail <object> A thumbnail-size image for the report template. Optional
ReportTemplateSpec.img.thumbnail.src <string> Relative URL of an image.
ReportTemplateSpec.img.full <object> A full-size image for the report template. Optional
ReportTemplateSpec.img.full.src <string> Relative URL of an image.

Response Body

On success, the server returns a response body with the following structure:

"compare_to": string,
"traffic_expression": string,
"id": number,
"private_folder_id": string,
"scheduled": string,
"auto_disabled_on": string,

"sharing": {
"users": [
number
I
Iro
"layout": [
{
"flow_items": [
"id": number
}

L
"attributes": {
"wrappable": string,
"full_width": string,
"item_spacing": string
}
}
1
"time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
Iy
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UCOLHIpLUVLL . DUy,
"user_id": number,
"shared": string,
"live": string,
"last_added_section_id": number,
"wizard": {

"interface": string,

"type": string
1o
"name": string,
"last_added_widget_id": number,
"auto_disable_timeout": number,
"version": string,
"override_time_frame": string,
"disabled": string,
"shared_link": {

"enabled": string,

"uuid": string
Ity
"timestamp": string,
"sections": [

"widgets": [

{

"config": {
"datasource": string,
"visualization": string,
"widget_type": string

Vo

"widget_id": number,

"criteria": {
"compare_to": string,
"ports": [

{
"port": number,
"protocol": number,
"name": string
}
I8
"dscp_app_ports": [
{

"port": {
"port": number,
"protocol": number,
"name": string
Yo
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
Io
"dscp": {
"name": string,
"code_point": number
}
}
1
"services": [
{
"name": string,
"service_id": number
}
1
"protoports_groups": string,
"port_groups": [
{
"name": string,
"group_id": number
}
1
"interfaces_groups_devices": string,
"comparison_time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
1o
"cbqos_classes": [

"id": string
}
1
"bgpasscope": string,
"host_group_pairs": [

"server": {
"name": string,
"aroun id": niimhbher
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.
"client": {

"name": string,

"group_id": number

}

}
I
"wan_group": string,
"traffic_expression": string,
"split_direction": string,
"include_successes": string,
"time_overridden": string,
"include_non_optimized_sites"
"columns": [

number
1
"hosts_groups_cidrs": string,
"bgpas_pairs": [

{

"server": {
"id": number,
"name": string
Iro
"client": {
"id": number,
"name": string
}
}
1
"application_servers": [
{
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
Vo
"server": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"devices": [

"ipaddr": string,
"name": string

}
1
"application_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
}
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
}
}
1
"mplsexpbits": [
{
"traffic_class": string,
"exp_bit": number
}
1
"include_failures": string,
"bgpas_host_groups": [
{

"host_group": {
"name": string,
"group_id": number

}

"bgpas": {

"id": number,

"name": string
}

}

I

"host_pair_ports": [
{

"port": {

: string,



"port": number,
"protocol": number,
"name": string

Io

"server": {

"mac": string,
"ipaddr": string,
"name": string

}

"client": {

"mac": string,
"ipaddr": string,
"name": string

}

}
1
"dscp_interfaces": [
{

"interface": {
"ipaddr": string,
"name": string,
"ifindex": number

1o

"dscp": {
"name": string,
"code_point": number
}
}
1
"bgpas": [
{

"id": number,
"name": string
}
b
"time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
h
"service": {
"name": string,
"service_id": number
h
"severity": number,
"role": string,
"event_policies": [
string
I
"service_locations": [
{
"name": string,
"location_id": string
}
I
"case_insensitive": string,
"service_location": {
"name": string,
"location_id": string
h
"include_backend_segments": string,
"host_group_type": string,
"host_pair_app_ports": [

"port": {
"port": number,
"protocol": number,
"name": string

Iro

"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string

Iro

"server": {
"mac": string,
"ipaddr": string,
"name": string

Yo

"client": {
"mac": string,
"ipaddr": string,
"name": string



"users": [
{
"name": string
}
I
"sort_desc": string,
"sort_column": number,

"host_group_pair_ports":

"port": {
"port": number,
"protocol": number,
"name": string

Tio

"server": {
"name": string,
"group_id": number

"client": {
"name": string,
"group_id": number

}
1
"network_segments": [
{
"src": {
"ipaddr": string,
"name": string,
"ifindex": number
Vo
"dst": {
"ipaddr": string,
"name": string,
"ifindex": number
}
}
1
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
1
"host_pairs": [
{
"server": {
"mac": string,
"ipaddr": string,
"name": string
Io
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"auto_update": string,
"protocols": [

"id": number,
"name": string
}
1
"centricity": string,
"limit": number,
"interfaces": [
{
"ipaddr": string,
"name": string,
"ifindex": number
}
1
"host_groups": [

"name": string,
"group_id": number
}
1
"dscps": [

"name": string,

"code_point": number

}

—



"applications”: |
{
"id": number,
"code": string,
"name": string,
"tunneled": string
}
]
}
"title": string,
"attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [
string
1
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number
I3
"user_attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [
string
I
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number
}

"timestamp": string
}

I
"section_id": number,
"layout": [
{
"flow_items": [
{
"id": number
}
1
"attributes": {
"wrappable": string,
"full_width": string,
"item_spacing": string
}
}
]
}
1
"public_folder_id": string,
"img": {
"thumbnail": {
'src": string

}

e,
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"src": string
}
}
}

Example:

"override_time_frame": true,
"last_added_widget_id": 6,
"id": 5217,
"layout": [
{
"flow_items": [
{
"id": 1
}
]
}
I
"compare_to": "LAST_DAY",
"live": true,
"version": "1.1",
"shared": "Private",
"sections": [

"widgets": [

"title": "VolP-RTP: Applications",
"timestamp": "1383141976.674383",
"criteria": {
"sort_column": 33,
"traffic_expression": "",
"limit": 100,
"columns": [
17,
33,
34,
757,
766,
781,
803
1
"sort_desc": true,
"centricity": "host",
"time_overridden": true,
"time_frame": {
"data_resolution": "15mins",
"type": "last_hour",
"refresh_interval": "15mins"
}
}
"attributes": {
"colspan": 2,
"n_items": 20,
"format_bytes": "UI_PREF"
+
"config": {
"widget_type": "APPS",
"visualization": "TABLE",

"datasource": "TRAFFIC"
}
Iio
{
"title": "VoIP-RTP: Traffic Quality",
"timestamp": "1383141976.674428",
"criteria": {
"traffic_expression": "",
"columns": [
803
1
"sort_desc": true,
"centricity": "host",
"time_frame": {
"data_resolution": "min",
"type": "last_hour",
"refresh_interval": "min"

}

idget_id": 1

I

"attributes": {

"colspan": 1,

"line_scale": "LINEAR",
"format_bytes": "UI_PREF",
"extend_to_zero": false,
"line_style": "STACKED"

.

"confia": {



"widget_type": "TRAFFIC_OVERALL",
"visualization": "LINE",
"datasource": "TRAFFIC"

}
+
{

"title": "VolP-RTP: Traffic Quality",

"timestamp": "1383141976.674459",
"criteria": {
"traffic_expression": "",
"columns": [
781

1

"sort_desc": true,

"centricity": "host",

"time_frame": {

"data_resolution": "min",
"type": "last_hour",
"refresh_interval": "min"

idget_id": 2

}
bo
"attributes": {
"colspan": 1,

"format_bytes": "UI_PREF",
"extend_to_zero": false,
"line_style": "STACKED"
.
"config": {
"widget_type": "TRAFFIC_OVERALL",
"visualization": "LINE",
"datasource": "TRAFFIC"
I
"widget_id": 3
I
{

"title": "VoIP-RTP: Traffic Quality",
"timestamp": "1383141976.674497",
"criteria": {
"traffic_expression": "",
"columns": [
766
I
"sort_desc": true,
"centricity": "host",
"time_frame": {
"data_resolution": "min",
"type": "last_hour",
"refresh_interval": "min"

}
Fo
"attributes": {
"colspan": 2,

"format_bytes": "UI_PREF",
"extend_to_zero": false,
"line_style": "STACKED"
Fo
"config": {
"widget_type": "TRAFFIC_OVERALL",
"visualization": "LINE",
"datasource": "TRAFFIC"

}
I
{

"title": "VoIP-RTP: Traffic Volume",

"timestamp": "1383141976.674527",

"criteria": {
"traffic_expression": "",
"columns": [

33

1

"sort_desc": true,

"centricity": "host",

"time_frame": {

"data_resolution": "15mins",
"type": "last_day",
"refresh_interval": "15mins"

}

idget_id": 4

I
"attributes": {
"colspan": 2,
"format_bytes": "UI_PREF",
"extend_to_zero": false,
"line_style": "STACKED"
}

onfig": {



"widget_type": "TRAFFIC_OVERALL",
"visualization": "LINE",
"datasource": "TRAFFIC"
1o
"widget_id": 5
Iio
{

"title": "Host Group Pairs",
"timestamp": "1383141976.674566",
"criteria": {
"sort_column": 33,
"traffic_expression": "",
"host_group_type": "ByLocation",
"limit": 100,
"sort_desc": true,
"centricity": "host",
"time_frame": {
"data_resolution": "15mins",
"type": "last_hour",
"refresh_interval": "15mins"
}
I
"attributes": {
"colspan": 2,
"height": 400,
"edge_thickness": true,
"pan_zoomable": true,
"n_items": 10,
"layout": "HORIZONTAL_TREE",
"moveable_nodes": true,
"show_images": true,
"format_bytes": "UI_PREF"
.
"config": {
"widget_type": "HOST_GROUP_PAIRS",
"visualization": "CONN_GRAPH",
"datasource": "TRAFFIC"
H
"widget_id": 6
}

]

layout": [
"flow_items": [

{
"id": 1
}
1
Iio
{
"flow_items": [
{
"id": 2
Fo
{

"id": 3
}
1
I
{
"flow_items": [
{
"id": 4
}
1
+
{
"flow_items": [
{
"id": 5
}
]
I
{
"flow_items": [
{
"id": 6
}
1
}
1
"section_id": 1
}
I
"description": "",

"timestamp": "1383141976.674345",
"user_id": 1,



"name": "VOIP - Call Quality and Usage",

. "time_frame": {

1 "data_resolution": "15mins",
¢ "type": "last_hour",
"refresh_interval": "15mins"

To
"traffic_expression": "app VolP-RTP"
}
Property Name Type Description Notes
ReportTemplateSpec <object> Reporting template specification object.
ReportTemplateSpec.compare to <string> Enables comparison feature for Bar, Table and Optional; Values: NONE, LAST_DAY,
i platespec.compare_ 9 Line widgets. LAST WEEK, LAST 4WEEKS
) . y Traffic expression applied to all widgets within .
ReportTemplateSpec.traffic_expression <string> the template. Optional
ReportTemplateSpec.id <number> ID of the report template. Optional
ReportTemplateSpec.private_folder_id <string> Reference to Private Folder ID. Optional
ReportTemplateSpec.scheduled <string> Flag indicating that the template is scheduled. Optional
ReportTemplateSpec.auto_disabled_on <string> Tlmestgmp when the template was auto-disabled Optional
- - due to idle usage.
. . List of the users the template is shared with (see .
ReportTemplateSpec.sharing <object> ReportTemplateSharing). Optional
ReportTemplateSpec.sharing.users <array of List of the users a template is shared with. Optional
<number>>
ReportTemplateSpec.sharing.users[item] <number> User ID. Optional
<array of . . .
ReportTemplateSpec.layout <object>> Layout information. Optional
ReportTemplateSpec.layout[TMFlowLine] <object> One horizontal line of widgets. Optional
Report?’emp/ateSpec,Iayout[TMFIowLme]. <arrfay of List of line items. Optional
flow_items <object>>
Riﬁcxtie;rg;/;tﬁiﬁexilt?g]ut[TMFIolene]. <object> Object replesenting one layout item. Optional
ReportTemplateSpec.layout[TMFlowLine]. . .
ffow item;;[TMFIILZ')wIte)r/n].id <number> Widget ID. Optional
Re;;;frrigﬁrgsplates,oec.Iayout[TMFIowLme]. <object> List of line attributes. Optional
Rz/itorrigze;rgs,z)‘/::sggsgileayout[TMFIowLme]. <string> Flag allowing wrapping. Optional
RZ’ifgﬁﬁ'gfé‘Zﬁe‘jﬁgfﬁaVOUt[TMFIOWLme]' <string> Flag representing width of the layout line. Optional
R?;fggﬁ?:f{;ffﬁ;gt?xgUt[TMFIOWLme]. <string> Item spacing between widgets. Optional
ReportTemplateSpec.time_frame <object> Template time frame specification. Optional
ReportTemplateSpec.time_frame. . Re[_)ort da_ta resol_ut|on. It can be one of: flow, Optional; Values: flow, min, 5mins,
. - <string> 1min, 5min, 15min, hour, 6hour, day, week, .
data_resolution month 15mins, hour, 6hours, day, week, month
ReportTemplateSpec.time_frame. <string> Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
refresh_interval 9 5mins, 15mins, hour, 6hours, day, week, month. | hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, Optlonal;_VaIues: last_min, last_5mins,
. } - last_15mins, last_hour, last_6hours,
last_5mins, last_15mins, last_hour, last_6hours, last 12hours. last dav. last week
ReportTemplateSpec.time_frame.type <string> last_12hours, last_day, last week, last_month, - »last_day, - !
- = = — L= last_month, previous_hour,
previous_hour, previous_day, previous_week, ; :
. previous_day, previous_week,
previous_month. S -
previous_month
ReportTemplateSpec.description <string> Human-readable description of the template. Optional
ReportTemplateSpec.user_id <number> User ID of the template owner. Optional
ReportTemplateSpec.shared <string> Flag indicating that the template is shared with Optional; Values: Private, Public, Users
other users.
ReportTemplateSpec.live <string> Flag indicating that the template is a dashboard.
ReportTemplateSpec.last_added_section_id <number> ID of the last layout section added to the Optional
- = - template.
ReportTemplateSpec.wizard <object> Template wizard properties. Optional
ReportTemplateSpec.wizard.interface <string> Watched interface for type WATCHED_IFACE type Optional
dashboards.
Values: WATCHED_IFACE,
. ; APP_PERFORMANCE, SSO,
ReportTemplateSpec.wizard.type <string> Dashboard template type. NET_OPERATIONS, SERVICE,
OVERALL_WAN, VOIP_CALL, DEFAULT
ReportTemplateSpec.name <string> Human-readable name of the template.
ReportTemplateSpec.last_added_widget_id <number> ID of the last widget added to the template. Optional




Override system setting - auto-disable after this

ReportTemplateSpec.auto_disable_timeout <number> many days (0 to never disable). Optional
ReportTemplateSpec.version <string> Version of the specification. Optional
ReportTemplateSpec.override_time_frame <string> Enables W'.dget time frame overriding with the Optional
- - template time frame.
ReportTemplateSpec.disabled <string> Flag indicating that the template is disabled. Optional
. . Shared resource link object (see .
ReportTemplateSpec.shared_link <object> ReportTemplatedSharedLink). Optional
ReportTemplateSpec.shared_link.enabled <string> Flag indicating if resource sharing is enabled. Optional
ReportTemplateSpec.shared_link.uuid <string> Shared resource UUID. Optional
ReportTemplateSpec.timestamp <string> Report time stamp (unix time). Optional
. <array of . . .
ReportTemplateSpec.sections <object>> List of layout sections. Optional
ReportTemplateSpec.sections[TMSection] <object> One TMSection object. Optional
ReportTemp/ateSpec.sectlons[TMSectlon]. <array or List of widgets that belong to the section. Optional
widgets <object>>
Re\;ﬂz;t;';l;?ﬁ\zﬁ?ggstc].sectlons[TMSectlon]. <object> One TMWidget object. Optional
ReportTemplateSpec.sections[TMSection]. <object> Widget configuration: data source type, widget
widgets[TMWidget].config 4 type, and visualization type.
. . Values: TRAFFIC, WAN, SERVICE,
RE\;\’,’i‘;’ Zfs"[mtv‘fﬁpiﬁScicntéfnigt?ssfucfé‘é”] <string> Data source type. EVENTS, ACTIVE DIRECTORY,
g getl.contig. FDS_TRAFFIC
. . Values: TABLE, PIE, BAR, LINE,
Rf’A"’i‘(’j’ Ztes’[’_’lf’l\fl‘?/fﬁjp:f]Scicrf;?”\slf;rl':"a?lezgtt'l‘;’;] <string> Visualization type. CONN_GRAPH, THREAT FEED,
9 getl.contig. TREE_TABLE, INVISIBLE
Values: TRAFFIC_OVERALL,
TRAFFIC_OVERALL_CRTT, HOSTS,
PEER_HOSTS, PEER_HOST_GROUPS,
HOST_PAIRS_PORTS,
HOST_PAIRS_APP_PORTS, HOST_PAIRS,
HOST_GROUPS, HOST_GROUP_PAIRS,
HOST_GROUP_PAIR_PORTS, APPS,
APP_PORTS, SERVER_APPS, PORTS,
. . PORT_GROUPS, PROTOCOLS, DEVICES,
Re",\‘,’izr Ztes’#l\ﬁ?gp:f]'sciﬂi"”;[LMSSC;'OZ]' <string> Widget type. INTERFACES, PREFERRED_INTERFACES,
9 getl.contig.widget_typ NETWORK_SEGMENTS, DSCPS,
DSCP_APP_PORTS, DSCP_IFACES,
BGPAS, PEER_BGPAS, BGPAS_PAIRS,
BGPAS_HOST_GROUPS,
CURRENT_EVENTS, UNACKED_EVENTS,
THREAT_FEED, ACTIVE_DIRECTORY,
SERVICE_HEALTH, LOCATION_HEALTH,
SERVICE_HEALTH_MAP,
LOCATION_HEALTH_MAP
R%z;t;e;r#“ﬁm?gg:tcjﬁztéoe:si[gMSectlon]. <number> Internal widget ID within a dashboard. Optional
Rﬁzg;’{:’ﬁ\;%?gg :é.scericttelc:ir;s[TMSectlon]. <object> Query criteria for the widget.
ReportTemplateSpec.sections[TMSection]. <string> Flag to enable comparison feature for Bar, Table | Optional; Values: NONE, LAST_DAY,
widgets[TMWidget].criteria.compare_to 9 and Line widgets. LAST_WEEK, LAST_4WEEKS
ReportTemplateSpec.sections[TMSection]. <array of .
widgets[TMWidget].criteria.ports <object>> Watched ports. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.ports <object> One CProtoPort object. Optional
[CProtoPort]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.ports <number> Port specification. Optional
[CProtoPort].port
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.ports <number> Protocol specification. Optional
[CProtoPort].protocol
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.ports <string> Protocol + port combination name. Optional
[CProtoPort].name
ReportTemplateSpec.sections[TMSection]. — -
widgets[TMWidget].criteria. <array of Watched combinations of DSCPs, applications, Optional
dscp._app_ports <object>> and ports.
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> One CDSCPAppPort object. Optional

dscp_app_ports[CDSCPAppPort]




ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].port.port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].port.
protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].port.name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app

<object>

Application specification.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app.id

<number>

Application id.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app.code

<string>

Application code.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app.name

<string>

Application name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].app.
tunneled

<string>

Flag: is the application tunneled.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].dscp

<object>

DSCP specification.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].dscp.name

<string>

DSCP name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].dscp.
code_point

<number>

DSCP code point.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.services

<array of
<object>>

Watched services.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.services
[CService]

<object>

One CService object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.services
[CServicel.name

<string>

Service name.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.services
[CServicel.service_id

<number>

Service ID.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
protoports_groups

<string>

Watched combination of protocols, ports, groups.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.port_groups

<array of
<object>>

Watched port groups.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.port_groups
[CPortGroup]

<object>

One CPortGroup object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.port_groups
[CPortGroup].name

<string>

Name of the port group.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.port_groups
[CPortGroup].group_id

<number>

ID of the port group.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
interfaces_groups_devices

<string>

Watched combination of interfaces, groups,
devices.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
comparison_time_frame

<object>

Not used any more.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
comparison_time_frame.data_resolution

<string>

Report data resolution. It can be one of: flow,
1min, 5min, 15min, hour, 6hour, day, week,
month.

Optional; Values: flow, min, 5mins,
15mins, hour, 6hours, day, week, month

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
comparison_time_frame.refresh_interval

<string>

Report refresh interval. It can be one of: min,
5mins, 15mins, hour, 6hours, day, week, month.

Optional; Values: min, 5mins, 15mins,
hour, 6hours, day, week, month




ReportTemplateSpec.sections[TMSection].

Type of time frame. Can be one of: last_min,
last_5mins, last_15mins, last_hour, last_6hours,

Optional; Values: last_min, last_5mins,
last_15mins, last_hour, last_6hours,
last_12hours, last_day, last_week,

widgets[TMWidget].criteria. <string> last_12hours, last_day, last_week, last_month, last month. previous hour
comparison_time_frame.type previous_hour, previous_day, previous_week, = P = !
) previous_day, previous_week,
previous_month. .
- previous_month

ReportTemplateSpec.sections[TMSection]. <array of
widgets[TMWidget].criteria. <ob'e};t>> CBQos Classes. Optional
cbgos_classes 4

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> Object representing a CBQoS class. Optional
cbqos_classes[CCBQOSCLASS]

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> CBQoS class id. Optional
cbqos_classes[CCBQOSCLASS].id

R%zg:fs#hzﬁfggst?Sc?icttelz(r)ir;st[)gnsgsescsgopne]. <string> Autonomous System Scope. Optional; Values: ALL, PRIVATE, PUBLIC

ReportTemplateSpec.sections[TMSection]. <array of
widgets[TMWidget].criteria. <ob'e};t>> Watched group pairs. Optional
host_group_pairs 4

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> One CHostGroupPair object. Optional
host_group_pairs[CHostGroupPair]

ReportTemplateSpec.sections[TMSection].

:g:geg;tfgmv,\)lﬁ?s?tc]ﬁ;gfgguppair]_ <object> Server host group specification.
server N

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . .
host_group,_pairs[CHostGroupPairl. <string> Host group name. Optional
server.name

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. .
host_group_pairs[CHostGroupPair]. <number> Host group ID. Optional
server.group_id

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . . .
hos? group pai?s[CHostGroupPair]. <object> Client host group specification.
client N

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . .
host_group_pairs[CHostGroupPair]. <string> Host group name. Optional
client.name

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. .
host_group, pairsICHostGroupPairl. <number> Host group ID. Optional
client.group_id

. . WAN group used in WAN Optimization widgets.

Re;ﬁzrterf;lﬁf)l\z%?gpsaScerictte'?igsaggse:;fn]' <string> Can be one of '/WAN?', '/WAN/Optimized', Optional

9 getl: ’ -group '/WAN/Non-optimized'.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> Traffic expression. Optional
traffic_expression

ReportTemplateSpec.sections[TMSection]. L . .
widgets[TMWidget].criteria. <string> zgllat inbound/outbound or received/transmitted Optional
split_direction ’

ReportTemplateSpec.sections[TMSection]. . . .
widgets[TMWidget].criteria. <string> Irr;cI:rcie successful requests in active directory Optional
include_successes port.

ReportTemplate_’Spec.seFtlo_ns[TMSectlon]. . Indicates if the widget time frame was overridden .
widgets[TMWidget].criteria. <string> . 7 Optional
time overridden with the template time frame values.

ReportTemplateSpec.sections[TMSection]. T .
widgets[TMWidget].criteria. <string> Elat?n;?;jelzast;?g]swhether to include WAN non Optional
include_non_optimized_sites P ’

ReportTemplateSpec.sections[TMSection]. <array of . .
widgets[TMWidget].criteria.columns <number>> List of column ID. Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.columns <number> Column ID. Optional
[item]

ReportTemplateSpec.sections[TMSection]. -
widgets[TMWidget].criteria. <string> \Cl\ilg:;:hed combination of hosts, host groups and Optional
hosts_groups_cidrs ’

ReportTemplateSpec.sections[TMSection]. <array of ) .
widgets[TMWidget].criteria.bgpas_pairs <object>> Autonomous System Pairs. Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair]

<object>

Pair of Autonomous Systems.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].server

<object>

Object representing a server Autonomous
System.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].server.id

<number>

Autonomous System Number.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].server.name

<string>

Autonomous System Name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].client

<object>

Object representing a client Autonomous System.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].client.id

<number>

Autonomous System Number.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.bgpas_pairs
[CBGPASPair].client.name

<string>

Autonomous System Name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers

<array of
<object>>

Watched combinations of applications and
servers.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer]

<object>

One CApplicationServer object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].app

<object>

Application specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].app.id

<number>

Application id.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].app.code

<string>

Application code.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].app.name

<string>

Application name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].app.tunneled

<string>

Flag: is the application tunneled.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].server

<object>

Server specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].server.mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].server.ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_servers
[CApplicationServer].server.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.devices

<array of
<object>>

Watched devices.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.devices
[CDevice]

<object>

One CDevice object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.devices
[CDevicel.ipaddr

<string>

Device IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.devices
[CDevicel.name

<string>

Device name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports

<array of
<object>>

Watched combinations of applications and ports.

Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort]

<object>

One CApplicationPort object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
port.port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
port.protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
port.name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app

<object>

Application specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app.id

<number>

Application id.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app.code

<string>

Application code.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app.name

<string>

Application name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
application_ports[CApplicationPort].
app.tunneled

<string>

Flag: is the application tunneled.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.mplsexpbits

<array of
<object>>

Watched MPLSEXPBITs.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.mplsexpbits
[CMPLSEXPBIT]

<object>

One CMPLSEXPBIT object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.mplsexpbits
[CMPLSEXPBIT].traffic_class

<string>

MPLSEXPBIT traffic class name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.mplsexpbits
[CMPLSEXPBIT].exp_bit

<number>

MPLSEXP Bit.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
include_failures

<string>

Include failed requests in active directory report.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
bgpas_host_groups

<array of
<object>>

List of Autonomous System and Host Group.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
bgpas_host_groups[CBGPASHostGroup]

<object>

Object representing Autonomous System and
Host Group.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

host_group

<object>

Object representing a Host Group.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

host_group.name

<string>

Host group name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

host_group.group_id

<number>

Host group ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

bgpas

<object>

Object representing a Autonomous System.




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

bgpas.id

<number>

Autonomous System Number.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

bgpas_host_groups[CBGPASHostGroup].

bgpas.name

<string>

Autonomous System Name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports

<array of
<object>>

Watched combinations of host pairs and ports.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort]

<object>

One CHostPairPort object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].port.
port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].port.
protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].port.
name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].server

<object>

Server host specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].server.
mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].server.
ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].server.
name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].client

<object>

Client host specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].client.
mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].client.
ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].client.
name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
dscp_interfaces

<array of
<object>>

Watched combinations of DSCPs and interfaces.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
dscp_interfaces[CDSCPInterface]

<object>

One CDSCPInterface object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
dscp_interfaces[CDSCPInterfacel.
interface

<object>

Interface specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
dscp_interfaces[CDSCPInterface].
interface.ipaddr

<string>

Interface IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
dscp_interfaces[CDSCPInterfacel.
interface.name

<string>

Interface name.

Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.

dscp_interfaces|CDSCPInterface] <number> Interface index. Optional
interface.ifindex
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> DSCP specification.
dscp_interfaces[CDSCPInterface].dscp
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. , .
dscp_interfaces[CDSCPInterface].dscp. <string> DSCP name. Optional
name
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . .
dscp, interfaces|CDSCPInterface].dscp. <number> DSCP code point. Optional
code_point
ReportTemplateSpec.sections[TMSection]. <array of )
widgets[TMWidget].criteria.bgpas <object>> Autonomous System. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.bgpas <object> Object representing a Autonomous System. Optional
[CBGPAS]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.bgpas <number> Autonomous System Number. Optional
[CBGPAS].id
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.bgpas <string> Autonomous System Name. Optional
[CBGPAS].name
R&\’;\L/)izgxs?l'pl\flé\ilﬁgg:tc]'Sé?ictzsir;st[mesircefﬁgl. <object> Widget time frame specification. Optional
ReportTemplateSpec.sections[TMSection]. Report data resolution. It can be one of: flow, Obtional: Values: flow. min, 5mins
widgets[TMWidget].criteria.time_frame. <string> 1min, 5min, 15min, hour, 6hour, day, week, ptional; 0 ! ' !
. 15mins, hour, 6hours, day, week, month
data_resolution month.
ReportTemp/athpec.se;tlo_ns[_TMSectlon]. ; Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
widgets[TMWidget].criteria.time_frame. <string> } .
refresh interval - 5mins, 15mins, hour, 6hours, day, week, month. | hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, gg??l.r;arlrii:llshljaesst: Iha;tj_rngls,tlaes;szrr‘glns,
ReportTemplateSpec.sections[TMSection]. last_5mins, last_15mins, last_hour, last_6hours, Iast_12houré last da ’Iast_week !
widgets[TMWidget].criteria.time_frame. <string> last_12hours, last_day, last_week, last_month, - - 1ast_day, - !
- = — — L= last_month, previous_hour,
type previous_hour, previous_day, previous_week, ] -
. previous_day, previous_week,
previous_month. .
- previous_month
ReportTemplateSpec.sections[TMSection]. . . )
widgets[TMWidget].criteria.service <object> Watched service. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.service. <string> Service name.
name
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.service. <number> Service ID. Optional
service_id
RE\;ﬁzg;’;ﬁzﬁfgg:aScerictté?igsiy;?tc;'On]' <number> Minimum severity filter for an event report. Optional
ReportTemplateSpec.sections[TMSection]. <string> Which host roles to include in a report Optional; Values: CLIENT_SERVER,
widgets[TMWidget].criteria.role 9 ('CLIENT_SERVER', 'CLIENT', 'SERVER'). CLIENT, SERVER
ReportTemplatt?Spec.seFtlo_ns[TMSectlon]. <array of List of event policies to include in an event .
widgets[TMWidget].criteria. ) Optional
event_policies <string>> report.
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> Event policy ID. Optional
event_policies[item]
ReportTemplateSpec.sections[TMSection]. <array of
widgets[TMWidget].criteria. <0b‘e};t>> Watched service locations. Optional
service_locations 4
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <object> One CServicelLocation object. Optional
service_locations[CServicelLocation]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> Service location name
service_locations[CServiceLocation]. 9 ’
name
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. . . . .
service locations[CServiceLocation]. <string> Service location ID. Optional
location_id
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria. <string> Case-insensitive usernames in an identity report. | Optional

case_insensitive




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_location

<object>

Watched service location.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_location.name

<string>

Service location name.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
service_location.location_id

<string>

Service location ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
include_backend_segments

<string>

Flag indicating whether to include back-end
segments.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_type

<string>

Host group type used.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports

<array of
<object>>

Watched combinations of host pairs, applications,
and ports.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]

<object>

One CHostPairAppPort object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
port.port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
port.protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
port.name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app

<object>

Application specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app.id

<number>

Application id.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app.code

<string>

Application code.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app.name

<string>

Application name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
app.tunneled

<string>

Flag: is the application tunneled.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server

<object>

Server host specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server.mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server.ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client

<object>

Client host specification.




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client.mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client.ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.users

<array of
<object>>

Watched users.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.users
[CUser]

<object>

One CUser object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.users
[CUser].name

<string>

Active Directory user name.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.sort_desc

<string>

Sorting direction (true for descending, false for
ascending).

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.sort_column

<number>

Sorting column ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports

<array of
<object>>

Watched combinations of host groups pairs and
ports.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort]

<object>

One CHostGroupPairPort object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port

<object>

Port specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port.port

<number>

Port specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port.protocol

<number>

Protocol specification.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port.name

<string>

Protocol + port combination name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].server

<object>

Server host group specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].server.name

<string>

Host group name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].server.group_id

<number>

Host group ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].client

<object>

Client host group specification.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].client.name

<string>

Host group name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].client.group_id

<number>

Host group ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
network_segments

<array of
<object>>

Watched network segments.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
network_segments[CNetworkSegment]

<object>

One CNetworkSegment object.

Optional




ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
network_segments[CNetworkSegment].src

<object>

Segment source.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].src.

ipaddr

<string>

Interface IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].src.

name

<string>

Interface name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].src.

ifindex

<number>

Interface index.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.
network_segments[CNetworkSegment].dst

<object>

Segment destination.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].dst.

ipaddr

<string>

Interface IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].dst.

name

<string>

Interface name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.

network_segments[CNetworkSegment].dst.

ifindex

<number>

Interface index.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts

<array of
<object>>

Watched hosts.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts
[CHost]

<object>

One CHost object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts
[CHost].mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts
[CHost].ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.hosts
[CHost].name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs

<array of
<object>>

Watched host pairs.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair]

<object>

One CHostPair object.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].server

<object>

Specification of the server host.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].server.mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].server.ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].server.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].client

<object>

Specification of the client host.

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].client.mac

<string>

Host MAC address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].client.ipaddr

<string>

Host IP address.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.host_pairs
[CHostPair].client.name

<string>

Host name.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.auto_update

<string>

Flag to enable updating daily top-n Line widgets.

Optional

ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].criteria.protocols

<array of
<object>>

Watched protocols.

Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.protocols
[CProtocol]

<object>

Object representing Protocol information.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.protocols
[CProtocoll.id

<number>

ID of the Protocol.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.protocols
[CProtocol].name

<string>

Name of the Protocol.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.centricity

<string>

Centricity used to run the report.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.limit

<number>

Maximum number of data rows in the report for

the widget.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.interfaces

<array of
<object>>

Watched interfaces.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.interfaces
[CInterface]

<object>

One Cinterface object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.interfaces
[CInterfacel.ipaddr

<string>

Interface IP address.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.interfaces
[CInterface].name

<string>

Interface name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.interfaces
[CInterface].ifindex

<number>

Interface index.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.host_groups

<array of
<object>>

Watched host groups.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.host_groups
[CHostGroup]

<object>

One CHostGroup object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.host_groups
[CHostGroup].name

<string>

Host group name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.host_groups
[CHostGroup].group_id

<number>

Host group ID.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.dscps

<array of
<object>>

Watched DSCPs.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.dscps
[CDSCP]

<object>

One CDSCP object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.dscps
[CDSCP].name

<string>

DSCP name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.dscps
[CDSCP].code_point

<number>

DSCP code point.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
applications

<array of
<object>>

Watched applications.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
applications[CApplication]

<object>

One CApplication object.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
applications[CApplication].id

<number>

Application id.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
applications[CApplication].code

<string>

Application code.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
applications[CApplication].name

<string>

Application name.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].criteria.
applications[CApplication].tunneled

<string>

Flag: is the application tunneled.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].title

<string>

Widget title.

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].attributes

<object>

Widget common attributes.

Optional

ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].attributes.
pan_zoomable

<string>

Flag making the graph interactive.

Optional




ReportTemplateSpec.sections[TMSection].

widgets[TMWidget].attributes. <string> Line scale for a line chart (can be: LINEAR, LOG). |Optional; Values: LINEAR, LOG
line_scale
ReportTemplateSpec.sections[TMSection]. What unit to use for formating traffic values CK)S\t(I-?ESl;p>|/§|l-:-J§S|:\4%rrY-?éSYgg|s-|LsKBITS'
widgets[TMWidget].attributes. <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, GBYTES' AUTOéITS AUTbBYTEé
format_bytes GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). ul PREF' ! !
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Flag showing images in a connection graph. Optional
show_images
ReportTemplateSpec.sections[TMSection]. <array of
widgets[TMWidget].attributes. <striny>> List of open node IDs for a tree widget. Optional
open_nodes 9
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> ID of an expanded nodes in a tree widget. Optional
open_nodes[item]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
line_style
Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,
ReportTemplateSpec.sections[TMSection]. <string> HORIZONTAL_CLISRV, VERTICAL_CLISRV, VERTICAL_CLISRV, HORIZONTAL_TREE,
widgets[TMWidget].attributes.layout 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,
RADIAL_TREE, SYMMETRIC). SYMMETRIC
ReportTemplateSpec.sections[TMSection]. . . .
widgets[ TMWidget].attributes.width <number> Widget width. Optional
ReportTemplateSpec.sections[TMSection]. . . .
widgets[TMWidget].attributes.height <number> Widget height. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Flag including the 'total' item in a pie chart. Optional
percent_of total
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Widget edge thickness. Optional
edge_thickness
ReportTemplateSpec.sections[TMSection]. ) . )
widgets[TMWidget].attributes. <string> Essf?sult host grouping type for displaying grouped Optional
display_host_group_type ’
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Flag: extending the Y-axis to zero. Optional
extend_to_zero
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Flag indicating if the widget is collapsible. Optional
collapsible
ReportTemplateSpec.sections[TMSection]. What unit to use for formating throughput values gg#gsaI;hzlsl[:_JSeSMIBBI;F?éSYgEIS_ILSKBITS,
widgets[TMWidget].attributes. <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, GBYTES’ AUTOlI?;ITS AUT’OBYTES'
format_through_bytes GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). ul PREFI ! !
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> High threshold on the chart (in bytes). Optional
high_threshold
Re\:ﬁzgers;l[?zll?l\ﬁlﬁgg:aSaetgilsztseg?:sii:%osn]. <number> Maximum number of items shown. Optional
ReportTemplateSpec.sections[TMSection]. How many columns the widget occupies in .
widgets[TMWidget].attributes.colspan <number> layout. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <string> Low threshold on the chart (in bytes). Optional
low_threshold
ReportTemplateSpec.sections[TMSection]. . . .
widgets[TMWidget].attributes. <string> Flag aIIqwmg the user to reposition nodes in a Optional
moveable nodes connection graph.
R%zrtxsr#?hzﬁt?jp:é.sa?t::ilggilMSeCtlon]. <string> Bar chart orientation (can be: VERTICAL, Optional; Values: VERTICAL,
om0 : g HORIZONTAL). HORIZONTAL
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].attributes. <number> Flag adding modal links on a widget. Optional
modal_links
R?;\L/)izrgtg:sllefjl\flavﬁgg:tc]'.Sues(;t:ogtst[r-:—ll;/lustzgtlon]. <object> User-specific attributes. Optional
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag making the graph interactive. Optional
pan_zoomable
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Line scale for a line chart (can be: LINEAR, LOG). |Optional; Values: LINEAR, LOG

line_scale




ReportTemplateSpec.sections[TMSection].

What unit to use for formating traffic values

Optional; Values: BITS, BYTES, KBITS,
KBYTES, MBITS, MBYTES, GBITS,

widgets[TMWidget].user_attributes. <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES,
format_bytes GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). SIB‘:’-FI;ESF AUTOBITS, AUTOBYTES,
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag showing images in a connection graph. Optional
show_images
ReportTemplateSpec.sections[TMSection]. <array of
widgets[TMWidget].user_attributes. ay List of open node IDs for a tree widget. Optional
<string>>
open_nodes
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> ID of an expanded nodes in a tree widget. Optional
open_nodes[item]
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
line_style
. . Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRV,
Rf',\‘,’i‘;r Zfs’["Tpl\fl‘:,@Ei’jp:t‘]'i"jsztfgft[rm"ustzgt'°”]‘ etinos HORIZONTAL_CLISRV, VERTICAL_CLISRV, VERTICAL_CLISRV, HORIZONTAL TREE,
la ogut getl. - ! 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,
Y RADIAL_TREE, SYMMETRIC). SYMMETRIC
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <number> Widget width. Optional
width
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <number> Widget height. Optional
height
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag including the 'total' item in a pie chart. Optional
percent_of_total
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Widget edge thickness. Optional
edge_thickness
ReportTemplateSpec.sections[TMSection]. ) . )
widgets[TMWidget].user_attributes. <string> Egsf?sult host grouping type for displaying grouped Optional
display_host_group_type ’
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag: extending the Y-axis to zero. Optional
extend_to_zero
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Flag indicating if the widget is collapsible. Optional
collapsible
ReportTemplateSpec.sections[TMSection]. What unit to use for formating throughput values ggil‘?gsaI;hzlsl[:_JSeSMIBBI;F?éSYgEIS_ILSKBITS,
widgets[TMWidget].user_attributes. <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, GBYTES’ AUTOlI?;ITS AUT’OBYTES'
format_through_bytes GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). ul PREFI ! !
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> High threshold on the chart (in bytes). Optional
high_threshold
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <number> Maximum number of items shown. Optional
n_items
ReportTemplateSpec.sections[TMSection]. . I
widgets[TMWidget].user_attributes. <number> :—;O\guTany columns the widget occupies in Optional
colspan yout.
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <string> Low threshold on the chart (in bytes). Optional
low_threshold
ReportTemplateSpec.sections[TMSection]. ) . ’
widgets[TMWidget].user_attributes. <string> Flag allqwmg the user to reposition nodes in a Optional
connection graph.
moveable_nodes
Rf',\’,’i‘;r Zfs’["Tpl\mEifp:t‘]'ies‘;tfgft[rm"ustzgt'°”]' etinoe Bar chart orientation (can be: VERTICAL, Optional; Values: VERTICAL,
dgets] getl.user_ : g HORIZONTAL). HORIZONTAL
orientation
ReportTemplateSpec.sections[TMSection].
widgets[TMWidget].user_attributes. <number> Flag adding modal links on a widget. Optional
modal_links
ReportTemplateSpec.sections[TMSection]. . ) ) e s .
widgets[TMWidget].timestamp <string> Widget time stamp specification. Optional
Repor_tTer(ip/ateSpec,sectlons[TMSectlon]. <number> Section ID.
section_id
ReportTemplateSpec.sections[TMSection]. <array of Internal section layout. Optional
layout <object>>
ReportTemp/ateSpec.sectlons[TMSectlon]. <object> One horizontal line of widgets. Optional
layout[TMFlowLine]
ReportTemplateSpec.sections[TMSection]. <array of . Lo .
layout[TMFlowLine].flow_items <object>> List of line items. Optional




ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].flow_items <object> Object replesenting one layout item. Optional
[TMFlowltem]

ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].flow_items <number> Widget ID. Optional
[TMFlowltem].id

ReportTemplateSpec.sections[TMSection].

layout[TMFlowLine].attributes <object> List of line attributes. Optional
ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].attributes. <string> Flag allowing wrapping. Optional
wrappable
ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].attributes. <string> Flag representing width of the layout line. Optional

full_width

ReportTemplateSpec.sections[TMSection].
layout[TMFlowLine].attributes. <string> Item spacing between widgets. Optional
item_spacing

ReportTemplateSpec.public_folder_id <string> Reference to Public Folder ID. Optional
ReportTemplateSpec.img <object> Images associaled with the template. Optional
ReportTemplateSpec.img.thumbnail <object> A thumbnail-size image for the report template. Optional
ReportTemplateSpec.img.thumbnail.src <string> Relative URL of an image.
ReportTemplateSpec.img.full <object> A full-size image for the report template. Optional
ReportTemplateSpec.img.full.src <string> Relative URL of an image.

Reporting: List categories

Get a list of categories that this version of the API supports.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

JSON
L 1
0 :
© "id": string,
i "name": string 1
& :
] !
. Example: ‘
0 :
. !
: "id": idx", :
| "name": "index" ‘
S :
. !
: "id": "key", :
i "name": "key" i
& :
N 3

Property Name Type Description Notes
) <array of . .

Categories <object>> List of categories.

Categories[Category] <object> Object representing a category. Optional

Categories|Category].id <string> ID of a category. To be used in the API.

Categories|Categoryl.name <string> Human-readable name of a category.

Reporting: Create a report containing current dashboard data



Create a report containing current dashboard data.

Authorization
This request requires authorization.

Request Body
Do not provide a request body.

Response Body
On success, the server does not provide any body in the responses.

Reporting: Get user attributes

Get user-specific template attributes.

Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

. "pan_zoomable": string, i
' "line_scale": string,
. "format_bytes": string, i
' "show_images": string,
. "open_nodes": [ 1
. string
. :
' "line_style": string,
. "layout": string, i
¢ "width": number, 3
. "height": number, i
' "percent_of total": string,
. "edge_thickness": string, i
. “display_host_group_type": string,
. "extend_to_zero": string, ‘
. "collapsible": string,
. "format_through_bytes": string, i
' "high_threshold": string,
. "n_items": number, ‘
. "colspan": number,
. "low_threshold": string, ‘
' "moveable_nodes": string,
. "orientation": string, i
' "modal_links": number

}
Example:
[1
Property Name Type Description Notes
TMWidgetAttributes <object> Set of widget attributes.
TMWidgetAttributes.pan_zoomable <string> Flag making the graph interactive. Optional
TMWidgetAttributes.line_scale <string> Line scale for a line chart (can be: LINEAR, LOG). Optional; Values: LINEAR, LOG
What unit to use for formating traffic values (BITS, | Optional; Values: BITS, BYTES, KBITS,
TMWidgetAttributes.format_bytes <string> BYTES, KBITS, KBYTES, MBITS, MBYTES, GBITS, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). AUTOBITS, AUTOBYTES, UI_PREF
TMWidgetAttributes.show_images <string> Flag showing images in a connection graph. Optional
TMWidgetAttributes.open_nodes <array of List of open node IDs for a tree widget. Optional
<string>>
TMWidgetAttributes.open_nodes[item] <string> ID of an expanded nodes in a tree widget. Optional
TMWidgetAttributes.line_style <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED




Connection graph layout type (can be:
HORIZONTAL_CLISRV, VERTICAL_CLISRV,

Optional; Values: HORIZONTAL_CLISRYV,
VERTICAL_CLISRV, HORIZONTAL_TREE,

TMWidgetAttributes layout <string> HORIZONTAL_TREE, VERTICAL_TREE, RADIAL_TREE, | VERTICAL_TREE, RADIAL_TREE,
SYMMETRIC). SYMMETRIC
TMWidgetAttributes.width <number> Widget width. Optional
TMWidgetAttributes.height <number> Widget height. Optional
TMWidgetAttributes.percent_of_total <string> Flag including the 'total' item in a pie chart. Optional
TMWidgetAttributes.edge_thickness <string> Widget edge thickness. Optional
Tﬂél:ﬂs/gcllgj_t,:étsrt/f;/rtsjb_type <string> Es;‘?su.lt host grouping type for displaying grouped Optional
TMWidgetAttributes.extend_to_zero <string> Flag: extending the Y-axis to zero. Optional
TMWidgetAttributes.collapsible <string> Flag indicating if the widget is collapsible. Optional
What unit to use for formating throughput values Optional; Values: BITS, BYTES, KBITS,
TMWidgetAttributes.format_through_bytes | <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). | AUTOBITS, AUTOBYTES, Ul_PREF
TMWidgetAttributes.high_threshold <string> High threshold on the chart (in bytes). Optional
TMWidgetAttributes.n_items <number> Maximum number of items shown. Optional
TMWidgetAttributes.colspan <number> How many columns the widget occupies in layout. | Optional
TMWidgetAttributes.low_threshold <string> Low threshold on the chart (in bytes). Optional
TMWidgetAttributes.moveable_nodes <string> El)ar?nzgg\g;ngrtalieser to reposition nodes in a Optional
TMWidgetAttributes.orientation <string> agchI;grlfl‘l? Ar‘iLe)rjtation (can be: VERTICAL, ggﬂ?;gk_}/:tues; VERTICAL,
TMWidgetAttributes.modal_links <number> Flag adding modal links on a widget. Optional

Reporting: Get all folders for this user

Manage dashboard folders.

Authorization

This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

Example:
[
{
"name": "Public Dashboards",
"children": [
{

"name": "public_D2",

"tree_type": "PUBLIC",
"owner": 1,

"shared": "Public",
"report_template_id": 1480,
"id": "1001",

"description": ""

"name": "public_D1",

"tree_type": "PUBLIC",
"owner": 1,

"shared": "Public",
"report_template_id": 1479,
"id": "1000",

"description": ""

1
"node_type": "FOLDER",
"tree_type": "PUBLIC",
"owner": 0,

"id": "public-root"

’

-

"node_type": "REPORT_TEMPLATE",

"node_type": "REPORT_TEMPLATE",



1
"name": "My Dashboards",
"children": [
{
"name": "a",
"children": [
{
"name": "private_D1",
"node_type": "REPORT_TEMPLATE",
"tree_type": "PRIVATE",
"owner": 1,
"shared": "Private",
"report_template_id": 1481,
"id": "1004",
"description": ""

’

-~

"name": "private_D2",
"node_type": "REPORT_TEMPLATE",
"tree_type": "PRIVATE",

"owner": 1,

"shared": "Private”,
"report_template_id": 1482,

"id": "1005",

"description": ""

’

-~

"name": "public_D1",

"node_type": "REPORT_TEMPLATE",
"tree_type": "PRIVATE",

"owner": 1,

"shared": "Public",
"report_template_id": 1479,

"id": "1002",

"description": ""

’

~—

"name": "public_D2",
"node_type": "REPORT_TEMPLATE",
"tree_type": "PRIVATE",
"owner": 1,
"shared": "Public",
"report_template_id": 1480,
"id": "1003",
"description": ""
}
1
"node_type": "FOLDER",
"tree_type": "PRIVATE",
"owner": 1,
"id": "1008"
}
I
"node_type": "FOLDER",
"tree_type": "PRIVATE",
"owner": 1,
"id": "private-root.u.1"

}
{
"name": "Shared with Me",
"children": [
{

"name": "shared_D1",
"node_type": "REPORT_TEMPLATE",
"tree_type": "SHARED",
"owner": 53,
"shared": "Users",
"report_template_id": 1483,
"id": "1006",
"description": ""
I
{
"name": "shared_D2",
"node_type": "REPORT_TEMPLATE",
"tree_type": "SHARED",
"owner": 53,
"shared": "Users",
"report_template_id": 1484,
"id": "1007",
"description": ""
}
I
"node_type": "FOLDER",
"tree_type": "SHARED",
"owner": 1,
"id": "shared-root.u.1"



Property Name Type Description Notes
<array of
ReportTemplateFolders <Nodeltem>> Dashboard folders.
ReportTemplateFolderslitem] | <Nodeltem> One Folder object.
Reporting: List statictics
Get a list of statistics that this version of the API supports.
GET https://{device}/api/profiler/1.17/reporting/statistics
Authorization
This request requires authorization.
Response Body
On success, the server returns a response body with the following structure:
JSON
o 3
; "id": string, !
i "name": string i
& :
N 3
Example:
A ]
A 3
: Ilidll: Iltotll’ :
i "name": "total" i
L ]
A 3
: Ilidll: llavglI’ :
i "name": "average" ‘
C L ]
A |
: Ilidll: llmaXlI’ :
i "name": "max" i
Ch ]
A |
: Ilidll: llminII’ :
i "name": "min" i
Ch ]
A |
: Ilidll: llpekll’ :
i "name": "peak" i
& :
B 3
Property Name Type Description Notes
Statistics <array of List of statistics.
<object>>
Statistics[Statistic] <object> Object representing a statistic. Optional
Statistics| Statistic].id <string> ID of a statistic. To be used in the API.
Statistics[Statisticl.name <string> Human-readable name of a statistic.

Reporting: Create report synchronously

Generate a new report and get data in one operation.

Authorization
This request requires authorization.

Request Body



Provide a request body with the following structure:

"criteria": {
"traffic_expression": string,
"time_frame": {

"time_interval": string,
"resolution": string,
"end": number,
"expression": string,
"start": number,
"time_zone": string
I
"query": {
"ports": [
{
"port": number,
"protocol": number,
"name": string
}
L
"dscp_app_ports": [
{

; "port": {

"port": number,

i "protocol": number,
"name": string

3 bs

: "app": {

i "id": number,
“code": string,

‘ "name": string,
"tunneled": string

"dscp": {
"name": string,
"code_point": number

I
"port_groups": [
{
"name": string,
"group_id": number

I
"cbqos_classes": [

{

"id": string

}
L
"bgpasscope": string,
"host_group_pairs": [

"server": {
"name": string,
"group_id": number

+
"client": {
"name": string,
"group_id": number
}
}
I

"wan_group": string,
"traffic_expression": string,
"include_non_optimized_sites": string,
"columns": [

number
L
"sort_direction": string,
"bgpas_pairs": [

{

"server": {
"id": number,
"name": string
1o
"client": {
"id": number,
"name": string
}
}
1,
"application servers": [



{

"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string

+

"server": {

"mac": string,
"ipaddr": string,
"name": string

}

}
1,
"devices": [
{
"ipaddr": string,
"name": string
}
1,
"application_ports": [

"port": {
"port": number,
"protocol": number,
"name": string

Vo

"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string

}

}

L

"mplsexpbits": [

"traffic_class": string,
"exp_bit": number
}
Il
"bgpas_host_groups": [
{

"host_group": {
"name": string,
"group_id": number

"bgpas": {
"id": number,
"name": string
}
}
L
"host_pair_ports": [

"port": {

"port": number,
"protocol": number,
"name": string

Vo

"server": {

"mac": string,
"ipaddr": string,
"name": string

Yo

"client": {

"mac": string,
"ipaddr": string,
"name": string

I

}
I
"dscp_interfaces": [
{

"interface": {
"ipaddr": string,
"name": string,
"ifindex": number

}io

"dscp": {
"name": string,
"code_point": number
}
}
I
"bgpas": [
{



"id": number,
"name": string
}
Iy
"role": string,
"show_ttl": string,
"group_by": string,
"case_insensitive": string,
"switch_name": string,
"macs": string,
"host_group_type": string,
"host_pair_app_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
Vo
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
Vo
"server": {
"mac": string,
"ipaddr": string,
"name": string
}io
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
I
"direction": string,
"users": [
{
"name": string
}
I
"switch_ports": string,
"sort_column": number,
"host_group_pair_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
+
"server": {
"name": string,
"group_id": number
+
"client": {
"name": string,
"group_id": number
}
}
L
"network_segments": [
{
"src": {
"ipaddr": string,
"name": string,
"ifindex": number
I3
"dst": {
"ipaddr": string,
"name": string,
"ifindex": number
}
}
L
"macless_ports": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
L
"ignore_dhcp": string,
"host_pairs": [

"server": {



"mac": string,
"ipaddr": string,
"name": string
Vo
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
I
"area": string,
"protocols": [
{
"id": number,
"name": string
}
I
"group_dev_iface": string,
"centricity": string,
"limit": number,
"interfaces": [

"ipaddr": string,
"name": string,
"ifindex": number
}
I
"host_groups": [
{
"name": string,
"group_id": number

1,
"realm": string,
"dscps": [

{

"name": string,
"code_point": number
}
I
"applications": [

"id": number,
"code": string,
"name": string,
"tunneled": string
}
1
I
"network_type": string,
"queries": [
{
"ports": [
{
"port": number,
"protocol": number,
"name": string
}
1
"dscp_app_ports": [
{

"port": {
"port": number,
"protocol": number,
"name": string
h
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
b
"dscp": {
"name": string,
"code_point": number
}
}
15
"port_groups": [
{
"name": string,
"group_id": number
}
1
"cbqos_classes": [

NI, ki



1a . suiny

}
I
"bgpasscope": string,
"host_group_pairs": [

"server": {
"name": string,
"group_id": number

"client": {
"name": string,
"group_id": number

}
I
"wan_group": string,
"traffic_expression": string,

"include_non_optimized_sites": string,

"columns": [
number
1
"sort_direction": string,
"bgpas_pairs": [
{

"server": {
"id": number,
"name": string
1o
"client": {
"id": number,
"name": string
}
}
1
"application_servers": [
{
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
h
"server": {
"mac": string,
"ipaddr": string,
"name": string
}
}
I
"devices": [

"ipaddr": string,
"name": string
}
1
"application_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
h
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
}
}
I
"mplsexpbits": [
{
"traffic_class": string,
"exp_bit": number
}
I
"bgpas_host_groups": [
{

"host_group": {
"name": string,
"group_id": number

h

"bgpas": {

"id": number,
"name": string

}

1



J
I
"host_pair_ports": [
{
"port": {
"port": number,
"protocol": number,
"name": string
Do
"server": {
"mac": string,
"ipaddr": string,
"name": string
Do
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1

dscp_interfaces": [

"interface": {
"ipaddr": string,
"name": string,
"ifindex": number

b

"dscp": {

"name": string,
"code_point": number
}
}
1
"bgpas": [
{
"id": number,
"name": string
}

1

"role": string,

"show_ttl": string,

"group_by": string,

"case_insensitive": string,

"switch_name": string,

"macs": string,

"host_group_type": string,

"host_pair_app_ports": [

{

"port": {
"port": number,
"protocol": number,
"name": string
Do
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
Do
"server": {
"mac": string,
"ipaddr": string,
"name": string
2
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
L
"direction": string,
"users": [
{
"name": string
}
I
"switch_ports": string,
"sort_column": number,
"host_group_pair_ports": [

"port": {
"port": number,
"protocol": number,
"name": string

h

"server": {



"name": ;tring,
"group_id": number

"client": {
"name": string,
"group_id": number

}
1
"network_segments": [
{
"src": {
"ipaddr": string,
"name": string,
"ifindex": number
h
"dst": {
"ipaddr": string,
"name": string,
"ifindex": number
}
}
1
"macless_ports": string,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
1
"ignore_dhcp": string,
"host_pairs": [
{
"server": {
"mac": string,
"ipaddr": string,
"name": string
bs
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"area": string,
"protocols": [

"id": number,
"name": string
}
1
"group_dev_iface": string,
"centricity": string,
"limit": number,
"interfaces": [
{
"ipaddr": string,
"name": string,
"ifindex": number
}
1

"host_groups": [

"name": string,
"group_id": number
}
I
"realm": string,
"dscps": [
{
"name": string,
"code_point": number
}
1
"applications": [
{
"id": number,
"code": string,
"name": string,
"tunneled": string

1
}
I
"deprecated": {



[prop]: string

"vni": string,
"fast_data_source": string,
"app_reduction": string
1o
"timeout": number,
"name": string,
"template_id": number

}

Example:
{
"template_id": 184,
"criteria": {
"time_frame": {
"end": 1404247682,
"resolution": "1min",
"start": 1404246782

I
"queries": [
"sort_column": 33,
"realm": "traffic_summary",
"group_by": "hos",
"limit": 1000,
"columns": [
5,
33
1
}
{
"realm": "traffic_time_series",
"columns": [
33 ‘
1 :
"applications": [ ‘
"name": "WEB" ‘
}, 1
{ 3
"name": "SSL" i
} 3
] ‘
} 3
Cd ;
‘ "realm": "traffic_overall_time_series", ‘
i "columns": [ :
i 33 i
: ] :
Ly 3
| :
i 3
& :
Property Name Type Description Notes
Reportinputs <object> Reportinputs object.
Reportinputs.criteria <object> Criteria neeed to run the report. Optional
Reportinputs.criteria.traffic_expression <string> Traffic expression. Optional
Reportinputs.criteria.time_frame <object> Time frame object. Optional
Report/.nputs.cnterla.tlme_frame. <string> '.I'|me |nterv.al pipe-separated string (example: Optional
time_interval last|1|hour').
Report data resolution. It can be one of: flow,
N 1min, 5min, 15min, hour, 6hour, day, week,
Reportinputs.criteria.time_frame. . e : . .
: - <string> month. If not specified a resolution will Optional
resolution . .
automatically be selected based on time frame of
the report.
Reportinputs.criteria.time_frame.end <number> Report end time (unix time). Optional
Report/npyts.cnterla.tlme_frame. <string> Traffic expression. Optional
expression
Reportinputs.criteria.time_frame.start <number> Report start time (unix time). Optional
Re,_uort/nputs.cnterla.tlme_frame. <string> Time zone name. Optional
time_zone
Reportinputs.criteria.query <object> Query object. Optional
. <array of . )
Reportinputs.criteria.query.ports <object>> Query ports. Can be one of GET /reporting/ports. Optional
Reportinputs.criteria.query.ports <object> One CProtoPort object. Optional

[CProtoPort]




Reportinputs.criteria.query.ports

[CProtoPort].port <number> Port specification. Optional
Re[’;cyt;'r’glgé)xi]c;trzzfc.grery.ports <number> Protocol specification. Optional
Reportinputs.criteria.query.ports . - )

[CProtoPort].name <string> Protocol + port combination name. Optional
Reportinputs.criteria.query. <array of Query dscp_app_ports. Can be one of GET )

) ) Optional
dscp_app_ports <object>> /reporting/dscp_app_ports.
RZizg/';‘;;ig?tt:[g%géirAybpport] <object> One CDSCPAppPort object. Optional
Reportinputs.criteria.query. i -

dscp_app. ports|CDSCPAppPort].port <object> Port specification.

Reportinputs.criteria.query. - .
dpscp al;p ports[CDgCPAyppPort].port.port <number> Port specification. Optional
Reportinputs.criteria.query.

dscp_app_ports[CDSCPAppPort].port. <number> Protocol specification. Optional

protocol
Reportinputs.criteria.query. y - )

dscp. app. portsICDSCPAppPort].port.name <string> Protocol + port combination name. Optional
Rzlgég/gﬁgtsp;gﬁt:[r(%géix;pporﬂ.app <object> Application specification.
Reportinputs.criteria.query. T .
dl;cp af)p portS[CDgCPAyppPort].app.id <number> Application id. Optional
RZ‘;ﬁ?ﬁﬁfﬁ;Zﬁ:{é?ﬁ%éﬁ%ppon]_app_code <string> Application code. Optional
Reportinputs.criteria.query. . —— )
dl;cp af)p ports[CDgCPAyppPort].app.name <string> Application name. Optional
Reportinputs.criteria.query.

dscp_app_ports[CDSCPAppPort].app. <string> Flag: is the application tunneled. Optional

tunneled
Reportinputs.criteria.query. . I

dscp_app_ portsICDSCPAppPort].dscp <object> DSCP specification.
Reportinputs.criteria.query. . .

dscp_app_ports[CDSCPAppPort].dscp.name <string> DSCP name. Optional
Reportinputs.criteria.query.

dscp_app_ports[CDSCPAppPort].dscp. <number> DSCP code point. Optional

code_point

o <array of Query port_groups. Can be one of GET .

Reportinputs.criteria.query.port_groups <object>> Jreporting/port._groups. Optional
Re[*/éggtrlgé)z)rj.pc]ntena.query.port_groups <object> One CPortGroup object. Optional
Reportinputs.criteria.query.port_groups ., .

[CPortGroup].name <string> Name of the port group. Optional
Reportinputs.criteria.query.port_groups )

[CPortGroupl.group. id <number> ID of the port group. Optional
Reportinputs.criteria.query. <array of .

cbqos_classes <object>> Query CBQoS classes. Optional
Rii‘;ré/snﬁgr:‘szztgrégg%esrggsS] <object> Object representing a CBQoS class. Optional
Reportinputs.criteria.query. . . )

c'%qos lc)lasses[CCBgOSélLASS].id <string> CBQoS class id. Optional
Reportinputs.criteria.query.bgpasscope <string> Query autonomous system scope. Optional; Values: ALL, PRIVATE, PUBLIC
Reportinputs.criteria.query. <array of Query host_group_pairs. Can be one of GET Obtional

host_group_pairs <object>> /reporting/host_group_pairs. P
Ri’g ZrtugfolﬁgCpr‘l-zti?g[?:ﬂzi;élroupPair] <object> One CHostGroupPair object. Optional
Reportinputs.criteria.query.

host_group_pairs[CHostGroupPair]. <object> Server host group specification.

server
Reportinputs.criteria.query.

host_group_pairs[CHostGroupPair]. <string> Host group name. Optional

server.name
Reportinputs.criteria.query.

host_group_pairs[CHostGroupPair]. <number> Host group ID. Optional

server.group_id
Reportinputs.criteria.query.

host_group_pairs[CHostGroupPair]. <object> Client host group specification.

client
Reportinputs.criteria.query.

host_group_pairs[CHostGroupPair]. <string> Host group name. Optional

client.name




Reportinputs.criteria.query.

host_group_pairs[CHostGroupPair]. <number> Host group ID. Optional
client.group_id
Reportinputs.criteria.query.wan_group <string> Sﬁgg /V\)IV/:\Al\':lgroup. Can be any Interface Group Optional
Reportinputs.criteria.query. ) : e ) . .
traffic_expression <string> Query-specific traffic expression. Optional
Reportinputs.criteria.query. . Query include non-optimized. Include non- .
include_non_optimized_sites <string> optimized sites in a WAN query. Optional
Reportinputs.criteria.query.columns <array of Query lcolumns. Can be many of GET Optional
<number>> /reporting/columns.
Re[’ﬁgi/fputs.cntena.query.columns <number> Query column. Optional
Reportinputs.criteria.quer Query sort direction. Can be one of ASC, DESC.
s/cj)rt difecti'on -query. <string> ASC will return bottom talkers. DESC will return Optional; Values: ASC, DESC
- top talkers (default).

- . <array of . .
Reportinputs.criteria.query.bgpas_pairs <object>> Query autonomous system pairs. Optional
Reportinputs.criteria.query.bgpas_pairs <object> Pair of Autonomous Systems Optional

[CBGPASPair] ’
Reportinputs.criteria.query.bgpas_pairs i . .
[CBGPASPair].server <object> Object representing a server Autonomous System.
Reportinputs.criteria.query.bgpas_pairs <number> Autonomous System Number Optional
[CBGPASPair].server.id ’
Reportinputs.criteria.query.bgpas_pairs . .
[CBGPASPair].server.name <string> Autonomous System Name. Optional
Reportinputs.criteria.query.bgpas_pairs . . ) )
[CBGPASPair].client <object> Object representing a client Autonomous System.
Reportinputs.criteria.query.bgpas_pairs <number> Autonomous System Number Optional
[CBGPASPair].client.id ’
Reportinputs.criteria.query.bgpas_pairs <string> Autonomous System Name Optional
[CBGPASPair].client.name !
Reportinputs.criteria.query. <array of Query application_servers. Can be one of GET Optional
application_servers <object>> /reporting/application_servers. P
Reportinputs.criteria.query.
application_servers <object> One CApplicationServer object. Optional
[CApplicationServer]
Reportinputs.criteria.query.
application_servers <object> Application specification.
[CApplicationServer].app
Reportinputs.criteria.query.
application_servers <number> Application id. Optional
[CApplicationServer].app.id
Reportinputs.criteria.query.
application_servers <string> Application code. Optional
[CApplicationServer].app.code
Reportinputs.criteria.query.
application_servers <string> Application name. Optional
[CApplicationServer].app.name
Reportinputs.criteria.query.
application_servers <string> Flag: is the application tunneled. Optional
[CApplicationServer].app.tunneled
Reportinputs.criteria.query.
application_servers <object> Server specification.
[CApplicationServer].server
Reportinputs.criteria.query.
application_servers <string> Host MAC address. Optional
[CApplicationServer].server.mac
Reportinputs.criteria.query.
application_servers <string> Host IP address. Optional
[CApplicationServer].server.ipaddr
Reportinputs.criteria.query.
application_servers <string> Host name. Optional
[CApplicationServer].server.name

o . <array of Query devices. Can be one of GET .
Reportinputs.criteria.query.devices <object>> Jreporting/devices. Optional
Report//?puts.cnterla.query.dewces <object> One CDevice object. Optional

[CDevice]
Reportinputs.criteria.query.devices . . )
[CDevicel.ipaddr <string> Device IP address. Optional
Reportinputs.criteria.query.devices <string> Device name. Optional

[CDevicel.name




Reportinputs.criteria.query.
application_ports

<array of
<object>>

Query application_ports. Can be one of GET
/reporting/application_ports.

Optional

Reportinputs.criteria.query.
application_ports[CApplicationPort]

<object>

One CApplicationPort object.

Optional

Reportinputs.criteria.query.
application_ports[CApplicationPort].
port

<object>

Port specification.

Reportinputs.criteria.query.
application_ports[CApplicationPort].
port.port

<number>

Port specification.

Optional

Reportinputs.criteria.query.
application_ports[CApplicationPort].
port.protocol

<number>

Protocol specification.

Optional

Reportinputs.criteria.query.
application_ports[CApplicationPort].
port.name

<string>

Protocol + port combination name.

Optional

Reportinputs.criteria.query.
application_ports[CApplicationPort].
app

<object>

Application specification.

Reportinputs.criteria.query.
application_ports[CApplicationPort].
app.id

<number>

Application id.

Optional

Reportinputs.criteria.query.
application_ports[CApplicationPort].
app.code

<string>

Application code.

Optional

Reportinputs.criteria.query.
application_ports[CApplicationPort].
app.name

<string>

Application name.

Optional

Reportinputs.criteria.query.
application_ports[CApplicationPort].
app.tunneled

<string>

Flag: is the application tunneled.

Optional

Reportinputs.criteria.query.mplsexpbits

<array of
<object>>

Query mplsexpbits.

Optional

Reportinputs.criteria.query.mplsexpbits
[CMPLSEXPBIT]

<object>

One CMPLSEXPBIT object.

Optional

Reportinputs.criteria.query.mplsexpbits
[CMPLSEXPBIT].traffic_class

<string>

MPLSEXPBIT traffic class name.

Optional

Reportinputs.criteria.query.mplsexpbits
[CMPLSEXPBIT].exp_bit

<number>

MPLSEXP Bit.

Optional

Reportinputs.criteria.query.
bgpas_host_groups

<array of
<object>>

Query autonomous system and host group.

Optional

Reportinputs.criteria.query.
bgpas_host_groups[CBGPASHostGroup]

<object>

Object representing Autonomous System and Host
Group.

Optional

Reportinputs.criteria.query.

bgpas_host_groups[CBGPASHostGroup].

host_group

<object>

Object representing a Host Group.

Reportinputs.criteria.query.

bgpas_host_groups[CBGPASHostGroup].

host_group.name

<string>

Host group name.

Optional

Reportinputs.criteria.query.

bgpas_host_groups[CBGPASHostGroup].

host_group.group_id

<number>

Host group ID.

Optional

Reportinputs.criteria.query.

bgpas_host_groups[CBGPASHostGroup].

bgpas

<object>

Object representing a Autonomous System.

Reportinputs.criteria.query.

bgpas_host_groups[CBGPASHostGroup].

bgpas.id

<number>

Autonomous System Number.

Optional

Reportinputs.criteria.query.

bgpas_host_groups[CBGPASHostGroup].

bgpas.name

<string>

Autonomous System Name.

Optional

Reportinputs.criteria.query.
host_pair_ports

<array of
<object>>

Query host_pair_ports. Can be one of GET
/reporting/host_pair_ports.

Optional

Reportinputs.criteria.query.
host_pair_ports[CHostPairPort]

<object>

One CHostPairPort object.

Optional

Reportinputs.criteria.query.
host_pair_ports[CHostPairPort].port

<object>

Port specification.

Reportinputs.criteria.query.
host_pair_ports[CHostPairPort].port.
port

<number>

Port specification.

Optional

Reportinputs.criteria.query.
host_pair_ports[CHostPairPort].port.
protocol

<number>

Protocol specification.

Optional




Reportinputs.criteria.query.

host_pair_ports[CHostPairPort].port. <string> Protocol + port combination name. Optional
name
Reportinputs.criteria.query. § -
host_pair_ports[CHostPairPort].server <object> Server host specification.
Reportinputs.criteria.query.
host_pair_ports[CHostPairPort].server. <string> Host MAC address. Optional
mac
Reportinputs.criteria.query.
host_pair_ports[CHostPairPort].server. <string> Host IP address. Optional
ipaddr
Reportinputs.criteria.query.
host_pair_ports[CHostPairPort].server. <string> Host name. Optional
name
Reportinputs.criteria.query. i . T
host_pair_ports[CHostPairPort].client <object> Client host specification.
Reportinputs.criteria.query.
host_pair_ports[CHostPairPort].client. <string> Host MAC address. Optional
mac
Reportinputs.criteria.query.
host_pair_ports[CHostPairPort].client. <string> Host IP address. Optional
ipaddr
Reportinputs.criteria.query.
host_pair_ports[CHostPairPort].client. <string> Host name. Optional
name
Reportinputs.criteria.query. <array of Query dscp_interfaces. Can be one of GET Obtional
dscp_interfaces <object>> /reporting/dscp_interfaces. P
Reportinputs.criteria.query. i . .
dscp. interfaces[CDSCPInterface] <object> One CDSCPInterface object. Optional
Reportinputs.criteria.query.
dscp_interfaces[CDSCPInterface]. <object> Interface specification.
interface
Reportinputs.criteria.query.
dscp_interfaces[CDSCPInterfacel. <string> Interface IP address. Optional
interface.ipaddr
Reportinputs.criteria.query.
dscp_interfaces[CDSCPInterface]. <string> Interface name. Optional
interface.name
Reportinputs.criteria.query.
dscp_interfaces[CDSCPInterfacel. <number> Interface index. Optional
interface.ifindex
Reportinputs.criteria.query. . -
dscp_interfaces[CDSCPInterface].dscp <object> DSCP specification.
Reportinputs.criteria.query.
dscp_interfaces[CDSCPInterface].dscp. <string> DSCP name. Optional
name
Reportinputs.criteria.query.
dscp_interfaces[CDSCPInterface].dscp. <number> DSCP code point. Optional
code_point
- <array of )
Reportinputs.criteria.query.bgpas <object>> Query autonomous system. Optional
Reportinputs.criteria.query.bgpas i . . .
<object> Object representing a Autonomous System. Optional
[CBGPAS]
Reportinputs.criteria.query.bgpas )
[CBGPAS].id <number> Autonomous System Number. Optional
Reportinputs.criteria.query.bgpas . .
[CBGPAS].name <string> Autonomous System Name. Optional
Reportinputs.criteria.query.role <string> Query role. Can be one of /reporting/roles. Optional
Reportinputs.criteria.query.show_ttl <string> %tiemr;/tshow TTL. Only applicable to flow list report Optional
- ) Query group_by. Can be one of GET .
Reportinputs.criteria.query.group_by <string> Jreporting/group_bys. Optional
Report/@puts.c_rllterla.query. <string> Query user case |n§en5|t|y|_ty. Whe_ther to search Optional
case_insensitive for users in a case-insensitive fashion.
Reportinputs.criteria.query.switch_name <string> S::g switch name. Can be an IP address or a Optional
- . Query MAC addresses. Host MAC addresses, only .
Reportinputs.criteria.query.macs <string> apply to switch_port requests. Optional
- Query host group type. Required for "host group
Reportinputs.criteria.query. <string> (gro)" "host group pairs (gpp)" and "host group Optional
host_group_type R . " ;
pairs with ports (gpr)" queries.
Reportinputs.criteria.query. <array of Query host_pair_app_ports. Can be one of GET .
) ) . " Optional
host_pair_app_ports <object>> /reporting/host_pair_app_ports.




Reportinputs.criteria.query.

host_pair_app_ports|CHostPairAppPort] <object> One CHostPairAppPort object. Optional
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <object> Port specification.
port
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <number> Port specification. Optional
port.port
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <number> Protocol specification. Optional
port.protocol
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Protocol + port combination name. Optional
port.name
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <object> Application specification.
app
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <number> Application id. Optional
app.id
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Application code. Optional
app.code
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Application name. Optional
app.name
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Flag: is the application tunneled. Optional
app.tunneled
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <object> Server host specification.
server
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Host MAC address. Optional
server.mac
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Host IP address. Optional
server.ipaddr
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Host name. Optional
server.name
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <object> Client host specification.
client
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Host MAC address. Optional
client.mac
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Host IP address. Optional
client.ipaddr
Reportinputs.criteria.query.
host_pair_app_ports[CHostPairAppPort]. <string> Host name. Optional
client.name
- . . ) Query direction. Can be one of GET .
Reportinputs.criteria.query.direction <string> Jreporting/directions. Optional
. <array of Query time host users. Can be one of GET )
Reportinputs.criteria.query.users <object>> Jreporting/time host user. Optional
Reportinputs.criteria.query.users[CUser] <object> One CUser object. Optional
Reportinputs.criteria.query.users[CUser]. <string> Active Directory user name.
name
Reportinputs.criteria.query.switch_ports <string> Query switch ports. Switch port addresses. Optional
Reportinputs.criteria.query.sort_column <number> Query §ort column. Can be one of GET Optional
- /reporting/columns.
Reportinputs.criteria.query. <array of Query host_group_pair_ports. Can be one of GET )
. . . — - = Optional
host_group_pair_ports <object>> /reporting/host_group_pair_ports.
Reportinputs.criteria.query.
host_group_pair_ports <object> One CHostGroupPairPort object. Optional
[CHostGroupPairPort]
Reportinputs.criteria.query.
host_group_pair_ports <object> Port specification.
[CHostGroupPairPort].port
Reportinputs.criteria.query.
host_group_pair_ports <number> Port specification. Optional

[CHostGroupPairPort].port.port




Reportinputs.criteria.query.

host_group_pair_ports <number> Protocol specification. Optional
[CHostGroupPairPort].port.protocol

Reportinputs.criteria.query.
host_group_pair_ports <string> Protocol + port combination name. Optional
[CHostGroupPairPort].port.name

Reportinputs.criteria.query.
host_group_pair_ports <object> Server host group specification.
[CHostGroupPairPort].server

Reportinputs.criteria.query.
host_group_pair_ports <string> Host group name. Optional
[CHostGroupPairPort].server.name

Reportinputs.criteria.query.
host_group_pair_ports <number> Host group ID. Optional
[CHostGroupPairPort].server.group_id

Reportinputs.criteria.query.
host_group_pair_ports <object> Client host group specification.
[CHostGroupPairPort].client

Reportinputs.criteria.query.
host_group_pair_ports <string> Host group name. Optional
[CHostGroupPairPort].client.name

Reportinputs.criteria.query.
host_group_pair_ports <number> Host group ID. Optional
[CHostGroupPairPort].client.group_id

Reportinputs.criteria.query. <array of Query network_segments. Can be one of GET )

) . Optional

network_segments <object>> /reporting/network_segments.

Reportinputs.criteria.query. . . .
network_segments[CNetworkSegment] <object> One CNetworkSegment object. Optional

Reportinputs.criteria.query. i
network_segments[CNetworkSegment].src <object> Segment source.

Reportinputs.criteria.query.
network_segments[CNetworkSegment].src. | <string> Interface IP address. Optional
ipaddr

Reportinputs.criteria.query.
network_segments[CNetworkSegment].src. | <string> Interface name. Optional
name

Reportinputs.criteria.query.
network_segments[CNetworkSegment].src. | <number> Interface index. Optional
ifindex

Reportinputs.criteria.query. . N
network_segments[CNetworkSegment].dst <object> Segment destination.

Reportinputs.criteria.query.
network_segments[CNetworkSegment].dst. | <string> Interface IP address. Optional
ipaddr

Reportinputs.criteria.query.
network_segments[CNetworkSegment].dst. | <string> Interface name. Optional
name

Reportinputs.criteria.query.
network_segments[CNetworkSegment].dst. | <number> Interface index. Optional
ifindex

Reportinputs.criteria.query. <string> Query macless ports. Include switch ports without Optional
macless_ports a MAC address.

. <array of . )
Reportinputs.criteria.query.hosts <object>> Query hosts. Can be one of GET /reporting/hosts. | Optional
Reportinputs.criteria.query.hosts[CHost] <object> One CHost object. Optional
Rer’gzaygt/nputs.cnterla.query.hosts[CHost]. <string> Host MAC address. Optional
Rs:-port/npurs.cnterla.query.hosts[CHost]. <string> Host IP address. Optional

ipaddr
Reportinputs.criteria.query.hosts[CHost]. <string> Host name. Optional
name
- . ) Query ignore DHCP. Use only switch port polling .
Reportinputs.criteria.query.ignore_dhcp <string> for ARP Bindings. Optional
- . <array of Query host pairs. Can be one of GET .
Reportinputs.criteria.query.host_pairs <object>> Jreporting/host_pairs. Optional
Report/npu_ts.cnterla.query.host_palrs <object> One CHostPair object. Optional
[CHostPair]

Report/npu_ts.crlterla.query.host_palrs <object> Specification of the server host.
[CHostPair].server

Report/npu_ts.cnterla.query.host_palrs <string> Host MAC address. Optional
[CHostPair].server.mac

Reportinputs.criteria.query.host_pairs <string> Host IP address. Optional

[CHostPair].server.ipaddr




Reportinputs.criteria.query.host_pairs

[CHostPair].server.name <string> Host name. Optional
Reportinputs.criteria.query.host_pairs . - .
[CHostPair].client <object> Specification of the client host.
Reportinputs.criteria.query.host_pairs . )
[CHostPair].client.mac <string> Host MAC address. Optional
Reportinputs.criteria.query.host_pairs . .
[CHostPair].client.ipaddr <string> Host IP address. Optional
Reportinputs.criteria.query.host_pairs ) .
[CHostPair].client.name <string> Host name. Optional
Reportinputs.criteria.query.area <string> Query area. Can be one of GET /reporting/areas. Optional
Reportinputs.criteria.query.protocols :ZZ/?;;;’; /Qrgsg)r,'t?r:g/ts:gtlcs).c;:b be one of GET Optional
Reportinputs.criteria.query.protocols <object> Object representing Protocol information. Optional
[CProtocol]
Reportinputs.criteria.query.protacols <number> ID of the Protocol Optional
[CProtocol].id !
Reportinputs.criteria.query.protocols <string> Name of the Protocol Optional
[CProtocol].name '
Reportinputs.criteria.query. . Query host groups and/or devices and/or .
group_dev_iface <string> interfaces. Optional
o . . Query centricity. Can be one of GET )
Reportinputs.criteria.query.centricity <string> Jreporting/centricities. Optional
Reportinputs.criteria.query.limit <number> ?el::ﬁxed;tggfr::ﬁ}: hc:msulngorz)%mber of rows to be Optional
Reportinputs.criteria.query.interfaces :zgz}é t0>f> /?gsgtliz;ﬁ;?;cg? be one of GET Optional
Reportinputs.criteria.query.interfaces <object> One Clinterface object Optional
[Cinterface] '
Reportinputs.criteria.query.interfaces ; .
[Cinterface].ipaddr <string> Interface IP address. Optional
Reportinputs.criteria.query.interfaces <string> Interface name Optional
[CInterfacel.name ’
Reportinputs.criteria.query.interfaces <number> Interface index Optional
[Cinterfacel.ifindex '
Reportinputs.criteria.query.host_groups :ZZ.Z}; ;Z; ;)rzsgr,'t?nogsltﬁgsrtougr;zuf)? be one of GET Optional
Reportinputs.criteria.query.host_groups i . .
[CHostGroup] <object> One CHostGroup object. Optional
Reportinputs.criteria.query.host_groups . )
[CHostGroup].name <string> Host group name. Optional
Reportinputs.criteria.query.host_groups .
[CHostGroup].group, id <number> Host group ID. Optional
Reportinputs.criteria.query.realm <string> /Qr::?rl‘tirsg}:gs?naw: be one of GET
Reportinputs.criteria.query.dscps :ig‘?;tf> Query dscps. Can be one of GET /reporting/dscps. | Optional
Reportinputs.criteria.query.dscps[CDSCP] <object> One CDSCP object. Optional
Reportinputs.criteria.query.dscps[CDSCP]. <string> DSCP name Optional
name ’
Reportinputs.criteria.query.dscps[CDSCP]. <number> DSCP code point Optional
code_point :
Reportinputs.criteria.query.applications :ZZ.‘Z to>f> /QrgS(r))r/‘tzianpgp/lali)iﬁlizrafi.oi:n be one of GET Optional
Reportinputs.criteria.query.applications , - . .
[CApplication] <object> One CApplication object. Optional
Reportinputs.criteria.query.applications o .
[CApplication].id <number> Application id. Optional
Reportinputs.criteria.query.applications . — .
[CApplication].code <string> Application code. Optional
Reportinputs.criteria.query.applications . R .
[CApplication].name <string> Application name. Optional
Reportinputs.criteria.query.applications . . L )
[CApplication].tunneled <string> Flag: is the application tunneled. Optional
Reportinputs.criteria.network_type <string> CLOUD, AWS_VPC(deprecated, works as CLOUD), Il;igssRII(I:DALA!\_ISN\,Q;(IZ_ xitﬁm
VXLAN, PHYSICAL_TUNNEL_VXLAN. - -
<array of

Reportinputs.criteria.queries

<object>>

Array of Query objects.

Optional




Reportinputs.criteria.queries
[ReportQueryFilter]

<object>

Report Query.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].ports

<array of
<object>>

Query ports. Can be one of GET /reporting/ports.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].ports[CProtoPort]

<object>

One CProtoPort object.

Optional

Reportinputs.criteria.queries

[ReportQueryFilter].ports[CProtoPort].

port

<number>

Port specification.

Optional

Reportinputs.criteria.queries

[ReportQueryFilter].ports[CProtoPort].

protocol

<number>

Protocol specification.

Optional

Reportinputs.criteria.queries

[ReportQueryFilter].ports[CProtoPort].

name

<string>

Protocol + port combination name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports

<array of
<object>>

Query dscp_app_ports. Can be one of GET
/reporting/dscp_app_ports.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort]

<object>

One CDSCPAppPort object.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort].port

<object>

Port specification.

Reportinputs.criteria.queries
[ReportQueryFilter]l.dscp_app_ports
[CDSCPAppPort].port.port

<number>

Port specification.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort].port.protocol

<number>

Protocol specification.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter]l.dscp_app_ports
[CDSCPAppPort].port.name

<string>

Protocol + port combination name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort].app

<object>

Application specification.

Reportinputs.criteria.queries
[ReportQueryFilter]l.dscp_app_ports
[CDSCPAppPort].app.id

<number>

Application id.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort].app.code

<string>

Application code.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort].app.name

<string>

Application name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort].app.tunneled

<string>

Flag: is the application tunneled.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort].dscp

<object>

DSCP specification.

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort].dscp.name

<string>

DSCP name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_app_ports
[CDSCPAppPort].dscp.code_point

<number>

DSCP code point.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].port_groups

<array of
<object>>

Query port_groups. Can be one of GET
/reporting/port_groups.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].port_groups
[CPortGroup]

<object>

One CPortGroup object.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].port_groups
[CPortGroupl.name

<string>

Name of the port group.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].port_groups
[CPortGroup].group_id

<number>

ID of the port group.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].cbqos_classes

<array of
<object>>

Query CBQoS classes.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].cbqos_classes
[CCBQOSCLASS]

<object>

Object representing a CBQoS class.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].cbqos_classes
[CCBQOSCLASS].id

<string>

CBQosS class id.

Optional




Reportinputs.criteria.queries

[ReportQueryFilter].bgpasscope <string> Query autonomous system scope. Optional; Values: ALL, PRIVATE, PUBLIC
Reportinputs.criteria.queries <array of Query host_group_pairs. Can be one of GET Obtional
[ReportQueryFilter].host_group_pairs <object>> /reporting/host_group_pairs. P
Reportinputs.criteria.queries
[ReportQueryFilter].host_group_pairs <object> One CHostGroupPair object. Optional
[CHostGroupPair]
Reportinputs.criteria.queries
[ReportQueryFilter].host_group_pairs <object> Server host group specification.
[CHostGroupPair].server
Reportinputs.criteria.queries
[ReportQueryFilter].host_group_pairs <string> Host group name. Optional
[CHostGroupPair].server.name
Reportinputs.criteria.queries
[ReportQueryFilter].host_group_pairs <number> Host group ID. Optional
[CHostGroupPair].server.group_id
Reportinputs.criteria.queries
[ReportQueryFilter].host_group_pairs <object> Client host group specification.
[CHostGroupPair].client
Reportinputs.criteria.queries
[ReportQueryFilter].host_group_pairs <string> Host group name. Optional
[CHostGroupPair].client.name
Reportinputs.criteria.queries
[ReportQueryFilter].host_group_pairs <number> Host group ID. Optional
[CHostGroupPair].client.group_id
Reportinputs.criteria.queries . Query WAN group. Can be any Interface Group .
[ReportQueryFilterl.wan_group <string> under /WAN. Optional
Reportinputs.criteria.queries ; - e X . .
[ReportQueryFilter] traffic_expression <string> Query-specific traffic expression. Optional
Reportinputs.criteria.queries . e .
[ReportQueryFilter]. <string> ngry‘ |nc|ude n_on optimized. Include non Optional
X L . optimized sites in a WAN query.
include_non_optimized_sites
Reportinputs.criteria.queries <array of Query columns. Can be many of GET .
. . Optional
[ReportQueryFilter].columns <number>> /reporting/columns.
Reportinputs.criteria.queries .
[ReportQueryFilter].columnsitem] <number> Query column. Optional
Reportinputs.criteria.queries Query sort direction. Can be one of ASC, DESC.
P puts.criteria.q : . <string> ASC will return bottom talkers. DESC will return Optional; Values: ASC, DESC
[ReportQueryFilter].sort_direction
top talkers (default).
Reportinputs.criteria.queries <array of . )
[ReportQueryFilter].bgpas_pairs <object>> Query autonomous system pairs. Optional
Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_pairs <object> Pair of Autonomous Systems. Optional
[CBGPASPair]
Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_pairs <object> Object representing a server Autonomous System.
[CBGPASPair].server
Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_pairs <number> Autonomous System Number. Optional
[CBGPASPair].server.id
Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_pairs <string> Autonomous System Name. Optional
[CBGPASPair].server.name
Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_pairs <object> Object representing a client Autonomous System.
[CBGPASPair].client
Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_pairs <number> Autonomous System Number. Optional
[CBGPASPair].client.id
Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_pairs <string> Autonomous System Name. Optional
[CBGPASPair].client.name
Report/nputs.cntgrla.querles <array of Query application_servers. Can be one of GET .
[ReportQueryFilter]. . . N Optional
o <object>> /reporting/application_servers.
application_servers
Reportinputs.criteria.queries
[Report(_)ueryFllter]. <object> One CApplicationServer object. Optional
application_servers
[CApplicationServer]
Reportinputs.criteria.queries
[ReportQueryFilter]. <object> Application specification.

application_servers
[CApplicationServer].app




Reportinputs.criteria.queries
[ReportQueryFilter].
application_servers
[CApplicationServer].app.id

<number>

Application id.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
application_servers
[CApplicationServer].app.code

<string>

Application code.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
application_servers
[CApplicationServer].app.name

<string>

Application name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
application_servers
[CApplicationServerl.app.tunneled

<string>

Flag: is the application tunneled.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
application_servers
[CApplicationServer].server

<object>

Server specification.

Reportinputs.criteria.queries
[ReportQueryFilter].
application_servers
[CApplicationServer].server.mac

<string>

Host MAC address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
application_servers
[CApplicationServer].server.ipaddr

<string>

Host IP address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
application_servers
[CApplicationServer].server.name

<string>

Host name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].devices

<array of
<object>>

Query devices. Can be one of GET
/reporting/devices.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].devices[CDevice]

<object>

One CDevice object.

Optional

Reportinputs.criteria.queries

[ReportQueryFilter].devices[CDevicel.

ipaddr

<string>

Device IP address.

Optional

Reportinputs.criteria.queries

[ReportQueryFilter].devices[CDevice].

name

<string>

Device name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter]l.application_ports

<array of
<object>>

Query application_ports. Can be one of GET

/reporting/application_ports.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].application_ports
[CApplicationPort]

<object>

One CApplicationPort object.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].application_ports
[CApplicationPort].port

<object>

Port specification.

Reportinputs.criteria.queries
[ReportQueryFilter].application_ports
[CApplicationPort].port.port

<number>

Port specification.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].application_ports
[CApplicationPort].port.protocol

<number>

Protocol specification.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].application_ports
[CApplicationPort].port.name

<string>

Protocol + port combination name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].application_ports
[CApplicationPort].app

<object>

Application specification.

Reportinputs.criteria.queries
[ReportQueryFilter].application_ports
[CApplicationPort].app.id

<number>

Application id.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].application_ports
[CApplicationPort].app.code

<string>

Application code.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter]l.application_ports
[CApplicationPort].app.name

<string>

Application name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].application_ports
[CApplicationPort].app.tunneled

<string>

Flag: is the application tunneled.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].mplsexpbits

<array of
<object>>

Query mplsexpbits.

Optional




Reportinputs.criteria.queries
[ReportQueryFilter].mplsexpbits
[CMPLSEXPBIT]

<object>

One CMPLSEXPBIT object.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].mplsexpbits
[CMPLSEXPBIT].traffic_class

<string>

MPLSEXPBIT traffic class name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].mplsexpbits
[CMPLSEXPBIT].exp_bit

<number>

MPLSEXP Bit.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_host_groups

<array of
<object>>

Query autonomous system and host group.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_host_groups
[CBGPASHostGroup]

<object>

Object representing Autonomous System and Host

Group.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_host_groups
[CBGPASHostGroupl.host_group

<object>

Object representing a Host Group.

Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_host_groups
[CBGPASHostGroup].host_group.name

<string>

Host group name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_host_groups
[CBGPASHostGroupl.host_group.group_id

<number>

Host group ID.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_host_groups
[CBGPASHostGroup].bgpas

<object>

Object representing a Autonomous System.

Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_host_groups
[CBGPASHostGroup].bgpas.id

<number>

Autonomous System Number.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].bgpas_host_groups
[CBGPASHostGroup].bgpas.name

<string>

Autonomous System Name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports

<array of
<object>>

Query host_pair_ports. Can be one of GET
/reporting/host_pair_ports.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort]

<object>

One CHostPairPort object.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].port

<object>

Port specification.

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].port.port

<number>

Port specification.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].port.protocol

<number>

Protocol specification.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].port.name

<string>

Protocol + port combination name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].server

<object>

Server host specification.

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].server.mac

<string>

Host MAC address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].server.ipaddr

<string>

Host IP address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].server.name

<string>

Host name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].client

<object>

Client host specification.

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].client.mac

<string>

Host MAC address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].client.ipaddr

<string>

Host IP address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].host_pair_ports
[CHostPairPort].client.name

<string>

Host name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_interfaces

<array of
<object>>

Query dscp_interfaces. Can be one of GET
/reporting/dscp_interfaces.

Optional




Reportinputs.criteria.queries

[ReportQueryFilter]l.dscp_interfaces <object> One CDSCPInterface object. Optional
[CDSCPInterface]

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_interfaces <object> Interface specification.

[CDSCPInterface].interface

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_interfaces <string> Interface IP address. Optional
[CDSCPInterfacel.interface.ipaddr

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_interfaces <string> Interface name. Optional
[CDSCPInterfacel.interface.name

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_interfaces <number> Interface index. Optional
[CDSCPInterface].interface.ifindex

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_interfaces <object> DSCP specification.

[CDSCPInterfacel].dscp

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_interfaces <string> DSCP name. Optional
[CDSCPInterface].dscp.name

Reportinputs.criteria.queries
[ReportQueryFilter].dscp_interfaces <number> DSCP code point. Optional
[CDSCPInterface].dscp.code_point

Reportinputs.criteria.queries <array of )
[ReportQueryFilter].bgpas <object>> Query autonomous system. Optional

Reportinputs.criteria.queries i . . .
[ReportQueryFilter].bgpas|CBGPAS] <object> Object representing a Autonomous System. Optional

Reportinputs.criteria.queries -
[ReportQueryFilter].bgpas CBGPAS].id <number> Autonomous System Number. Optional

Reportinputs.criteria.queries <string> Autonomous System Name. Optional
[ReportQueryFilter].bgpas[CBGPAS].name

Reportinputs.criteria.queries . . .
[ReportQueryFilter].role <string> Query role. Can be one of /reporting/roles. Optional

Reportinputs.criteria.queries . Query show TTL. Only applicable to flow list report .
[ReportQueryFilter].show_ttl <string> format. Optional

Reportinputs.criteria.queries . Query group_by. Can be one of GET .
[ReportQueryFilter].group_by <string> Jreporting/group_bys. Optional

Reportinputs.criteria.queries . Query user case insensitivity. Whether to search .

) : " <string> : : - . Optional
[ReportQueryFilter].case_insensitive for users in a case-insensitive fashion.

Report/nputs.cntgna.que_rles <string> Query switch name. Can be an IP address or a Optional
[ReportQueryFilter].switch_name name.

Reportinputs.criteria.queries . Query MAC addresses. Host MAC addresses, only .
[ReportQueryFilter]l.macs <string> apply to switch_port requests. Optional

- . Query host group type. Required for "host group

Re[’ﬁzrtélzfgﬂifrgi?tllarthujsrtlesrou tvpe <string> (gro)" "host group pairs (gpp)" and "host group Optional

P Y ’ -group_typ pairs with ports (gpr)" queries.

Report/nputs.crltlerla.querles <array of Query host_pair_app_ports. Can be one of GET )
[ReportQueryFilter]. <object>> /reporting/host_pair_a orts Optional
host_pair_app_ports 4 P 9 —pair_app_p ’

Reportinputs.criteria.queries
[ReportQueryFilter]. <object> One CHostPairAppPort object. Optional
host_pair_app_ports[CHostPairAppPort]

Reportinputs.criteria.queries
[ReportQueryFilter]. i I
host_pair_app_ports[CHostPairAppPort]. <object> Port specification.
port

Reportinputs.criteria.queries
[ReportQueryFilter]. I .
host_pair app_ports{CHostPairAppPort]. <number> Port specification. Optional
port.port

Reportinputs.criteria.queries
[ReportQueryFilter]. e e .
host_pair_app._ports{CHostPairAppPort]. <number> Protocol specification. Optional
port.protocol

Reportinputs.criteria.queries
[ReportQueryFilter]. <string> Protocol + port combination name Optional
host_pair_app_ports[CHostPairAppPort]. 9 P ' P
port.name

Reportinputs.criteria.queries
[ReportQueryFilter]. <object> Application specification.

host_pair_app_ports[CHostPairAppPort].

app




Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

app.id

<number>

Application id.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

app.code

<string>

Application code.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

app.name

<string>

Application name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

app.tunneled

<string>

Flag: is the application tunneled.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

server

<object>

Server host specification.

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

server.mac

<string>

Host MAC address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

server.ipaddr

<string>

Host IP address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

server.name

<string>

Host name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

client

<object>

Client host specification.

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

client.mac

<string>

Host MAC address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

client.ipaddr

<string>

Host IP address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].

host_pair_app_ports[CHostPairAppPort].

client.name

<string>

Host name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].direction

<string>

Query direction. Can be one of GET
/reporting/directions.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter]l.users

<array of
<object>>

Query time host users. Can be one of GET
/reporting/time host user.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].users[CUser]

<object>

One CUser object.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].users[CUser].name

<string>

Active Directory user name.

Reportinputs.criteria.queries
[ReportQueryFilter].switch_ports

<string>

Query switch ports. Switch port addresses.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].sort_column

<number>

Query sort column. Can be one of GET
/reporting/columns.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports

<array of
<object>>

Query host_group_pair_ports. Can be one of GET
/reporting/host_group_pair_ports.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort]

<object>

One CHostGroupPairPort object.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].port

<object>

Port specification.

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].port.port

<number>

Port specification.

Optional




Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].port.protocol

<number>

Protocol specification.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].port.name

<string>

Protocol + port combination name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].server

<object>

Server host group specification.

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].server.name

<string>

Host group name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].server.group_id

<number>

Host group ID.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].client

<object>

Client host group specification.

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].client.name

<string>

Host group name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].
host_group_pair_ports
[CHostGroupPairPort].client.group_id

<number>

Host group ID.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments

<array of
<object>>

Query network_segments. Can be one of GET
/reporting/network_segments.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments
[CNetworkSegment]

<object>

One CNetworkSegment object.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments
[CNetworkSegment].src

<object>

Segment source.

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments
[CNetworkSegment].src.ipaddr

<string>

Interface IP address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments
[CNetworkSegment].src.name

<string>

Interface name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments
[CNetworkSegment].src.ifindex

<number>

Interface index.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments
[CNetworkSegment].dst

<object>

Segment destination.

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments
[CNetworkSegment].dst.ipaddr

<string>

Interface IP address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments
[CNetworkSegment].dst.name

<string>

Interface name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].network_segments
[CNetworkSegment].dst.ifindex

<number>

Interface index.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].macless_ports

<string>

Query macless ports. Include switch ports without
a MAC address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].hosts

<array of
<object>>

Query hosts. Can be one of GET /reporting/hosts.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].hosts[CHost]

<object>

One CHost object.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].hosts[CHost].mac

<string>

Host MAC address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].hosts[CHost].
ipaddr

<string>

Host IP address.

Optional

Reportinputs.criteria.queries
[ReportQueryFilter].hosts[CHost].name

<string>

Host name.

Optional

Reportinputs.criteria.queries
[ReportQueryFilterl.ignore_dhcp

<string>

Query ignore DHCP. Use only switch port polling
for ARP Bindings.

Optional




Reportinputs.criteria.queries

<array of

Query host pairs. Can be one of GET

[ReportQueryFilter].host_pairs <object>> /reporting/host_pairs. Optional
Reportinputs.criteria.queries
[ReportQueryFilter].host_pairs <object> One CHostPair object. Optional
[CHostPair]
Reportinputs.criteria.queries
[ReportQueryFilter].host_pairs <object> Specification of the server host.
[CHostPair].server
Reportinputs.criteria.queries
[ReportQueryFilter].host_pairs <string> Host MAC address. Optional
[CHostPair].server.mac
Reportinputs.criteria.queries
[ReportQueryFilter].host_pairs <string> Host IP address. Optional
[CHostPair].server.ipaddr
Reportinputs.criteria.queries
[ReportQueryFilter].host_pairs <string> Host name. Optional
[CHostPair].server.name
Reportinputs.criteria.queries
[ReportQueryFilter].host_pairs <object> Specification of the client host.
[CHostPair].client
Reportinputs.criteria.queries
[ReportQueryFilter]l.host_pairs <string> Host MAC address. Optional
[CHostPair].client.mac
Reportinputs.criteria.queries
[ReportQueryFilter].host_pairs <string> Host IP address. Optional
[CHostPair].client.ipaddr
Reportinputs.criteria.queries
[ReportQueryFilter].host_pairs <string> Host name. Optional
[CHostPair].client.name
Reportinputs.criteria.queries . ) .
[ReportQueryFilter].area <string> Query area. Can be one of GET /reporting/areas. Optional
Reportinputs.criteria.queries <array of Query protocols. Can be one of GET Optional
[ReportQueryFilter].protocols <object>> /reporting/protocols. P
Reportinputs.criteria.queries
[ReportQueryFilter].protocols <object> Object representing Protocol information. Optional
[CProtocol]
Reportinputs.criteria.queries
[ReportQueryFilter].protocols <number> ID of the Protocol. Optional
[CProtocol].id
Reportinputs.criteria.queries
[ReportQueryFilter].protocols <string> Name of the Protocol. Optional
[CProtocol].name
Reportinputs.criteria.queries . Query host groups and/or devices and/or )
[ReportQueryFilter].group_dev_iface <string> interfaces. Optional
Reportinputs.criteria.queries . Query centricity. Can be one of GET .
[ReportQueryFilter].centricity <string> /reporting/centricities. Optional
Reportinputs.criteria.queries <number> Query data limit. Maximum number of rows to be Optional
[ReportQueryFilter].limit returned. Default value: 10000. P
Reportinputs.criteria.queries <array of Query interfaces. Can be one of GET Obtional
[ReportQueryFilterl.interfaces <object>> /reporting/interfaces. P
Reportinputs.criteria.queries
[ReportQueryFilterl.interfaces <object> One Cinterface object. Optional
[Cinterface]
Reportinputs.criteria.queries
[ReportQueryFilterl.interfaces <string> Interface IP address. Optional
[CInterface].ipaddr
Reportinputs.criteria.queries
[ReportQueryFilterl.interfaces <string> Interface name. Optional
[CInterface].name
Reportinputs.criteria.queries
[ReportQueryFilter].interfaces <number> Interface index. Optional
[Cinterfacel.ifindex
Reportinputs.criteria.queries <array of Query host_groups. Can be one of GET Obtional
[ReportQueryFilter].host_groups <object>> /reporting/host_groups. P
Reportinputs.criteria.queries
[ReportQueryFilter].host_groups <object> One CHostGroup object. Optional
[CHostGroup]
Reportinputs.criteria.queries
[ReportQueryFilter].host_groups <string> Host group name. Optional
[CHostGroup].name
Reportinputs.criteria.queries
[ReportQueryFilter].host_groups <number> Host group ID. Optional
[CHostGroup].group_id
Reportinputs.criteria.queries <string> Query realm. Can be one of GET

[ReportQueryFilter].realm

/reporting/realms.




Reportinputs.criteria.queries <array of Query dscps. Can be one of GET /reporting/dscps. | Optional

[ReportQueryFilter].dscps <object>>
Reportinputs.criteria.queries i . .
[ReportQueryFilter].dscps[CDSCP] <object> One CDSCP object. Optional
Reportinputs.criteria.queries , .
[ReportQueryFilter].dscps[CDSCP].name <string> DSCP name. Optional
Reportinputs.criteria.queries
[ReportQueryFilter].dscps[CDSCP]. <number> DSCP code point. Optional
code_point
Reportinputs.criteria.queries <array of Query applications. Can be one of GET Obtional
[ReportQueryFilter].applications <object>> /reporting/applications. P

Reportinputs.criteria.queries
[ReportQueryFilter].applications <object> One CApplication object. Optional
[CApplication]

Reportinputs.criteria.queries
[ReportQueryFilter].applications <number> Application id. Optional
[CApplication].id

Reportinputs.criteria.queries
[ReportQueryFilter].applications <string> Application code. Optional
[CApplication].code

Reportinputs.criteria.queries
[ReportQueryFilter].applications <string> Application name. Optional
[CApplication].name

Reportinputs.criteria.queries
[ReportQueryFilter].applications <string> Flag: is the application tunneled. Optional
[CApplication].tunneled

Map with legacy criteria attributes that will not be

Reportinputs.criteria.deprecated <object> supported soon. Optional
Reportinputs.criteria.deprecated[prop] <string> ReportDeprecatedFilters map value. Optional
Reportinputs.criteria.vni <string> Specifies VNI, needed if network_type is VXLAN or Optional

PHYSICAL_TUNNEL_VXLAN.

Options to force using fast (pre-computed)
interfaces data. FORCE: force using only fast data.
Reportinputs.criteria.fast_data_source <string> ON: use fast data when possible, fallback to Optional; Values: FORCE, ON, OFF
slower traffic query. OFF: never use fast data. By
default it is ON.

Reportinputs.criteria.app_reduction <string> App reduction. Turn app reduction on or off. Optional

Used when doing POST to
/reporting/reports/synchronous. Timeout (# of
Reportinputs.timeout <number> seconds) to wait for the repot to complete, it the Optional
report does not complete the operation will return
and the client needs to wait for progress.

Reportinputs.name <string> Report name. Optional

Template ID. Can be one of GET

Reportinputs.template_id <number> Jreporting/templates.

Response Body
On success, the server returns a response body with the following structure:

JSON
{
"queries": [
{
"columns": [
{

"metric": string,
"cli_srv": string,
"'comparison_parameter": string,
"internal": string,
"id": number,
"strid": string,
"statistic": string,
"severity": string,
"role": string,
"category": string,
"name": string,
""comparison": string,
"sortable": string,
"type": string,
"direction": string,
"available": string,
"context": string,
"area": string,
"has_others": string,
"unit": string,
"name_type": string,

Womdalle ~diin



rawe [ suniy
}
1)
"granularities": [
string
1.
"actual_end_time": number,
"data": [
[
string
]
I
"data_size": number,
"totals": [
string
I
}
L
"info": {
"run_time": number,
"error_text": string,
"remaining_seconds": number,
"saved": string,
"id": number,
"status": string,
"percent": number,
"user_id": number,
"size": number,
"name": string,
"template_id": number

actual_start_time": number

}
}
Example:
"info": {
"status": "completed",
"user_id": 1,
"name": "

"percent": 100,
"template_id": 184,
"remaining_seconds": 0,
"run_time": 1404248112,
"saved": false,

"id": 4776,
"error_text": "",
"size": 68
+
"queries": [
{
"totals": [
"13468043.5906"
I
"data": [
[
"10.100.6.12",
"1772226.76458"
]’
[
"10.100.5.12",
"837179.645833"
1
Ik
"data_size": 2
+
{
"totals": [

"860123.88125",
"284051.471875"
I
"data": [
[
"1404246900",
"761145.883333",
"295159.5"
I
[
"1404246960",
"781774.483333",
"338582.75"
I
[
"1404247020",

"936568.983333",
"ANKRNRY



"1404247080",
"848997.183333",
"239956.016667"

"1404247140",
"966685.133333",
"289431.1"

"1404247200",
"782460.6",
"263017.35"

"1404247260",
"763241",
"283707.716667"

"1404247320",
"919111.183333",
"316550.666667"

"1404247380",
"868125.816667",
"328541.466667"

"1404247440",
"903302.883333",
"254661.683333"

"1404247500",
"997295.483333",
"287660.733333"

"1404247560",
"870767.5",
"310042.95"

"1404247620",
"855725",
"219515"

"1404247680",
"897158.466667",
"284758.483333"

"1404247740",
"738258.833333",
"274042.85"

"1404247800",
"871363.666667",
"318390.283333"
]
I
"data_size": 16

Iz
{

"totals": [
"6734084.61771"
1
"data": [
[
"1404246900",
"6504597.66667"
1;
[

"1404246960",
"6608432.01667"
I
[

"1404247020",
"6743953.4"
1.



[
"1404247080",
"6511449.36667"
I
[
"1404247140",
"7097525.13333"
I
[
"1404247200",
"6914061.36667"
I
[
"1404247260",
"6655675.9"
I
[
"1404247320",
"6891936.41667"
I
[
"1404247380",
"6774957.88333"
1
[
"1404247440",
"6849686.76667"
1
[
"1404247500",
"6860683.15"
1
[
"1404247560",
"6628106.46667"
I
[
"1404247620",
"6644355.31667"
I
[
"1404247680",
"6704957.16667"
I
[
"1404247740",
"6543321.96667"
I
[
"1404247800",
"6811653.9"
]
]

"data_size": 16

}
1
}
Property Name Type Description Notes
SynchronousReportinfo <object> Object representing report information.
. <array of . )
SynchronousReportinfo.queries <object>> Data for all queries. Optional
S}E,I;Ca/l;o;eoslflfsﬁp ortinfo.queries <object> Data for a query. Optional
SynchronousReportinfo.queries <array of Filter only these columns. Optional
[DataResults].columns <object>>

SynchronousReportinfo.queries . . .
}EDataResults]’iolumnsq[Column] <object> A column for reporting query. Optional

sjigzga;eiflfsﬁizl’g;fﬁggilrlje;n] metric <string> Column 'metric'. See 'reporting/metrics'.

SynchronousReportinfo.queries <string> Text flag indicating if the column is for the clients or
[DataResults].columns[Column].cli_srv 9 servers.

SynchronousReportinfo.queries
[DataResults].columns[Column]. <string> Parameter for column comparison.
comparison_parameter

SynchronousReportinfo.queries <string> Boolean flag indicating if the column is internal to
[DataResults].columns[Column].internal 9 the system.

SynchronousReportinfo.queries <number> System ID for the column. Used in the API.

[DataResults].columns[Column].id




SynchronousReportinfo.queries

String ID for the column. Not used by the API, but

[DataResults].columns[Column].strid <string> easier for the human user to see.
SynchronousReportinfo.queries
[DataResults].columns[Column]. <string> Column 'statistic'. See 'reporting/statistics'.
statistic
SynchronousReportinfo.queries . ) o ) . o
[DataResults].columns[Column].severity <string> Column 'severity'. See 'reporting/severities.
SynchronousReportinfo.queries . , , , . \
}EDataResults]iolumnscECqumn].role <string> Column 'role'. See 'reporting/roles'.
SynchronousReportinfo.queries . . . . . -
)EDataResults]’iolumnsq[Cqumn].category <string> Column 'category'. See 'reporting/categories'.
SynchronousReportinfo.queries <string> Column name. Format used for column names is
[DataResults].columns[Column].name 9 similar to the format used for column data.
SynchronousReportinfo.queries
[DataResults].columns[Column]. <string> Column ‘comparison’'. See 'reporting/comparisons'.
comparison
SynchronousReportinfo.queries <string> Boolean flag indicating if this data can be sorted on
[DataResults].columns[Column].sortable 9 this column when running the template.
SynchronousReportinfo.queries . \ . \
)EDataResults]’iolumns(}COIumn].type <string> Type of the column data. See 'reporting/types'.
SynchronousReportinfo.queries
[DataResults].columns[Column]. <string> Column 'direction'. See 'reporting/directions'.
direction
SynchronousReportinfo.queries Boolean flag indicating that the data for the column
[DataResults].columns[Column]. <string> is available without the need to re-run the
available template.
SynchronousReportinfo.queries <string> Internal flag used for formatting certain kinds of
[DataResults].columns[Column].context 9 data.
SynchronousReportinfo.queries . \ , , . ,
}EDataResults]’iolumns(EColumn].area <string> Column 'area'. See 'reporting/area’.
SynchronousReportinfo.queries ; Boolean flag indicating if the column's 'other' row
[DataResults].columns[Column]. <string>
has others can be computed.
SynchronousReportinfo.queries . P , . o
}EDataResults]iolumnSCECOIumn].unit <string> Column 'unit'. See 'reporting/units'.
SynchronousReportinfo.queries
[DataResults].columns[Column]. <string> Type of the column name. See 'reporting/types'.
name_type
SynchronousReportinfo.queries y \ , , . ,
}EDataResuIts]iolumnsq[Column].rate <string> Column 'rate'. See 'reporting/rates'.
SynchronousReportinfo.queries <array of Show info about actual granularities that served this Obtional
[DataResults].granularities <string>> data request. P
SynchronousReportinfo.queries ; . .
[DataResults].granularities[item] <string> Granularity. Optional
sﬁggzgo;eosﬁgi’;ocﬁzfoéqnlge';'iii‘e <number> Actual end time of the response data. Optional
. <array of
S)E/I;ca/l;o;eostﬁgi%oar:&/}nfaquerles <array of Two-dimensional data array. Optional
’ <string>>>
SynchronousReportinfo.queries <array of . ) )
[DataResults].data[Row] <string>> One row in the list of rows. Optional
SynchronousReportinfo.queries ) .
JEDataResuIts]l.?:iata[Roev][item] <string> One value datum. Optional
S)E’Egl;o;eos’flf;]”zjoa'gngiuer'es <number> Number of rows in the data array. Optional
SynchronousReportinfo.queries <array of . . )
[DataResults].totals <string>> Object representing a row of total values (totals). Optional
S)Egzl;o;eosﬁié]’lzgggﬁgrli]e]r'es <string> One total datum. Optional
S}Egzga;:sﬁiﬁg iﬁgfo';t‘;i”gfne <number> Actual start time of the response data. Optional
SynchronousReportinfo.info <object> Object representing report information.
SynchronousReportinfo.info.run_time <number> Time when the report was run (Unix time).
SynchronousReportinfo.info.error_text <string> A report can be completed with an error. Error Optional
- message may provide more detailed info.
Number of seconds remaining to run the report.
SynchronousReportinfo.info. <number> Even if this number is 0, the report may not yet be
remaining_seconds completed, so check 'status' to make sure what the
status is.
SynchronousReportinfo.info.saved <string> Boolean flag indicating if the report was saved.
SynchronousReportinfo.info.id <number> ID of the report. To be used in the API.




SynchronousReportinfo.info.status <string> Status of the report. Values: completed, running, waiting
SynchronousReportinfo.info.percent <number> Progress of the' report represented by percentage of
report completion.

SynchronousReportinfo.info.user_id <number> ID of the user who owns the report.
SynchronousReportinfo.info.size <number> Size of the report in kilobytes.

) . Name of the report. Could be given by a user or .
SynchronousReportinfo.info.name <string> automatically generated by the system. Optional
SynchronousReportinfo.info.template_id <number> ID of the template that the report is based on.

Reporting: Set section layout

Set the layout of widgets in a grid in the template section.

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

"flow_items": [

"id": number

i "attributes": { |
"wrappable": string,
‘ "full_width": string, ‘
“item_spacing": string

}
}
1
Example
(1
Property Name Type Description Notes
. <array of Object representing visual layout of widgets in a
TMFlowLines <object>> secion.
TMFlowLines[TMFlowLine] <object> One horizontal line of widgets. Optional
TMFlowLines[TMFlowLine].flow_items <aray of List of line items. Optional
<object>>
Tﬂ[/l_l{:ﬁ:récaizgli/lFIolene].row_ltems <object> Object replesenting one layout item. Optional
Tﬂ(ﬁﬁ:ﬁmﬁz{é}l’l}dﬂowune].flow_ltems <number> Widget ID. Optional
TMFlowLines[TMFlowLine].attributes | <object> List of line attributes. Optional
TMFlowLines|[TMFlowLine].attributes. <string> Flag allowing wrapping Optional
wrappable ’
Tﬂ;lj/lo\l:vviL(;rtfs[TMFIolene].attnbutes. <string> Flag representing width of the layout line. Optional
Tﬂiiglzqwié/;isiLgMFIolene].attrlbutes. <string> Item spacing between widgets. Optional

Response Body
On success, the server does not provide any body in the responses.

Reporting: List widgets

Get the widgets located in the template section.



Authorization
This request requires authorization.

Response Body
On success, the server returns a response body with the following structure:

"config": {
"datasource": string,
"visualization": string,
"widget_type": string

+

"widget_id": number,

"criteria": {
"compare_to": string,
"ports": [

{
"port": number,
"protocol": number,
"name": string
}
Il
"dscp_app_ports": [
{

i "port": {
"port": number,
i "protocol": number,
"name": string
3 },
: "app": {
i "id": number,
“"code": string,
i "name": string,
“"tunneled": string
3 },
: "dscp": {
i "name": string,
"code_point": number
3 }
: }
A
' "services": [
P
' "name": string,
"service_id": number
: }
L
i "protoports_groups": string,
"port_groups": [
: {
: "name": string,
"group_id": number
3 }
: L
1 "interfaces_groups_devices": string,
"comparison_time_frame": {
1 "data_resolution": string,
"refresh_interval": string,
‘ "type": string
Bo
"cbqos_classes": [

{

"id": string

}
I,
"bgpasscope": string,
"host_group_pairs": [

"server": {
"name": string,
"group_id": number
Vo
"client": {
"name": string,
"group_id": number
}
}
L
"wan_group": string,
"traffic_expression": string,



"split_direction": string,
"include_successes": string,
"time_overridden": string,
"include_non_optimized_sites": string,
"columns": [

number
Iy
"hosts_groups_cidrs": string,
"bgpas_pairs": [

{

"server": {
"id": number,
"name": string
Yo
"client": {
"id": number,
"name": string
}
}
1,
"application_servers": [
{
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
Yo
"server": {
"mac": string,
"ipaddr": string,
"name": string
}
}
I
"devices": [

"ipaddr": string,
"name": string
}
L
"application_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
+
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
}
}
L
"mplsexpbits": [
{
"traffic_class": string,
"exp_bit": number
}
I
"include_failures": string,
"bgpas_host_groups": [
{

"host_group": {
"name": string,
"group_id": number

Yo

"bgpas": {

"id": number,
"name": string
}
}
Iy
"host_pair_ports": [

"port": {
"port": number,
"protocol": number,
"name": string

Vo

"server": {
"mac": string,
"ipaddr": string,
"name": string

I3

Walimmsn. r



clernie g
"mac": string,
"ipaddr": string,
"name": string

}

}
L
"dscp_interfaces": [
{

"interface": {
"ipaddr": string,
"name": string,
"ifindex": number

+

"dscp": {
"name": string,
"code_point": number
}
}
I
"bgpas": [
{
"id": number,
"name": string
}
I
"time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
+
"service": {
"name": string,
"service_id": number
+
"severity": number,
"role": string,
"event_policies": [
string
L
"service_locations": [
{
"name": string,
"location_id": string
}
L
"case_insensitive": string,
"service_location": {
"name": string,
"location_id": string
+
"include_backend_segments"
"host_group_type": string,
"host_pair_app_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
I3
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
I3
"server": {
"mac": string,
"ipaddr": string,
"name": string
Vo
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1,
"users": [
{
"name": string
}
L
"sort_desc": string,
"sort_column": number,
"host_group_pair_ports": [

"nort"- [

: string,



[PST0 S
"port": number,
"protocol": number,
"name": string
+
"server": {
"name": string,
"group_id": number

"client": {
"name": string,
"group_id": number

}
I
"network_segments": [
{
"src": {
"ipaddr": string,
"name": string,
"ifindex": number
Vo
"dst": {
"ipaddr": string,
"name": string,
"ifindex": number
}
}
I
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
Iy
"host_pairs": [
{
"server": {
"mac": string,
"ipaddr": string,
"name": string
Vo
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
I
"auto_update": string,
"protocols": [

"id": number,
"name": string
}
I
"centricity": string,
"limit": number,
"interfaces": [

"ipaddr": string,
"name": string,
"ifindex": number
}
I
"host_groups": [
{
"name": string,
"group_id": number

I
"dscps": [
{
"name": string,
"code_point": number
}
I
"applications": [
{
"id": number,
"code": string,
"name": string,
"tunneled": string
}
1
}

"title": strina,



"attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [

string
L
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number

H

"user_attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [

string

I
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number

I

"timestamp": string

Example:
[

"title": "VolIP-RTP: Applications",
"timestamp": "1383141976.674383",
"criteria": {
"sort_column": 33,
"traffic_expression": "",
"limit": 100,
"columns": [
17,
33,
34,
757,
766,
781,
803
I
"centricity": "host",
"time_frame": {
"data_resolution": "15mins",
"type": "last_hour",
"refresh_interval": "15mins"
}
}
"attributes": {
"colspan": 2,
"n_items": 20,
"format_bytes": "UI_PREF"
Do
"config": {



"widget_type": "APPS",
"visualization": "TABLE",
"datasource": "TRAFFIC"

"widget_id": 1
}
1
Property Name Type Description Notes
TMWidgets <array of List of TMWidget objects.
<object>>
TMWidgets[TMWidget] <object> One TMWidget object. Optional
TMWidgets-TMWidget].config <object> Widget conf|gur§t|op: data source type, widget
type, and visualization type.
Values: TRAFFIC, WAN, SERVICE,
TMWidgets[TMWidget].config.datasource <string> Data source type. EVENTS, ACTIVE_DIRECTORY,
FDS_TRAFFIC
Values: TABLE, PIE, BAR, LINE,
TMWidgets[TMWidget].config.visualization <string> Visualization type. CONN_GRAPH, THREAT_FEED,
TREE_TABLE, INVISIBLE
Values: TRAFFIC_OVERALL,
TRAFFIC_OVERALL_CRTT, HOSTS,
PEER_HOSTS, PEER_HOST_GROUPS,
HOST_PAIRS_PORTS,
HOST_PAIRS_APP_PORTS, HOST_PAIRS,
HOST_GROUPS, HOST_GROUP_PAIRS,
HOST_GROUP_PAIR_PORTS, APPS,
APP_PORTS, SERVER_APPS, PORTS,
PORT_GROUPS, PROTOCOLS, DEVICES,
TMWidgets|TMWidget].config.widget_type <string> Widget type. INTERFACES, PREFERRED_INTERFACES,
NETWORK_SEGMENTS, DSCPS,
DSCP_APP_PORTS, DSCP_IFACES, BGPAS,
PEER_BGPAS, BGPAS_PAIRS,
BGPAS_HOST_GROUPS,
CURRENT_EVENTS, UNACKED_EVENTS,
THREAT_FEED, ACTIVE_DIRECTORY,
SERVICE_HEALTH, LOCATION_HEALTH,
SERVICE_HEALTH_MAP,
LOCATION_HEALTH_MAP
TMWidgets|TMWidget].widget_id <number> Internal widget ID within a dashboard. Optional
TMWidgets[TMWidget].criteria <object> Query criteria for the widget.
i . N . Flag to enable comparison feature for Bar, Table |Optional; Values: NONE, LAST_DAY,
TMWidgets|TMWidget].criteria.compare_to <string> and Line widgets. LAST WEEK, LAST 4WEEKS
X . o <array of .
TMWidgets[TMWidget].criteria.ports <object>> Watched ports. Optional
T/l[/lcl/g/rac’)gtzésé:tl\]/IWMget].crlterla.ports <object> One CProtoPort object. Optional
Tﬂ[/léﬂglggiigsg‘lr;l\]/l\;\l(;?tget].crlterla.ports <number> Port specification. Optional
Tﬂ[/l(l:/!;/g)gtiésé:tl\]ll\F/)Vrg:ltgoectoll.crlterla.ports <number> Protocol specification. Optional
Tﬂ[/lé/l;/ggﬁ;sgrl'tl\]/l\;\g(rir?:t].crlterla.ports <string> Protocol + port combination name. Optional
TMWidgets[TMWidget].criteria. <array of Watched combinations of DSCPs, applications, Obtional
dscp_app_ports <object>> and ports. p
Tﬂg?ggg:;;[?g\rltv;?gSts]g;:zz;;)rt] <object> One CDSCPAppPort object. Optional
TMWidgets[TMWidget].criteria. X I
dscp_app, ports[CDSCPAppPort].port <object> Port specification.
TMWidgetsITMWidget].criteria. e s .
dscp_app_ports|CDSCPAppPort].port.port <number> Port specification. Optional
TMWidgets[TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].port. <number> Protocol specification. Optional
protocol
lezzlgg:;;[?g\r/tvg[jgStslggngs;)rt] port.name <string> Protocol + port combination name. Optional
Tﬂgzlgg:;;[mﬂ?gSgtchzgsgm_app <object> Application specification.
TMWidgets|TMWidget].criteria. T .
dscp_app,_ports|CDSCPAppPort].app.id <number> Application id. Optional
TMWidgets[TMWidget].criteria. X N .
dscp_app_ports|CDSCPAppPort].app.code <string> Application code. Optional
TMWidgetslTMWidget].criteria. <string> Application name. Optional

dscp_app_ports[CDSCPAppPort].app.name




TMWidgets[TMWidget].criteria.

dscp_app_ports[CDSCPAppPort].app. <string> Flag: is the application tunneled. Optional
tunneled
TMWidgets[TMWidget].criteria. X I
dscp_app_ports|CDSCPAppPort].dscp <object> DSCP specification.
TMWidgets[TMWidget].criteria. . .
dscp. app._portsICDSCPAppPort].dscp.name <string> DSCP name. Optional
TMWidgets|TMWidget].criteria.
dscp_app_ports[CDSCPAppPort].dscp. <number> DSCP code point. Optional
code_point
TMWidgets|TMWidget].criteria.services <array or Watched services. Optional
<object>>
Tﬂrg/slggle;z[]‘rMWMget].crlterla.serwces <object> One CService object. Optional
TMWidgets|TMWidget].criteria.services . .
[CService].name <string> Service name.
Tﬂrgvslgglei'éz[]‘rg/le\;\\llli(igeeité.crlterla.serwces <number> Service ID. Optional
TMWidgets|TMWidget].criteria. . Watched combination of protocols, ports, .
<string> Optional
protoports_groups groups.

. ) o <array of .
TMWidgets|TMWidget].criteria.port_groups <object>> Watched port groups. Optional
T/l[/l(l:/l;/cc)frgtgtr_g'::\)lllw|dget].cr|ter|a.port_groups <object> One CPortGroup object. Optional
Tll(é/l;/ggtgtri[zgllvy]lgr?;t].crlterla.port_groups <string> Name of the port group. Optional
Tﬂ[/l(l:/l;/cc)frgtgl'iz:\)/llvglgoguept]i.grlterla.port_groups <number> ID of the port group. Optional
TMWidgets|TMWidget].criteria. . Watched combination of interfaces, groups, .

interfaces_groups_devices <string> devices. Optional
Tﬂz(?:qﬁiigwl;\gdeg?:;';réte”a' <object> Not used any more. Optional
TMWidgets[TMWidget].criteria. . Report da_ta resollutlon. It can be one of: flow, Optional; Values: flow, min, 5mins,
. R . <string> 1min, 5min, 15min, hour, 6hour, day, week, X
comparison_time_frame.data_resolution month 15mins, hour, 6hours, day, week, month
TMWidgets|TMWidget].criteria. <string> Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
comparison_time_frame.refresh_interval 9 5mins, 15mins, hour, 6hours, day, week, month. | hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, gztligarlrii:l/sahlj:sst: I[?;tj—rmlgls’tlaeﬁsz:gms’
TMWidgets|TMWidget].criteria. . last_Smins, last_L5mins, last_hour, last_6hours, Iast:12hours, Iasf_day, Iast:week,
) ; <string> last_12hours, last_day, last_week, last_month, .
comparison_time_frame.type ! ) . last_month, previous_hour,
previous_hour, previous_day, previous_week, ] -
. previous_day, previous_week,
previous_month. X
- previous_month
TMWidgets|TMWidget].criteria. <array of CBQoS Classes. Optional
cbgos_classes <object>>
Tﬂzmggecﬁ‘;[;—igggggggéﬂzﬂ <object> Object representing a CBQoS class. Optional
TMWidgets|TMWidget].criteria. . . .
cbqog cIasses[CgBQOSCLASS].id <string> CBQoS class id. Optional
TMWidgets[TMWidget].criteria.bgpasscope <string> Autonomous System Scope. Optional; Values: ALL, PRIVATE, PUBLIC
TMW/dgets[TMW]dget].crlterla. <array of Watched group pairs. Optional
host_group_pairs <object>>
Tl:g’gggg Er.gSLE;MpVe\zlilgs%gtl-]llc::sr;éerr(;i.pPair] <object> One CHostGroupPair object. Optional
TMWidgets|TMWidget].criteria.
host_group_pairs[CHostGroupPair]. <object> Server host group specification.
server
TMWidgets[TMWidget].criteria.
host_group_pairs[CHostGroupPair]. <string> Host group name. Optional
server.name
TMWidgets[TMWidget].criteria.
host_group_pairs[CHostGroupPair]. <number> Host group ID. Optional
server.group_id
TMWidgets[TMWidget].criteria.
host_group_pairs[CHostGroupPair]. <object> Client host group specification.
client
TMWidgets|TMWidget].criteria.
host_group_pairs[CHostGroupPair]. <string> Host group name. Optional
client.name
TMWidgets|TMWidget].criteria.
host_group_pairs[CHostGroupPair]. <number> Host group ID. Optional

client.group_id




WAN group used in WAN Optimization widgets.

TMWidgets[TMWidget].criteria.wan_group <string> Can be one of '/WAN', '/WAN/Optimized’, Optional
'/WAN/Non-optimized'.

TMW/c{gets[TMW]dget].crlterla. <string> Traffic expression. Optional
traffic_expression

TMWidgets|TMWidget].criteria. . Split inbound/outbound or received/transmitted .
split_direction <string> data. Optional

TMW/dgetslTMW|dget].crlterla. <string> Include successful requests in active directory Optional
include_successes report.

TMWidgets|TMWidget].criteria. <string> Indicates if the widget time frame was Obtional
time_overridden g overridden with the template time frame values. P

TMWidgets[TMWidget].criteria. ) Flag indicating whether to include WAN non .
. S : <string> S . Optional
include_non_optimized_sites optimized sites.

TMWidgets[TMWidget].criteria.columns <array of List of column ID. Optional

<number>>

TMW/dgets[TMW|dget].crlterla.cqumns <number> Column ID. Optional
[item]

TMWidgets[TMWidget].criteria. . Watched combination of hosts, host groups and .

) <string> ) Optional

hosts_groups_cidrs cidrs.

. . - . <array of . .
TMWidgets[TMWidget].criteria.bgpas_pairs <object>> Autonomous System Pairs. Optional
TMWidgets[TMWidget].criteria.bgpas_pairs i . .

[CBGPASPair] <object> Pair of Autonomous Systems. Optional
TMWidgets|TMWidget].criteria.bgpas_pairs <object> Object representing a server Autonomous
[CBGPASPair].server 4 System.
TMWidgets[TMWidget].criteria.bgpas_pairs .
[CBGPASPair].server.id <number> Autonomous System Number. Optional
TMWidgets|TMWidget].criteria.bgpas_pairs ; .
[CBGPASPair].server.name <string> Autonomous System Name. Optional
TMWidgets[TMWidget].criteria.bgpas_pairs <object> Object representing a client Autonomous
[CBGPASPair].client 4 System.
TMWidgets|TMWidget].criteria.bgpas_pairs .
[CBGPASPair].client.id <number> Autonomous System Number. Optional
TMWidgets[TMWidget].criteria.bgpas_pairs . .
[CBGPASPairl.client.name <string> Autonomous System Name. Optional
TMWidgets[TMWidget].criteria. <array of Watched combinations of applications and Obtional
application_servers <object>> servers. P
TMWidgets[TMWidget].criteria.
application_servers <object> One CApplicationServer object. Optional
[CApplicationServer]
TMWidgets|TMWidget].criteria.
application_servers <object> Application specification.
[CApplicationServerl.app
TMWidgets[TMWidget].criteria.
application_servers <number> Application id. Optional
[CApplicationServer].app.id
TMWidgets|TMWidget].criteria.
application_servers <string> Application code. Optional
[CApplicationServer].app.code
TMWidgets[TMWidget].criteria.
application_servers <string> Application name. Optional
[CApplicationServer].app.name
TMWidgets|TMWidget].criteria.
application_servers <string> Flag: is the application tunneled. Optional
[CApplicationServerl.app.tunneled
TMWidgets[TMWidget].criteria.
application_servers <object> Server specification.
[CApplicationServer].server
TMWidgets|TMWidget].criteria.
application_servers <string> Host MAC address. Optional
[CApplicationServer].server.mac
TMWidgets[TMWidget].criteria.
application_servers <string> Host IP address. Optional
[CApplicationServer].server.ipaddr
TMWidgets[TMWidget].criteria.
application_servers <string> Host name. Optional
[CApplicationServer].server.name
TMWidgets|TMWidget].criteria.devices <arrf.=iy of Watched devices. Optional
<object>>
TMwidgets{ TMWidget].criteria.devices <object> One CDevice object. Optional

[CDevice]




TMWidgets[TMWidget].criteria.devices

[CDevice].ipaddr <string> Device IP address. Optional

TMW/dggts[TMW|dget].crlterla.deV|ces <string> Device name. Optional
[CDevicel.name

TMW/qget_s[TMW|dget].crlterla. <array of Watched combinations of applications and ports. | Optional
application_ports <object>>

TMWidgetsTMWidget].criteria. <object> One CApplicationPort object. Optional
application_ports[CApplicationPort]

TMWidgets[TMWidget].criteria.
application_ports[CApplicationPort]. <object> Port specification.
port

TMWidgets|TMWidget].criteria.
application_ports[CApplicationPort]. <number> Port specification. Optional
port.port

TMWidgets[TMWidget].criteria.
application_ports[CApplicationPort]. <number> Protocol specification. Optional
port.protocol

TMWidgets|TMWidget].criteria.
application_ports[CApplicationPort]. <string> Protocol + port combination name. Optional
port.name

TMWidgets[TMWidget].criteria.
application_ports[CApplicationPort]. <object> Application specification.
app

TMWidgets|TMWidget].criteria.
application_ports[CApplicationPort]. <number> Application id. Optional
app.id

TMWidgets[TMWidget].criteria.
application_ports[CApplicationPort]. <string> Application code. Optional
app.code

TMWidgets|TMWidget].criteria.
application_ports[CApplicationPort]. <string> Application name. Optional
app.name

TMWidgets|TMWidget].criteria.
application_ports[CApplicationPort]. <string> Flag: is the application tunneled. Optional
app.tunneled

TMWidgets|TMWidget].criteria.mplsexpbits <array or Watched MPLSEXPBITSs. Optional

<object>>

TMWidgets|TMWidget].criteria.mplsexpbits . ) .
[CMPLSEXPBIT] <object> One CMPLSEXPBIT object. Optional

TMWidgets[TMWidget].criteria.mplsexpbits . ) .
[CMPLSEXPBIT].traffic_class <string> MPLSEXPBIT traffic class name. Optional

TMWidgets|TMWidget].criteria.mplsexpbits ) .
[CMPLSEXPBIT].exp, bit <number> MPLSEXP Bit. Optional

TMW/dgets['!'MW|dget].crlter|a. <string> Include failed requests in active directory report. | Optional
include_failures

TMWidgets TMWidget].criteria. <array of List of Autonomous System and Host Group. Optional
bgpas_host_groups <object>>

TMWidgets[TMWidget].criteria. . Object representing Autonomous System and .
bgpas_host_groups[CBGPASHostGroup] <object> Host Group. Optional

TMWidgets|TMWidget].criteria.
bgpas_host_groups[CBGPASHostGroup]. <object> Object representing a Host Group.
host_group

TMWidgets[TMWidget].criteria.
bgpas_host_groups[CBGPASHostGroup]. <string> Host group name. Optional
host_group.name

TMWidgets[TMWidget].criteria.
bgpas_host_groups[CBGPASHostGroup]. <number> Host group ID. Optional
host_group.group_id

TMWidgets[TMWidget].criteria.
bgpas_host_groups[CBGPASHostGroup]. <object> Object representing a Autonomous System.
bgpas

TMWidgets|TMWidget].criteria.
bgpas_host_groups[CBGPASHostGroup]. <number> Autonomous System Number. Optional
bgpas.id

TMWidgets[TMWidget].criteria.
bgpas_host_groups[CBGPASHostGroup]. <string> Autonomous System Name. Optional
bgpas.name

TMW/dgetls[TMW|dget].crlterla. <array or Watched combinations of host pairs and ports. Optional
host_pair_ports <object>>

TMWidgets[TMWidget].criteria. i . . .
host_pair_ports[CHostPairPort] <object> One CHostPairPort object. Optional

TMWidgetsiTMWidget].criteria. <object> Port specification.

host_pair_ports[CHostPairPort].port




TMWidgets[TMWidget].criteria.

host_pair_ports[CHostPairPort].port. <number> Port specification. Optional
port
TMWidgets|TMWidget].criteria.
host_pair_ports[CHostPairPort].port. <number> Protocol specification. Optional
protocol
TMWidgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].port. <string> Protocol + port combination name. Optional
name
TMWidgets|TMWidget].criteria. , -
host_pair_ports[CHostPairPort].server <object> Server host specification.
TMWidgets|TMWidget].criteria.
host_pair_ports[CHostPairPort].server. <string> Host MAC address. Optional
mac
TMWidgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].server. <string> Host IP address. Optional
ipaddr
TMWidgets|TMWidget].criteria.
host_pair_ports[CHostPairPort].server. <string> Host name. Optional
name
TMWidgets[TMWidget].criteria. X . e
host_pair_ports[CHostPairPort].client <object> Client host specification.
TMWidgets|TMWidget].criteria.
host_pair_ports[CHostPairPort].client. <string> Host MAC address. Optional
mac
TMWidgets[TMWidget].criteria.
host_pair_ports[CHostPairPort].client. <string> Host IP address. Optional
ipaddr
TMWidgets|TMWidget].criteria.
host_pair_ports[CHostPairPort].client. <string> Host name. Optional
name
TMW/dg_ets[TMW|dget].cr|ter|a. <arr§y of Watched combinations of DSCPs and interfaces. | Optional
dscp_interfaces <object>>
TMWidgets|TMWidget].criteria. . . .
dscp, interfaces|CDSCPInterface] <object> One CDSCPInterface object. Optional
TMWidgets|TMWidget].criteria.
dscp_interfaces[CDSCPInterface]. <object> Interface specification.
interface
TMWidgets|TMWidget].criteria.
dscp_interfaces[CDSCPInterfacel. <string> Interface IP address. Optional
interface.ipaddr
TMWidgets|TMWidget].criteria.
dscp_interfaces[CDSCPInterface]. <string> Interface name. Optional
interface.name
TMWidgets[TMWidget].criteria.
dscp_interfaces[CDSCPInterface]. <number> Interface index. Optional
interface.ifindex
TMWidgets[TMWidget].criteria. X I
dscp_interfaces[CDSCPInterface].dscp <object> DSCP specification.
TMWidgets[TMWidget].criteria.
dscp_interfaces[CDSCPInterface].dscp. <string> DSCP name. Optional
name
TMWidgets|TMWidget].criteria.
dscp_interfaces[CDSCPInterface].dscp. <number> DSCP code point. Optional
code_point
) . L <array of )
TMWidgets|TMWidget].criteria.bgpas <object>> Autonomous System. Optional
TMWidgets TMWidget].criteria.bgpas <object> Object representing a Autonomous System. Optional
[CBGPAS]
TMWidgets[TMWidget].criteria.bgpas .
[CBGPASL.id <number> Autonomous System Number. Optional
TMWidgets[TMWidget].criteria.bgpas . .
[CBGPAS].name <string> Autonomous System Name. Optional
TMWidgets|TMWidget].criteria.time_frame <object> Widget time frame specification. Optional
TMWidgets[TMWidget].criteria.time_frame. . Repor‘t da.ta resollutlon. It can be one of: flow, Optional; Values: flow, min, 5mins,
. - <string> 1min, 5min, 15min, hour, 6hour, day, week, X
data_resolution month 15mins, hour, 6hours, day, week, month
TMWidgets|TMWidget].criteria.time_frame. <string> Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
refresh_interval 9 5mins, 15mins, hour, 6hours, day, week, month. | hour, 6hours, day, week, month
. . . Optional; Values: last_min, last_5mins,
e e e o Bours, |25 151, et o, s Gnours
TMWidgets[TMWidget].criteria.time_frame. <string> Iast:12hours, Ia75t_day, Iast_v;eek, Iast_?nonth, last_12hours, last_day, last_week,

type

previous_hour, previous_day, previous_week,
previous_month.

last_month, previous_hour,
previous_day, previous_week,
previous_month




TMWidgets|TMWidget].criteria.service <object> Watched service. Optional
TMWidgets|TMWidget].criteria.service. . .
name <string> Service name.
T/lglg!:(/ai’geet%TMWMget].crlterla.serwce. <number> Service ID. Optional
TMWidgets|TMWidget].criteria.severity <number> Minimum severity filter for an event report. Optional
. ) - . Which host roles to include in a report Optional; Values: CLIENT_SERVER,
TMWidgets|TMWidget].criteria.role <string> (‘CLIENT SERVER', 'CLIENT", 'SERVER'). CLIENT, SERVER
TMWidgets|TMWidget].criteria. <array of List of event policies to include in an event Obtional
event_policies <string>> report. P
Tﬂgngigfglgﬁggt]]'cr'te”a' <string> Event policy ID. Optional
TMW/a.’gets[TM\ll\hdget].crlterla. <array of Watched service locations. Optional
service_locations <object>>
Tﬂgggf:tgl—rt\ilxIr?s%(e;tslécrcitsgfo.cation] <object> One CServicelLocation object. Optional
TMWidgets|TMWidget].criteria.
service_locations[CServiceLocation]. <string> Service location name.
name
TMWidgets[TMWidget].criteria.
service_locations[CServicelLocation]. <string> Service location ID. Optional
location_id
T/Zamgg%ii[:gt\?\l/'gget]'Cnter'a' <string> Case-insensitive usernames in an identity report. | Optional
Tﬂzgl:ﬁg:tlsgg/lt\ilzfget].crlterla. <object> Watched service location. Optional
T,Zg;‘?g:tﬂzgﬂtﬁfazaznter'a' <string> Service location name.
Tﬂzz:ﬁg:tfgcrzt\ilzf?oect;'t?;';eiréa' <string> Service location ID. Optional
TMWidgets|TMWidget].criteria. . Flag indicating whether to include back-end .
include_backend_segments <string> segments. Optional
T%gﬁg%if&p’xgggeﬂ'Cr'ter'a' <string> Host group type used. Optional
TMWidgets|TMWidget].criteria. <array of Watched combinations of host pairs, Obtional
host_pair_app_ports <object>> applications, and ports. P
Tﬂzgggizﬁsr[?pﬂzvIsgriggltllgilsa.irAppPort] <object> One CHostPairAppPort object. Optional
TMWidgets|TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <object> Port specification.
port
TMWidgets|TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <number> Port specification. Optional
port.port
TMWidgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <number> Protocol specification. Optional
port.protocol
TMWidgets|TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <string> Protocol + port combination name. Optional
port.name
TMWidgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <object> Application specification.
app
TMWidgets|TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <number> Application id. Optional
app.id
TMWidgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <string> Application code. Optional
app.code
TMWidgets|TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <string> Application name. Optional
app.name
TMWidgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <string> Flag: is the application tunneled. Optional
app.tunneled
TMWidgets|TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <object> Server host specification.
server
TMWidgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort]. <string> Host MAC address. Optional

server.mac




TMWidgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server.ipaddr

<string>

Host IP address.

Optional

TMWidgets|TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
server.name

<string>

Host name.

Optional

TMWidgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client

<object>

Client host specification.

TMWidgets|TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client.mac

<string>

Host MAC address.

Optional

TMWidgets|TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client.ipaddr

<string>

Host IP address.

Optional

TMWidgets[TMWidget].criteria.
host_pair_app_ports[CHostPairAppPort].
client.name

<string>

Host name.

Optional

TMWidgets[TMWidget].criteria.users

<array of
<object>>

Watched users.

Optional

TMWidgets[TMWidget].criteria.users
[CUser]

<object>

One CUser object.

Optional

TMWidgets[TMWidget].criteria.users
[CUser].name

<string>

Active Directory user name.

TMWidgets[TMWidget].criteria.sort_desc

<string>

Sorting direction (true for descending, false for
ascending).

Optional

TMWidgets[TMWidget].criteria.sort_column

<number>

Sorting column ID.

Optional

TMWidgets|TMWidget].criteria.
host_group_pair_ports

<array of
<object>>

Watched combinations of host groups pairs and
ports.

Optional

TMWidgets|TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort]

<object>

One CHostGroupPairPort object.

Optional

TMWidgets|TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port

<object>

Port specification.

TMWidgets| TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port.port

<number>

Port specification.

Optional

TMWidgets|TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port.protocol

<number>

Protocol specification.

Optional

TMWidgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].port.name

<string>

Protocol + port combination name.

Optional

TMWidgets|TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].server

<object>

Server host group specification.

TMWidgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].server.name

<string>

Host group name.

Optional

TMWidgets|TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].server.group_id

<number>

Host group ID.

Optional

TMWidgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].client

<object>

Client host group specification.

TMWidgets|TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].client.name

<string>

Host group name.

Optional

TMWidgets[TMWidget].criteria.
host_group_pair_ports
[CHostGroupPairPort].client.group_id

<number>

Host group ID.

Optional

TMWidgets[TMWidget].criteria.
network_segments

<array of
<object>>

Watched network segments.

Optional

TMWidgets[TMWidget].criteria.
network_segments[CNetworkSegment]

<object>

One CNetworkSegment object.

Optional

TMWidgets|TMWidget].criteria.
network_segments[CNetworkSegment].src

<object>

Segment source.

TMWidgets|TMWidget].criteria.

network_segments[CNetworkSegment].src.

ipaddr

<string>

Interface IP address.

Optional

TMWidgets|TMWidget].criteria.

network_segments[CNetworkSegment].src.

name

<string>

Interface name.

Optional




TMWidgets|TMWidget].criteria.

network_segments[CNetworkSegment].src. | <number> Interface index. Optional
ifindex
TMWidgets[TMWidget].criteria. X .
network_segments[CNetworkSegment].dst <object> Segment destination.
TMWidgets[TMWidget].criteria.
network_segments[CNetworkSegment].dst. | <string> Interface IP address. Optional
ipaddr
TMWidgets|TMWidget].criteria.
network_segments[CNetworkSegment].dst. | <string> Interface name. Optional
name
TMWidgets[TMWidget].criteria.
network_segments[CNetworkSegment].dst. | <number> Interface index. Optional
ifindex
TMWidgets[TMWidget].criteria.hosts <array of Watched hosts. Optional
<object>>
Tﬂr(mcgggts[TMW|dget].crlterla.hosts <object> One CHost object. Optional
Tﬂrg/ljggteiti[]‘l;l\c/Ideet].Crlterla-h05t5 <string> Host MAC address. Optional
Tﬂr(mcgggtisézzﬂt\‘l\rl|dget].crlterla.hosts <string> Host IP address. Optional
T/l(éﬂ/dggteiti[;'rl;ll\el\hdget].cnterla.hosts <string> Host name. Optional
) . - . <array of . )
TMWidgets[TMWidget].criteria.host_pairs <object>> Watched host pairs. Optional
Tll((m(ggte;;'rr]MWIdget].crlterla.host_palrs <object> One CHostPair object. Optional
Tﬂrcmggggg'rrll\i\;\cggft].cr|ter|a.host_palrs <object> Specification of the server host.
Tll(gvéggf;;;hi\é\cggfggltena.host_palrs <string> Host MAC address. Optional
Tﬂfl(mggf;:ﬁr]hi\;\lrlggfitg.actgg?rla.host_palrs <string> Host IP address. Optional
TMWidgets|TMWidget].criteria.host_pairs . .
[CHogtPair].servegr.name P <string> Host name. Optional
Tﬂ[/l(nggfpl'gﬁrll\/l\lli\léﬂget].crlterla.host_palrs <object> Specification of the client host.
Tﬂré/vkzggsyte;j:;wl\lli\gi?i];ntena.host_palrs <string> Host MAC address. Optional
Tﬂfl(mggte;:ﬁr]himﬂ??;]a.;z:ena.host_palrs <string> Host IP address. Optional
TMWidgetsTMWidget].criteria.host_pairs y .
[CHogtPair].cIien?.name P <string> Host name. Optional
TMWidgets|TMWidget].criteria.auto_update <string> Flag to enable updating daily top-n Line widgets. | Optional
. ) L <array of )
TMWidgets|TMWidget].criteria.protocols <object>> Watched protocols. Optional
T/l[/lé/l;/'%gﬁtc'sgl‘ll'MWMget].crlterla.protocols <object> Object representing Protocol information. Optional
Tﬂ[/lcl/l;/z)giilc'_z[l'll'l\illdW|dget].crlterla.protocols <number> ID of the Protocol. Optional
Tﬂ(g;/ggiilc'sgl‘ll'l:\;\lr;deget].crlterla.protocols <string> Name of the Protocol. Optional
TMWidgets[TMWidget].criteria.centricity <string> Centricity used to run the report. Optional
TMWidgets[TMWidget].criteria.limit <number> Maxmum number of data rows in the report for Optional
the widget.
TMWidgets|TMWidget].criteria.interfaces <array of Watched interfaces. Optional
<object>>
T/l(gréigs:;sc[z\/lwmget].crlterla.lnterfaces <object> One Cinterface object. Optional
T/l[/l(l:/ll/rgctfglil;sc['g;\lli\‘l)\gi%ft].crlterla.mterfaces <string> Interface IP address. Optional
T/l(é/l(:](zge]re’fgsg;\llr\]/\gigeet].crlterla.lnterfaces <string> Interface name. Optional
T/l[/l(l:/ll/rgctfglil;sc[zvli\;\ilrfjgeit].crlterla.mterfaces <number> Interface index. Optional
i . o <array of .
TMWidgets|TMWidget].criteria.host_groups <object>> Watched host groups. Optional
TMWidgets|TMWidget].criteria.host_groups <object> One CHostGroup object. Optional

[CHostGroup]




TMWidgets[TMWidget].criteria.host_groups

[CHostGroup].name <string> Host group name. Optional
Tﬂ[/lé/l/l_:ggsyte’el'fgl;l\;\]l\g?gjgl.ifjrlterla.host_groups <number> Host group ID. Optional
TMWidgetsTMWidget].criteria.dscps <array of Watched DSCPs. Optional

<object>>
Tﬂrggg%il]-s[TMW'dget]'Cr'ter'a'dSCpS <object> One CDSCP object. Optional
T/l[/lglgcsigil]'sggl\rtvt\?l|dget].crlterla.dscps <string> DSCP name. Optional
T/l(éﬂrjlcsi’gcil]'sgzll:\lgjoggsil.crlterla.dscps <number> DSCP code point. Optional
TMW/qget_s[TMW|dget].crlterla. <arrgy of Watched applications. Optional

applications <object>>
leggﬁgjésglﬂlXVAK:)%T;E];{::{B' <object> One CApplication object. Optional
TMWidgets[TMWidget].criteria. o .

appIigaticEns[CAp?)lic]ation].id <number> Application id. Optional
TMWidgets[TMWidget].criteria. . - .

appligationS[CAp?)Iication].code <string> Application code. Optional
TMWidgets[TMWidget].criteria. . - .

appIifaticEns[CAp?)lic]ation].name <string> Application name. Optional
T,Zggﬁg:éi[:l-g[XVAI(:)%?i?a.(t:ir::]lilti’nneled <string> Flag: is the application tunneled. Optional
TMWidgets|TMWidget].title <string> Widget title.

TMWidgets[TMWidget].attributes <object> Widget common attributes. Optional
Tﬂ;lglﬁdg:gi‘gl\b/ll\le}lldget].attrlbutes. <string> Flag making the graph interactive. Optional
Tﬂﬁmdg;;i[TMWMget].attnbutes. <string> Line scale for a line chart (can be: LINEAR, LOG). |Optional; Values: LINEAR, LOG
What unit to use for formating traffic values ’ . .
TMWidgetsITMWidget].attributes. ) (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, | OPtional; Values: BITS, BYTES, KBITS,
format_bytes <string> GBITS, GBYTES, AUTOBITS, AUTOBYTES KBYTES, MBITS, MBYTES, GBITS, GBYTES,
- ! ! ! ! AUTOBITS, AUTOBYTES, UI_PREF
UI_PREF). -
T/lgltl:lg‘c,fvgienl;g;’:ls\mdget].attnbutes. <string> Flag showing images in a connection graph. Optional
TMWidgets TMWidget].attributes. <arr§y of List of open node IDs for a tree widget. Optional

open_nodes <string>>
Tﬂgglg(:gre‘gz[lgﬂl?{c\g:ing]et].attnbutes. <string> ID of an expanded nodes in a tree widget. Optional
T"ﬁf‘:’g’ds-‘ﬁzﬁ""w'dget]'att”b“tes' <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED

Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,

i . . y HORIZONTAL_CLISRV, VERTICAL_CLISRV, VERTICAL_CLISRV, HORIZONTAL_TREE,

TMWidgets{ TMWidget].attributes layout <string> HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,

RADIAL_TREE, SYMMETRIC). SYMMETRIC
TMWidgets|TMWidget].attributes.width <number> Widget width. Optional
TMWidgets[TMWidget].attributes.height <number> Widget height. Optional
Tﬂg!?gé;ritsgl\tﬂ:ll:ljget].attrlbutes. <string> Flag including the 'total' item in a pie chart. Optional
T/l;l(l;lgc;gtiisc[l':/levs\l;dget].attnbutes. <string> Widget edge thickness. Optional
TMWidgets[TMWidget].attributes. <string> Default host grouping type for displaying Obtional

display_host_group_type 9 grouped hosts. P
Tﬂg)l:l:gf:l?c[)Ti\lr\gdget].attr|butes. <string> Flag: extending the Y-axis to zero. Optional
Tﬂzzzlggggsl[;'MWIdget].attrlbutes. <string> Flag indicating if the widget is collapsible. Optional

What unit to use for formating throughput values . . .
TMWidgets TMWidget].attributes. . (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, | OPtional; Values: BITS, BYTES, KBITS,
format_through_bytes <string> GBITS, GBYTES, AUTOBITS, AUTOBYTES KBYTES, MBITS, MBYTES, GBITS, GBYTES,
- - i ! ! ! AUTOBITS, AUTOBYTES, UI_PREF
UI_PREF).
Tllz:/gl//hdgtﬁf:[;l\g\l/(\jlldget].attrlbutes. <string> High threshold on the chart (in bytes). Optional
TMWidgets|TMWidget].attributes.n_items <number> Maximum number of items shown. Optional
TMWidgets|TMWidget].attributes.colspan <number> ll-:;v(;/urpany columns the widget occupies in Optional
TMWidgets TMWidget] attributes. <string> Low threshold on the chart (in bytes). Optional

low_threshold




TMWidgets[TMWidget].attributes.

Flag allowing the user to reposition nodes in a

moveable_nodes <string> connection graph. Optional
TMWidgets[TMWidget].attributes. <string> Bar chart orientation (can be: VERTICAL, Optional; Values: VERTICAL,
orientation g HORIZONTAL). HORIZONTAL
TMW/dgeljs[TMW|dget].attnbutes. <number> Flag adding modal links on a widget. Optional
modal_links
TMWidgets|TMWidget].user_attributes <object> User-specific attributes. Optional
TMWidgets TMWidget].user_attributes. <string> Flag making the graph interactive. Optional
pan_zoomable
T/ll/grl:l;/dgceatlse[TMWMQet].user_attrlbutes. <string> Line scale for a line chart (can be: LINEAR, LOG). |Optional; Values: LINEAR, LOG
What unit to use for formating traffic values Opti I Val BITS. BYTES, KBITS
. ) . ional; Values:
TMWidgets|TMWidget].user_attributes. . (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, P ! 4 i ;.
format_bytes <string> GBITS, GBYTES, AUTOBITS, AUTOBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
- Ul PREF). AUTOBITS, AUTOBYTES, UI_PREF
TMW/dg.ets[TMW|dget].user_attrlbutes. <string> Flag showing images in a connection graph. Optional
show_images
TMWidgetsTMWidget].user_attributes. <array of List of open node IDs for a tree widget Optional
open_nodes <string>> '
TMW/dgets[TMWIdget].user_attnbutes. <string> ID of an expanded nodes in a tree widget. Optional
open_nodes[item]
T"ﬁf‘:’g’dsgt‘;'/i”""w'dget]'“Ser—att”b“tes' <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,
TMWidgets|TMWidget].user_attributes. <string> HORIZONTAL_CLISRV, VERTICAL_CLISRYV, VERTICAL_CLISRV, HORIZONTAL_TREE,
layout 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,
RADIAL_TREE, SYMMETRIC). SYMMETRIC
T/l‘:lvlfléﬁgets[TMW|dget].user_attrlbutes. <number> Widget width. Optional
TMW/dgets[TMWIdget].user_attrlbutes. <number> Widget height. Optional
height
TMWidgets TMWidget].user_attributes. <string> Flag including the 'total' item in a pie chart. Optional
percent_of_total
TMW/dget_s[TMW|dget].user_attnbutes. <string> Widget edge thickness. Optional
edge_thickness
TMWidgets|TMWidget].user_attributes. <string> Default host grouping type for displaying Obtional
display_host_group_type 9 grouped hosts. P
TMWidgets TMWidget].user_attributes. <string> Flag: extending the Y-axis to zero. Optional
extend_to_zero
TMW/dge.ts[TMW|dget].user_attrlbutes. <string> Flag indicating if the widget is collapsible. Optional
collapsible
What unit to use for formating throughput values . . .
TMWidgets:TMWidget].user_attributes. , (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, | oPtional; Values: BITS, BYTES, KBITS,
format_through_bytes <string> GBITS, GBYTES, AUTOBITS, AUTOBYTES KBYTES, MBITS, MBYTES, GBITS, GBYTES,
- gn_by ! ! ! ! AUTOBITS, AUTOBYTES, Ul_PREF
Ul_PREF). _
TMWidgets|TMWidget].user_attributes. . . . .
high_ threshold <string> High threshold on the chart (in bytes). Optional
T/lzwi/t/(e/fne’sts[TMWMget].user_attrlbutes. <number> Maximum number of items shown. Optional
TMWidgets|TMWidget].user_attributes. <number> How many columns the widget occupies in Obtional
colspan layout. P
TMWidgets| TMWidget].user_attributes. <string> Low threshold on the chart (in bytes). Optional
low_threshold
TMWidgets|TMWidget].user_attributes. <string> Flag allowing the user to reposition nodes in a Obtional
moveable_nodes 9 connection graph. P
TMWidgets[TMWidget].user_attributes. <string> Bar chart orientation (can be: VERTICAL, Optional; Values: VERTICAL,
orientation 9 HORIZONTAL). HORIZONTAL
TMW/dgel:s[TMW|dget].user_attrlbutes. <number> Flag adding modal links on a widget. Optional
modal_links
TMWidgets[TMWidget].timestamp <string> Widget time stamp specification. Optional

Reporting: Delete report

Delete a report.

Authorization

This request requires authorization.




Response Body
On success, the server does not provide any body in the responses.

Reporting: Disable report template

Disable a single report template.

POST https://{device}/api/profiler/1.17/reporting/templates/{template_id}/disable

Authorization
This request requires authorization.

Request Body
Do not provide a request body.

Response Body

On success, the server does not provide any body in the responses.

Reporting: List realms

Get a list of realms.

GET https://{device}/api/profiler/1.17/reporting/realms

Authorization
This request requires authorization.

Response Body

On success, the server returns a response body with the following structure:

JSON

"id": string,
"name": string
}
1

Example:
[

"id": "traffic_summary",
"name": "traffic summary"

.
{

"id": "traffic_flow_list",
"name": "traffic flow list"

.
{

"id": "traffic_overall_time_series",
"name": "traffic overall time series"

}
1
Property Name Type Description Notes

<array of List of type of report queries (realms) that could be

Realms ;
<object>> requested and run.

Realms[Realm] <object> Object representing a realm. Optional

Realms[Realm].id <string> ID of a realm. To be used in the API.

Realms[Realm].name <string> Human-readable name of a realm.

Reporting: Delete widget

Delete one widget from the template section.




DELETE https://{device}/api/profiler/1.17/reporting/templates/{template_id}/sections/{section_id}/widgets/{widget_id}

Authorization

This request requires authorization.

Response Body

On success, the server does not provide any body in the responses.

Reporting: Update widget

Update one widget in the template section.

PUT https://{device}/api/profiler/1.17/reporting/templates/{template_id}/sections/{section_id}/widgets/{widget_id}

Authorization

This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON

"config": {
"datasource": string,
"visualization": string,
"widget_type": string

I3

"widget_id": number,

"criteria": {
"compare_to": string,
"ports": [

{
"port": number,
"protocol": number,
"name": string
}
]

dscp_app_ports": [
{

"port": {
"port": number,
"protocol": number,
"name": string
h
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
H
"dscp": {
"name": string,
"code_point": number
}
}
I
"services": [
{
"name": string,
"service_id": number
}
1
"protoports_groups": string,
"port_groups": [
{
"name": string,
"group_id": number
}
I
"interfaces_groups_devices": string,
"comparison_time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
Io

"cbqos_classes": [



{
"id": string
}
1
"bgpasscope": string,
"host_group_pairs": [

"server": {

"name": string,

"group_id": number
H
"client": {

"name": string,

"group_id": number

}

}
I
"wan_group": string,
"traffic_expression": string,
"split_direction": string,
"include_successes": string,
"time_overridden": string,

"include_non_optimized_sites": string,

"columns": [
number
I
"hosts_groups_cidrs": string,
"bgpas_pairs": [
{

"server": {
"id": number,
"name": string
I
"client": {
"id": number,
"name": string
}
}
1
"application_servers": [
{
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
I
"server": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"devices": [

"ipaddr": string,
"name": string
}
I
"application_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
I
"app™: {
"id": number,
"code": string,
"name": string,
"tunneled": string
}
}
I
"mplsexpbits": [
{
"traffic_class": string,
"exp_bit": number
}
I
"include_failures": string,
"bgpas_host_groups": [

"host_group": {
"name": string,
"group_id": number



I
"bgpas": {
"id": number,
"name": string
}
}
1
"host_pair_ports": [

"port": {
"port": number,
"protocol": number,
"name": string

H

"server": {
"mac": string,
"ipaddr": string,
"name": string

Iio

"client": {
"mac": string,
"ipaddr": string,
"name": string

}

}

1,

"dscp_interfaces": [
{

"interface": {
"ipaddr": string,
"name": string,
"ifindex": number

I

"dscp": {
"name": string,
"code_point": number
}
}
1
"bgpas": [
{

"id": number,
"name": string
}
I
"time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
B
"service": {
"name": string,
"service_id": number
Bo
"severity": number,
"role": string,
"event_policies": [
string
I
"service_locations": [
{
"name": string,
"location_id": string
}
1
"case_insensitive": string,
"service_location": {
"name": string,
"location_id": string
B
"include_backend_segments": string,
"host_group_type": string,
"host_pair_app_ports": [

"port": {
"port": number,
"protocol": number,
"name": string
+
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
I
"server": {
"mac": string,

Wam Al ~din



Ipauur @ suriry,
"name": string
I

"client": {
"mac": string,
"ipaddr": string,
"name": string

}
b
1
"users": [

"name": string
}
I
"sort_desc": string,
"sort_column": number,

"host_group_pair_ports":

"port": {
"port": number,
"protocol": number,
"name": string

I

"server": {
"name": string,
"group_id": number

"client": {
"name": string,
"group_id": number

}
1
"network_segments": [
{
"src": {
"ipaddr": string,
"name": string,
"ifindex": number
H
"dst": {
"ipaddr": string,
"name": string,
"ifindex": number
}
}
1,
"hosts": [
{
"mac": string,
"ipaddr": string,
"name": string
}
1
"host_pairs": [
{
"server": {
"mac": string,
"ipaddr": string,
"name": string
H
"client": {
"mac": string,
"ipaddr": string,
"name": string
}
}
1
"auto_update": string,
"protocols": [

"id": number,
"name": string
}
I
"centricity": string,
"limit": number,
"interfaces": [

"ipaddr": string,
"name": string,
"ifindex": number
}
1,
"host_groups": [

{

"nama": ctrinn



o
"group_id": number

I
"dscps": [
{
"name": string,
"code_point": number
}
I
"applications": [
{
"id": number,
"code": string,
"name": string,
"tunneled": string
}
1

1o

"title": string,

"attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [

string
1
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number

I

"user_attributes": {
"pan_zoomable": string,
"line_scale": string,
"format_bytes": string,
"show_images": string,
"open_nodes": [

string

1
"line_style": string,
"layout": string,
"width": number,
"height": number,
"percent_of_total": string,
"edge_thickness": string,
"display_host_group_type": string,
"extend_to_zero": string,
"collapsible": string,
"format_through_bytes": string,
"high_threshold": string,
"n_items": number,
"colspan": number,
"low_threshold": string,
"moveable_nodes": string,
"orientation": string,
"modal_links": number

It

"timestamp": string

xample:

"title": "VolIP-RTP: Applications",
"timestamp": "1383141976.674383",
"criteria": {
"sort_column": 33,
"traffic_expression": "",
"limit": 100,
"columns": [
17,
33,
34,
757,



766,
781,
803
I
"centricity": "host",
"time_overridden": true,
"time_frame": {
"data_resolution": "15mins",
"type": "last_hour",
"refresh_interval": "15mins"
}
To
"attributes": {
"colspan": 2,
"n_items": 20,
"format_bytes": "UI_PREF"
1o
"config": {
"widget_type": "APPS",
"visualization": "TABLE",
"datasource": "TRAFFIC"

+
"widget_id": 1
}
Property Name Type Description Notes
TMWidget <object> Widget specification.
TMWidget.config <object> Widget conflgur_atlo_n: data source type, widget
type, and visualization type.
. ) i Values: TRAFFIC, WAN, SERVICE, EVENTS,
TMWidget.config.datasource <string> Data source type. ACTIVE_DIRECTORY, FDS_TRAFFIC
Values: TABLE, PIE, BAR, LINE,
TMWidget.config.visualization <string> Visualization type. CONN_GRAPH, THREAT_FEED,
TREE_TABLE, INVISIBLE
Values: TRAFFIC_OVERALL,
TRAFFIC_OVERALL_CRTT, HOSTS,
PEER_HOSTS, PEER_HOST_GROUPS,
HOST_PAIRS_PORTS,
HOST_PAIRS_APP_PORTS, HOST_PAIRS,
HOST_GROUPS, HOST_GROUP_PAIRS,
HOST_GROUP_PAIR_PORTS, APPS,
APP_PORTS, SERVER_APPS, PORTS,
PORT_GROUPS, PROTOCOLS, DEVICES,
TMWidget.config.widget_type <string> Widget type. INTERFACES, PREFERRED_INTERFACES,
NETWORK_SEGMENTS, DSCPS,
DSCP_APP_PORTS, DSCP_IFACES, BGPAS,
PEER_BGPAS, BGPAS_PAIRS,
BGPAS_HOST_GROUPS,
CURRENT_EVENTS, UNACKED_EVENTS,
THREAT_FEED, ACTIVE_DIRECTORY,
SERVICE_HEALTH, LOCATION_HEALTH,
SERVICE_HEALTH_MAP,
LOCATION_HEALTH_MAP
TMWidget.widget_id <number> Internal widget ID within a dashboard. Optional
TMWidget.criteria <object> Query criteria for the widget.
i - . Flag to enable comparison feature for Bar, Table | Optional; Values: NONE, LAST_DAY,
TMWidget.criteria.compare_to <string> and Line widgets. LAST WEEK, LAST 4WEEKS
. - <array of .
TMWidget.criteria.ports <object>> Watched ports. Optional
TMWidget.criteria.ports[CProtoPort] <object> One CProtoPort object. Optional
TMWidget.criteria.ports[CProtoPort].port <number> Port specification. Optional
TMWidget.criteria.ports[CProtoPort]. <number> Protocol specification. Optional
protocol
TMWidget.criteria.ports[CProtoPort].name | <string> Protocol + port combination name. Optional
i o <array of Watched combinations of DSCPs, applications, .
TMWidget.criteria.dscp_app_ports <object>> and ports. Optional
TMWidget.criteria.dscp_app_ports . . .
[CDSCPAppPort] <object> One CDSCPAppPort object. Optional
TMWidget.criteria.dscp_app_ports i I
[CDSCPApPPort].port <object> Port specification.
TMWidget.criteria.dscp_app_ports - .
[CDSCPAppPort].port.port <number> Port specification. Optional
TMWidget.criteria.dscp_app_ports e e .
[CDSCPAppPort].port.protocol <number> Protocol specification. Optional
TMWidget.criteria.dscp_app_ports <string> Protocol + port combination name. Optional

[CDSCPAppPort].port.name




TMWidget.criteria.dscp_app_ports

[CDSCPAppPort].app <object> Application specification.
TMWidget.criteria.dscp_app_ports T )
[CDSCPAppPort].app.id <number> Application id. Optional
TMWidget.criteria.dscp_app_ports <string> Application code. Optional
[CDSCPAppPort].app.code
TMWidget.criteria.dscp_app_ports . N .
[CDSCPAppPort].app.name <string> Application name. Optional
TMWidget.criteria.dscp_app_ports . . — )
[CDSCPAppPort].app.tunneled <string> Flag: is the application tunneled. Optional
TMWidget.criteria.dscp_app_ports . -
[CDSCPAppPort].dscp <object> DSCP specification.
TMWidget.criteria.dscp_app_ports ) .
[CDSCPAppPort].dscp.name <string> DSCP name. Optional
TMWidget.criteria.dscp_app_ports . )
[CDSCPAppPort].dscp.code_point <number> DSCP code point. Optional
TMWidget.criteria.services <arr§y of Watched services. Optional
<object>>
TMWidget.criteria.services[CService] <object> One CService object. Optional
TMWidget.criteria.services[CService]. X .
<string> Service name.
name
TMW/qget:crlterla.serwces[CSerwce]. <number> Service ID. Optional
service_id
TMWidget.criteria.protoports_groups <string> Watched combination of protocols, ports, groups. | Optional
. - <array of .
TMWidget.criteria.port_groups <object>> Watched port groups. Optional
TMWidget.criteria.port_groups . ; :
[CPortGroup] <object> One CPortGroup object. Optional
TMWidget.criteria.port_groups ; .
[CPortGroupl.name <string> Name of the port group. Optional
TMWidget.criteria.port_groups :
[CPortGroup].group. id <number> ID of the port group. Optional
TMWidget.criteria. . Watched combination of interfaces, groups, .
. . <string> ) Optional
interfaces_groups_devices devices.
TMWidget.criteria.comparison_time_frame | <object> Not used any more. Optional
TMWidget.criteria.comparison_time_frame. <string> T;r;grt;::it: Ee;rzlil;tlzg'ulf %T%Sre gge ovt:efeliw, Optional; Values: flow, min, 5mins,
data_resolution 9 mont'h ! ! ! - day. ! 15mins, hour, 6hours, day, week, month
TMWidget.criteria.comparison_time_frame. <string> Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
refresh_interval 9 5mins, 15mins, hour, 6hours, day, week, month. hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, Optional; Values: last_min, last_5mins,
TMWidget.criteria.comparison time frame last_5mins, last_15mins, last_hour, last_6hours, last_15mins, last_hour, last_6hours,
¢ eg : ’ P - - " | <string> last_12hours, last_day, last_week, last_month, last_12hours, last_day, last_week,
yP previous_hour, previous_day, previous_week, last_month, previous_hour, previous_day,
previous_month. previous_week, previous_month
. — <array of )
TMWidget.criteria.cbqos_classes <object>> CBQosS Classes. Optional
TMWidget.criteria.cbqos_classes , . ) )
[CCBQOSCLASS] <object> Object representing a CBQoS class. Optional
TMWidget.criteria.cbqos_classes i . )
[CCBQOSCLASS .id <string> CBQoS class id. Optional
TMWidget.criteria.bgpasscope <string> Autonomous System Scope. Optional; Values: ALL, PRIVATE, PUBLIC
. I ) <array of . .
TMWidget.criteria.host_group_pairs <object>> Watched group pairs. Optional
TMWidget.criteria.host_group_pairs , . . .
[CHostGroupPair] <object> One CHostGroupPair object. Optional
TMWidget.criteria.host_group_pairs . I
[CHostGroupPair].server <object> Server host group specification.
TMWidget.criteria.host_group_pairs . .
[CHostGroupPair].server.name <string> Host group name. Optional
TMWidget.criteria.host_group_pairs -
[CHostGroupPair] server.group. id <number> Host group ID. Optional
TMWidget.criteria.host_group_pairs . ) P
[CHostGroupPair].client <object> Client host group specification.
TMWidget.criteria.host_group_pairs y .
[CHostGroupPair].client.name <string> Host group name. Optional
TMWidget.criteria.host_group_pairs <number> Host group ID. Optional

[CHostGroupPair].client.group_id




WAN group used in WAN Optimization widgets.

TMWidget.criteria.wan_group <string> Can be one of '/WAN"', '/WAN/Optimized', Optional
'/WAN/Non-optimized'.
TMWidget.criteria.traffic_expression <string> Traffic expression. Optional
TMWidget.criteria.split_direction <string> zg::lat inbound/outbound or received/transmitted Optional
TMWidget.criteria.include_successes <string> Irr;;I‘t)erte successful requests in active directory Optional
TMWidget.criteria.time_overridden <string> In_dlcates if the md_get time frame was overridden Optional
- with the template time frame values.
TMWidget.criteria. . Flag indicating whether to include WAN non )
. . . <string> s ) Optional
include_non_optimized_sites optimized sites.
TMWidget.criteria.columns <array of List of column ID. Optional
<number>>
TMWidget.criteria.columns[item] <number> Column ID. Optional
TMWidget.criteria.hosts_groups_cidrs <string> \é\ilgrtsched combination of hosts, host groups and Optional
. - ) <array of . .
TMWidget.criteria.bgpas_pairs <object>> Autonomous System Pairs. Optional
TMWidget.criteria.bgpas_pairs , . )
[CBGPASPair] <object> Pair of Autonomous Systems. Optional
TMWidget.criteria.bgpas_pairs <object> Object representing a server Autonomous
[CBGPASPair].server 4 System.
TMWidget.criteria.bgpas_pairs )
[CBGPASPair].server.id <number> Autonomous System Number. Optional
TMWidget.criteria.bgpas_pairs . ;
[CBGPASPair].server.name <string> Autonomous System Name. Optional
TMWidget.criteria.bgpas_pairs . . . .
[CBGPASPair].client <object> Object representing a client Autonomous System.
TMWidget.criteria.bgpas_pairs :
[CBGPASPair].client.id <number> Autonomous System Number. Optional
TMWidget.criteria.bgpas_pairs . .
[CBGPASPair].client.name <string> Autonomous System Name. Optional
TMWidget.criteria.application_servers <arr.ay or Watched combinations of applications and Optional
- <object>> servers.
TMWidget.criteria.application_servers . N . )
[CApplicationServer] <object> One CApplicationServer object. Optional
TMWidget.criteria.application_servers . - -
[CApplicationServer].app <object> Application specification.
TMWidget.criteria.application_servers T )
[CApplicationServer].app.id <number> Application id. Optional
TMWidget.criteria.application_servers . - .
[CApplicationServer].app.code <string> Application code. Optional
TMWidget.criteria.application_servers . N )
[CApplicationServer].app.name <string> Application name. Optional
TMWidget.criteria.application_servers . . — )
[CApplicationServerl.app.tunneled <string> Flag: is the application tunneled. Optional
TMW/dgeftcr}terla.appl|cat|on_servers <object> Server specification.
[CApplicationServer].server
TMW/dge_’t.crl|ter|a.apphcatlon_servers <string> Host MAC address. Optional
[CApplicationServer].server.mac
TMWidget.criteria.application_servers . :
[CApplicationServer].server.ipaddr <string> Host IP address. Optional
TMW/dggt.cr|ter|a.apphcatlon_servers <string> Host name. Optional
[CApplicationServer].server.name
TMWidget.criteria.devices <array of Watched devices. Optional
<object>>
TMWidget.criteria.devices[CDevice] <object> One CDevice object. Optional
TMW/dgetcnterla.dewces[CDewce]. <string> Device IP address. Optional
ipaddr
TMWidget.criteria.devices[CDevicel.name | <string> Device name. Optional
. I N <array of - - )
TMWidget.criteria.application_ports <object>> Watched combinations of applications and ports. | Optional
TMWidget.criteria.application_ports , — . .
[CApplicationPort] <object> One CApplicationPort object. Optional
TMWidget.criteria.application_ports . -
[CApplicationPort].port <object> Port specification.
TMWidget.criteria.application_ports <number> Port specification. Optional

[CApplicationPort].port.port




TMWidget.criteria.application_ports

[CApplicationPort].port.protocol <number> Protocol specification. Optional
Tﬂrgggﬁggétigz:Eggfﬁ:g;forts <string> Protocol + port combination name. Optional
T/l[/lclfl/pf'g‘g)rﬁ’é.actriiéigz2f§g;ation_ports <object> Application specification.
TMWidget.criteria.application_ports <number> Application id. Optional

[CApplicationPort].app.id
Tﬂrgggﬁggétigg'ri]?gg’cfct:)%ne—ports <string> Application code. Optional
Tﬂrgggﬁgactrizigzﬁ]':,)g:)i;ért\iaon:_eports <string> Application name. Optional
Tﬂrgggﬁggétigg:Egg;iﬂmﬁ::s <string> Flag: is the application tunneled. Optional
TMWidget.criteria.mplsexpbits :ZZ/?;;Z> Watched MPLSEXPBITs. Optional
T/l(gzggété;g%errri?.mplseprits <object> One CMPLSEXPBIT object. Optional
Tﬂfmﬁgl&%ﬁ??tr:;?,lciixcrf:;tss <string> MPLSEXPBIT traffic class name. Optional
Tﬂrgﬁigéig;:igzl_ﬁﬁpbits <number> MPLSEXP Bit. Optional
TMWidget.criteria.include_failures <string> Include failed requests in active directory report. | Optional
TMWidget.criteria.bgpas_host_groups :Zg‘?;to;; List of Autonomous System and Host Group. Optional
T/l[/l(l:/lgg%eA'l;ﬂ(i)tsetr(isar;)bL?pp]as_host_groups <object> CH)SjSicérroeS;esenting Autonomous System and Optional
Tﬂ(ggg%igﬂ::tr(i;arébfpp]ﬁa:S_S;Fg;gupS <object> Object representing a Host Group.
e o grous | s> wostgroup e
T e s oS 0ups | srumber> [ Hostgroup o
Tygg%igﬁg;g%bfpﬁésaggzt—grOUpS <object> Object representing a Autonomous System.
Tﬂrgvég%igﬂgsetgarsbfp?saEzsst.i—grouPS <number> Autonomous System Number. Optional
Tﬂ[/lcmgg%igﬂ(i)t;g%bfpp]_asgggzt_ﬁ%ﬁ:pS <string> Autonomous System Name. Optional
TMWidget.criteria.host_pair_ports :zgi};ta;; Watched combinations of host pairs and ports. Optional
Tﬂ[/lé/l/l_:'ggte;'éci::jtsrrti?.host_pair_ports <object> One CHostPairPort object. Optional
Tﬂ[/l(mggte;.aci:gsrrtii;]grstt_pair_ports <object> Port specification.

Tﬂrgg‘ggf;aci::Dts:tiiﬁgrsttﬁ%arir—ports <number> Port specification. Optional
Tﬂr(mggt?aci:iPtsrrti]a.ﬁgrstt.B‘:ng_cpo(I)rts <number> Protocol specification. Optional
Tﬂrgg‘ggf;;i:gs:ti?ﬁgrstt.agiiq%ports <string> Protocol + port combination name. Optional
Tﬂrmggg'aﬁ:gsrrtii?;itéfair—ports <object> Server host specification.

Tﬂrgg‘ggfg;i:g:::i?;i%ﬁi;—cports <string> Host MAC address. Optional
Tﬂrcmggf;;:Ii’tsrrti]a.?eo:/tés?pi;_dp dorrts <string> Host IP address. Optional
Tlﬁmg—g f;;:::s:gig;i%ﬁﬁgﬁqp eorts <string> Host name. Optional
T/l[/l(l:/llgiggfpl;ci:li)tsrrti?.ct}ic)sgfpair_ports <object> Client host specification.

Tﬂ(xggf;;i:gs:ti]a'gioesr:EprngportS <string> Host MAC address. Optional
Tﬂflcmggf;;i:g;rti?g?;;Eﬁsgag?rts <string> Host IP address. Optional
Tﬂ(gﬁggf;af:gs:;?cr}?;;f?\? rn_]zorts <string> Host name. Optional
TMWidget.criteria.dscp_interfaces <array of Watched combinations of DSCPs and interfaces. Optional

<object>>




TMWidget.criteria.dscp_interfaces

[CDSCPInterface] <object> One CDSCPInterface object. Optional
Tﬂ[/lg'gg%ﬁ:tr:;ar?é?Sirﬁ?g:atce:aces <object> Interface specification.
Tﬂ[/lcl/rjlfsjzif.:treltrzfe.?Sir:’?e_:'?zgigia;aeds dr <string> Interface IP address. Optional
TMWidget.criteria.dscp_interfaces . :
[CDSCPInterface].interface.name <string> Interface name. Optional
TMWidget.criteria.dscp_interfaces ) .
[CDSCPInterface].interface.ifindex <number> Interface index. Optional
Tﬂ[/l(%g%ﬁft?gi?zcsﬁ nterfaces <object> DSCP specification.
TMWidget.criteria.dscp_interfaces . :
[CDS%PInterface].dspc_p.name <string> DSCP name. Optional
TMWidget.criteria.dscp_interfaces . )
[CDS?ZPInterface].dspc_p.code point <number> DSCP code point. Optional
. - <array of .
TMWidget.criteria.bgpas <object>> Autonomous System. Optional
TMWidget.criteria.bgpas[CBGPAS] <object> Object representing a Autonomous System. Optional
TMWidget.criteria.bgpas[CBGPAS].id <number> Autonomous System Number. Optional
TMWidget.criteria.bgpas[CBGPAS].name <string> Autonomous System Name. Optional
TMWidget.criteria.time_frame <object> Widget time frame specification. Optional
TMWidget.criteria.time_frame. . Rep_)ort da_ta resol_ut|on. It can be one of: flow, Optional; Values: flow, min, 5mins,
: - <string> 1min, 5min, 15min, hour, 6hour, day, week, )
data_resolution month 15mins, hour, 6hours, day, week, month
TMWidget.criteria.time_frame. <string> Report refresh interval. It can be one of: min, Optional; Values: min, 5mins, 15mins,
refresh_interval 9 5mins, 15mins, hour, 6hours, day, week, month. hour, 6hours, day, week, month
Type of time frame. Can be one of: last_min, Optional; Values: last_min, last_5mins,
last_5mins, last_15mins, last_hour, last_6hours, last_15mins, last_hour, last_6hours,
TMWidget.criteria.time_frame.type <string> last_12hours, last_day, last_week, last_month, last_12hours, last_day, last_week,
previous_hour, previous_day, previous_week, last_month, previous_hour, previous_day,
previous_month. previous_week, previous_month
TMWidget.criteria.service <object> Watched service. Optional
TMWidget.criteria.service.name <string> Service name.
TMWidget.criteria.service.service_id <number> Service ID. Optional
TMWidget.criteria.severity <number> Minimum severity filter for an event report. Optional
TMWidget.criteria.role <string> Which host roles to include in a report Optional; Values: CLIENT_SERVER,
get : g (‘CLIENT_SERVER', 'CLIENT', 'SERVER"). CLIENT, SERVER
TMWidget.criteria.event_policies <arr§y of List of event policies to include in an event report. | Optional
<string>>
TMWidget.criteria.event_policies[item] <string> Event policy ID. Optional
TMWidget.criteria.service_locations <arr§y of Watched service locations. Optional
<object>>
T/l[/lcl/!/slgf\r/ei'g.g[ggltai:ne]rV|ce_Iocat|ons <object> One CServicelLocation object. Optional
TMWidget.criteria.service_locations . . .
[CServiceLocation].nam_e <string> Service location name.
TA[/ICWS/:i &i’gg[gs:tai:ne]r}gngilgsaitclions <string> Service location ID. Optional
TMWidget.criteria.case_insensitive <string> Case-insensitive usernames in an identity report. | Optional
TMWidget.criteria.service_location <object> Watched service location. Optional
TMWidget.criteria.service_location.name <string> Service location name.
T/ll/;l/(l:/gﬁ;t.?;terla.serV|ce_Iocat|on. <string> Service location ID. Optional
TMWidget.criteria. <string> Flag indicating whether to include back-end Obtional
include_backend_segments g segments. P
TMWidget.criteria.host_group_type <string> Host group type used. Optional
. . ) <array of Watched combinations of host pairs, applications, )
TMWidget.criteria.host_pair_app_ports <object>> and ports. Optional
Tﬂrcmggf;‘éﬁ:gsgséix)]st_pa|r_app_ports <object> One CHostPairAppPort object. Optional
T/r(l?lgg_g te;;ci:lizgs(.)r::]s.;_opr?lr_app_ports <object> Port specification.
Tﬂflcmggf;;:gsgsgx)]sg—opr?';ﬁ_?p—pons <number> Port specification. Optional
TMWwidget.criteria.host_pair_app_ports <number> Protocol specification. Optional

[CHostPairAppPort].port.protocol




TMWidget.criteria.host_pair_app_ports

[CHostPairAppPort].port.name <string> Protocol + port combination name. Optional
Tﬂ(g/l_:zgte;éci:gsgsgxlsghp;Ir_app_ports <object> Application specification.
T/‘[//(mggf;aci::s;s::f;_pp:;(rj_app_ports <number> Application id. Optional
TMWidget.criteria.host_pair_a orts . N .

[CHogtPairAppPort].a_ppp.cadzp_p <string> Application code. Optional
TMWidget.criteria.host_pair_app_ports . o )

[CHostPairAppPort].app.name <string> Application name. Optional
Tﬂ[/l(mggg'aci::S;;::]S;—pp:;—ssgl—e%orts <string> Flag: is the application tunneled. Optional
Tﬂrg/l_;ggf;;:gsgsg::iﬁsg;app—ports <object> Server host specification.
Tﬂr(mggf;aﬁ::S;;g:?f;;?ig;?gc—ports <string> Host MAC address. Optional
TMWidget.criteria.host_pair_app_ports . :

[CHostPairAppPort].server.ipaddr <string> Host IP address. Optional
TMWidget.criteria.host_pair_app_ports . .

[CHostPairAppPort].server.name <string> Host name. Optional
Tﬂ(gvkz(ggteéci:Xzir)ls(.)r::]szﬂzanlg_app_ports <object> Client host specification.
Tﬂ[/l(mgfg;i;:Sgsﬁ)]s_ﬁi’;?trﬁzﬁ‘ports <string> Host MAC address. Optional
TMWidget.criteria.host_pair_app_ports . .

[CHostPairAppPort].client. ipaddr <string> Host IP address. Optional
TMWidget.criteria.host_pair_app_ports . )

[CHostPairAppPort].client.name <string> Host name. Optional
TMWidget.criteria.users <array or Watched users. Optional

<object>>
TMWidget.criteria.users[CUser] <object> One CUser object. Optional
TMWidget.criteria.users[CUser].name <string> Active Directory user name.
TMWidget.criteria.sort_desc <string> Sortlng_dlrect|on (true for descending, false for Optional
- ascending).
TMWidget.criteria.sort_column <number> Sorting column ID. Optional
TMWidget.criteria.host_group,_pair_ports <array of Watched combinations of host groups pairs and Optional
- = <object>> ports.
T/‘{/é’l/ég/gfé’.g&t;;g#giﬁgroup_palr_por'ts <object> One CHostGroupPairPort object. Optional
TMWidget.criteria.host_group_pair_ports . -

[CHothroupPairPortT?portp_p P <object> Port specification.

T/l[/lcl/l/l_:g_;) te Gt'rcorlljt;f;:i }gzsr_tigprgrlipp_gftlr_ports <number> Port specification. Optional
Tﬂrg/l_:ggférccﬂlts;: 'rr;»ﬁigprgrlipﬁr%atgésr rts <number> Protocol specification. Optional
Tﬂr(mgffé}g::;;}ggit]gprg:tpﬁmg‘pms <string> Protocol + port combination name. Optional
Tﬂ(g/l_;g_(s;teé.rcorlljt:;:.rPFl)t;SéTgsreorl\Jlré_rpalr_ports <object> Server host group specification.
TMWidget.criteria.host_group_pair_ports ) )

[CHostGroupPairPort].server.name <string> Host group name. Optional
TMWidget.criteria.host_group_pair_ports ’

[CHostGroupPairPort].server.group_id <number> Host group ID. Optional
Tﬂr(mggfé'g::;: .rt;tc))sr%gcrl?)eunpt_paw_ports <object> Client host group specification.
TMWidget.criteria.host_group_pair_ports . :

[CHostGroupPairPort].client.name <string> Host group name. Optional
TMWidget.criteria.host_group_pair_ports .

[CHostGroupPairPort].client.group_id <number> Host group ID. Optional
TMWidget.criteria.network_segments <array or Watched network segments. Optional

= <object>>
Tﬂrcmztgﬁgrcl(r;t:glg{gsamork_segments <object> One CNetworkSegment object. Optional
TMWidget.criteria.network_segments .

[CNetworkSegment].src <object> Segment source.

TA((%Z&?Zf;g:g:{gr?a,v:rrcki_;:ggents <string> Interface IP address. Optional
TMWidget.criteria.network_segments <string> Interface name. Optional

[CNetworkSegment].src.name




TMWidget.criteria.network_segments

[CNetworkSegment].src. ifindex <number> Interface index. Optional
TMWidget.criteria.network_segments . -
[CNetworkSegment].dst <object> Segment destination.
TMWidget.criteria.network_segments . .
[CNetworkSegment].dst ipaddr <string> Interface IP address. Optional
TMWidget.criteria.network_segments <string> Interface name Optional
[CNetworkSegment].dst.name :
TMWidget.criteria.network_segments . .
[CNetworkSegment].dst.ifindex <number> Interface index. Optional
o <array of .
TMWidget.criteria.hosts <0bje}ét>> Watched hosts. Optional
TMWidget.criteria.hosts[CHost] <object> One CHost object. Optional
TMWidget.criteria.hosts[CHost].mac <string> Host MAC address. Optional
TMWidget.criteria.hosts[CHost].ipaddr <string> Host IP address. Optional
TMWidget.criteria.hosts[CHost].name <string> Host name. Optional
TMWidget.criteria.host_pairs :ZZZ;L Watched host pairs. Optional
TMWidget.criteria.host_pairs[CHostPair] <object> One CHostPair object. Optional
TMWidget.criteria.host_pairs[CHostPair]. <object> Specification of the server host
server !
TMWidget.criteria.host_pairs[CHostPair]. <string> Host MAC address Obtional
server.mac 9 ' P
TMWidget.criteria.host_pairs[CHostPair]. <string> Host IP address Optional
server.ipaddr :
TMWidget.criteria.host_pairs[CHostPair]. <string> Host name Obtional
server.name 9 ’ P
TMWidget.criteria.host_pairs[CHostPair]. <object> Specification of the client host
client ’
TMWidget.criteria.host_pairs[CHostPair]. <string> Host MAC address Optional
client.mac 9 ' P
TMWidget.criteria.host_pairs[CHostPair]. <string> Host IP address Optional
client.ipaddr :
TMWidget.criteria.host_pairs[CHostPair]. . .
client.name <string> Host name. Optional
TMWidget.criteria.auto_update <string> Flag to enable updating daily top-n Line widgets. | Optional
TMWidget.criteria.protocols :ZZZ;L Watched protocols. Optional
TMWidget.criteria.protocols[CProtocol] <object> Object representing Protocol information. Optional
TMWidget.criteria.protocols[CProtocol]. <number> ID of the Protocol Optional
id ’
TMWidget.criteria.protocols[CProtocol]. <string> Name of the Protocol Optional
name .
TMWidget.criteria.centricity <string> Centricity used to run the report. Optional
TMWidget.criteria.limit <number> L\lrl]zx‘llvniw;gn;tnumber of data rows in the report for Optional
TMWidget.criteria.interfaces :zg/?;g; Watched interfaces. Optional
TMWidget.criteria.interfaces[Clnterface] <object> One Clinterface object. Optional
TMWidget.criteria.interfaces[Clnterfacel]. <string> Interface IP address Optional
ipaddr ’
TMWidget.criteria.interfaces[Clnterfacel. <string> Interface name Obtional
name 9 ’ P
TMWidget.criteria.interfaces[Clnterfacel]. . .
ifindex <number> Interface index. Optional
TMWidget.criteria.host_groups :Zg.?;g; Watched host groups. Optional
TMWidget.criteria.host_groups , . .
[CHostGroup] <object> One CHostGroup object. Optional
TMWidget.criteria.host_groups . .
[CHostGroupl.name <string> Host group name. Optional
TMWidget.criteria.host_groups .
[CHostGroupl.group_ id <number> Host group ID. Optional
TMWidget.criteria.dscps :Zg‘?;to;; Watched DSCPs. Optional
TMWidget.criteria.dscps[CDSCP] <object> One CDSCP object. Optional
TMWidget.criteria.dscps[CDSCPl.name <string> DSCP name. Optional




TMWidget.criteria.dscps[CDSCP].

code._point <number> DSCP code point. Optional
. - N <array of - )
TMWidget.criteria.applications <object>> Watched applications. Optional
Tﬂ[/lgggﬁ’g.actrigi?a.apphcatlons <object> One CApplication object. Optional
Tﬂrgggﬁggégi;'?fpp“cat'ons <number> Application id. Optional
Tﬂ[”(l:/zggﬁ'g.actrigi?ifdpeplIcatlonS <string> Application code. Optional
TMWidget.criteria.applications ) L )
[CApplication].name <string> Application name. Optional
T/l(gggﬁsactriﬁi??&ar]‘:]pelllzgt'ons <string> Flag: is the application tunneled. Optional
TMWidget.title <string> Widget title.
TMWidget.attributes <object> Widget common attributes. Optional
TMWidget.attributes.pan_zoomable <string> Flag making the graph interactive. Optional
TMWidget.attributes.line_scale <string> Line scale for a line chart (can be: LINEAR, LOG). | Optional; Values: LINEAR, LOG
What unit to use for formating traffic values Optional; Values: BITS, BYTES, KBITS,
TMWidget.attributes.format_bytes <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). | AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.attributes.show_images <string> Flag showing images in a connection graph. Optional
TMWidget.attributes.open_nodes <arr§y of List of open node IDs for a tree widget. Optional
<string>>
TMWidget.attributes.open_nodes[item] <string> ID of an expanded nodes in a tree widget. Optional
TMWidget.attributes.line_style <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED
Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,
TMWidoet attributes.lavout <string> HORIZONTAL_CLISRV, VERTICAL_CLISRV, VERTICAL_CLISRV, HORIZONTAL_TREE,
get. ay 9 HORIZONTAL_TREE, VERTICAL_TREE, VERTICAL_TREE, RADIAL_TREE,
RADIAL_TREE, SYMMETRIC). SYMMETRIC
TMWidget.attributes.width <number> Widget width. Optional
TMWidget.attributes.height <number> Widget height. Optional
TMWidget.attributes.percent_of_total <string> Flag including the 'total' item in a pie chart. Optional
TMWidget.attributes.edge_thickness <string> Widget edge thickness. Optional
TMWidget.attributes. <string> Default host grouping type for displaying grouped Obtional
display_host_group_type 9 hosts. P
TMWidget.attributes.extend_to_zero <string> Flag: extending the Y-axis to zero. Optional
TMWidget.attributes.collapsible <string> Flag indicating if the widget is collapsible. Optional
What unit to use for formating throughput values | Optional; Values: BITS, BYTES, KBITS,
TMWidget.attributes.format_through_bytes | <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). [ AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.attributes.high_threshold <string> High threshold on the chart (in bytes). Optional
TMWidget.attributes.n_items <number> Maximum number of items shown. Optional
TMWidget.attributes.colspan <number> How many columns the widget occupies in layout. | Optional
TMWidget.attributes.low_threshold <string> Low threshold on the chart (in bytes). Optional
TMWidget.attributes.moveable_nodes <string> Flag allqwmg the user to reposition nodes in a Optional
- connection graph.

. ) ) . . Bar chart orientation (can be: VERTICAL, ) X .
TMWidget.attributes.orientation <string> HORIZONTAL). Optional; Values: VERTICAL, HORIZONTAL
TMWidget.attributes.modal_links <number> Flag adding modal links on a widget. Optional
TMWidget.user_attributes <object> User-specific attributes. Optional
TMWidget.user_attributes.pan_zoomable <string> Flag making the graph interactive. Optional
TMWidget.user_attributes.line_scale <string> Line scale for a line chart (can be: LINEAR, LOG). | Optional; Values: LINEAR, LOG

What unit to use for formating traffic values Optional; Values: BITS, BYTES, KBITS,
TMWidget.user_attributes.format_bytes <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,

GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). [ AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.user_attributes.show_images <string> Flag showing images in a connection graph. Optional
TMWidget.user_attributes.open_nodes <array or List of open node IDs for a tree widget. Optional

<string>>

T/l[/litlé/gqg]et.user_attnbutes.open_nodes <string> ID of an expanded nodes in a tree widget. Optional
TMWidget.user_attributes.line_style <string> Line chart style (can be: LINE, STACKED). Optional; Values: LINE, STACKED

Connection graph layout type (can be: Optional; Values: HORIZONTAL_CLISRYV,

. . y HORIZONTAL_CLISRV, VERTICAL_CLISRYV, VERTICAL_CLISRV, HORIZONTAL_TREE,
TMWidget.user_attributes.layout <string> - — -, -

HORIZONTAL_TREE, VERTICAL_TREE,
RADIAL_TREE, SYMMETRIC).

VERTICAL_TREE, RADIAL_TREE,
SYMMETRIC




TMWidget.user_attributes.width <number> Widget width. Optional
TMWidget.user_attributes.height <number> Widget height. Optional
TMWidget.user_attributes. . . ) \ . ) . )
percent of total <string> Flag including the 'total' item in a pie chart. Optional
TMWidget.user_attributes.edge_thickness | <string> Widget edge thickness. Optional
TMW/dget.user_attnbutes. <string> Default host grouping type for displaying grouped Optional
display_host_group_type hosts.
TMWidget.user_attributes.extend_to_zero | <string> Flag: extending the Y-axis to zero. Optional
TMWidget.user_attributes.collapsible <string> Flag indicating if the widget is collapsible. Optional
. . What unit to use for formating throughput values | Optional; Values: BITS, BYTES, KBITS,
Tﬂfovrvggfi;’ffg—ittg'bt‘;tses' <string> (BITS, BYTES, KBITS, KBYTES, MBITS, MBYTES, KBYTES, MBITS, MBYTES, GBITS, GBYTES,
- gn_by GBITS, GBYTES, AUTOBITS, AUTOBYTES, UI_PREF). [ AUTOBITS, AUTOBYTES, UI_PREF
TMWidget.user_attributes.high_threshold <string> High threshold on the chart (in bytes). Optional
TMWidget.user_attributes.n_items <number> Maximum number of items shown. Optional
TMWidget.user_attributes.colspan <number> How many columns the widget occupies in layout. | Optional
TMWidget.user_attributes.low_threshold <string> Low threshold on the chart (in bytes). Optional
TMWidget.user_attributes.moveable_nodes | <string> Flag aquwmg the user to reposition nodes in a Optional
connection graph.
TMWidget.user_attributes.orientation <string> Bar chart orientation (can be: VERTICAL, Optional; Values: VERTICAL, HORIZONTAL
HORIZONTAL).
TMWidget.user_attributes.modal_links <number> Flag adding modal links on a widget. Optional
TMWidget.timestamp <string> Widget time stamp specification. Optional
Response Body
On success, the server does not provide any body in the responses.
Reporting: List centricities
Get a list of centricities that this version of the API supports.
' GET https://{device}/api/profiler/1.17/reporting/centricities
Authorization
This request requires authorization.
Response Body
On success, the server returns a response body with the following structure:
JSON
©"id": string,
i "name": string i
5 :
] !
. Example: i
i :
A !
: Ilidll: llhosll' :
‘ "name": "host" ‘
. h :
A !
: Ilidll: "int", :
‘ "name": "interface" ‘
L) !
0 3
Property Name Type Description Notes
Centricities <array of List of centricities.
<object>>
Centricities{Centricity] <object> Object representing a centricity. Optional
Centricities[ Centricity].id <string> ID of a centricity. To be used in the API.
Centricities|Centricityl.name | <string> Human-readable name of a centricity.




Reporting: Import templates

Import reporting templates.

POST https://{device}/api/profiler/1.17/reporting/templates/import

Authorization
This request requires authorization.

Request Body
Provide a request body with the following structure:

JSON

"compare_to": string,
"traffic_expression": string,
"id": number,
"private_folder_id": string,
"scheduled": string,
"auto_disabled_on": string,
"sharing": {
"users": [
number
I
}
"layout": [
{
"flow_items": [
{
"id": number
}
L
"attributes": {
"wrappable": string,
"full_width": string,
"item_spacing": string
}
}
I
"time_frame": {
"data_resolution": string,
"refresh_interval": string,
"type": string
"description": string,
"user_id": number,
"shared": string,
"live": string,
"last_added_section_id": number,
"wizard": {
"interface": string,
"type": string
I
"name": string,
"last_added_widget_id": number,
"auto_disable_timeout": number,
"version": string,
"override_time_frame": string,
"disabled": string,
"shared_link": {
"enabled": string,
"uuid": string
I
"timestamp": string,
"sections": [

"widgets": [

{

"config": {
"datasource": string,
"visualization": string,
"widget_type": string

h

"widget_id": number,

"criteria": {
"compare_to": string,
"ports": [

{

"port": number,



"protocol": number,
"name": string
}
1
"dscp_app_ports": [
{

"port": {
"port": number,
"protocol": number,
"name": string
1o
"app": {
"id": number,
"code": string,
"name": string,
"tunneled": string
1o
"dscp": {
"name": string,
"code_point": number
}
}
I
"services": [

"name": strin